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3  named

3.1

example.gr.jp

nsl.subl.example.gr.jp

nsl.example.gr.jp primary ‘ [

‘ master
[ ns2.subl.example.gr.jp

‘ ns2.example.gr.jp secondary

‘ [ nsl.sub2.example.gr.jp

‘ slave
[ ns2.sub2.example.gr.jp

example.gr.jp or.jp
DNS
nl n2 2

3.2 localhost

localhost
nsl.example.gr.jp(primary)
zone “l ocal host " {

1
1
' type nmster;

' file “local host. zone”;
1

1

1

1



(zone) DNS localhost  zone
zone

3.3 localhost

nsl.example.gr.jp(primary)
IP localhost

zone” 0, 0, 127.i n-addr. arpa”{
type master;
file"local host.rev”;

1
zone”0.0.127.in-addr.arpa” IP (127.0.0.1)
in-addr.arpa
.rev localhost.rev
1IN PTR localhost 1

”1.0.0.127.in-addr.arpa”

3.4 root-server

type hint file”root.cache”

nsl.example.gr.jp(primary)

i zone “. "{ i
| type hint; :
| file’root.cache”; :
RE :
“root.cache” ftp(file transfer protocol)
bind named ftp

( :named.root)



3.5

master

example.gr.jp

type master(
"example.zone”
nsl.example.gr.jp(primary)
' zone” exanpl e. gr.jp’{ |
| type naster; :
: file”exanpl e. zone” |
i}§ !
3.6 slave
masters IP
ns 2.example.gr.jp(secondary)
zone” exanpl e. gr.jp"{
type sl ave;
file”zone/ exanpl e. zone”;
mast ers {202.250. 31. 148; };
B
masters IP
example.zone
zone
( ) example.zone

type slave

Zzone
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; SORIGIN example.gr.jp.

$TTL 86400

@ IN  SOA nsl.example.gr.jp. hostmaster.nsl.example.gr.jp. (
2000010101 ; Seria

3600 ; Refresh
900 ; Retry
360000 ; Expire
86400 ) ; Minimum

IN NS nsl.example.gr.jp.
IN NS ns2.example.gr.jp.
IN MX 10 mail-gl.example.gr.jp.
IN MX 20 mail-g2.example.gr.jp.

; hosts data
nsl IN A 202.250.31.148
ns2 IN A 202.250.31.149
mail-g1  IN A 202.250.31.150
5: ( )

$

TTL(Time To Live)
SOA(the Start of a zone Of Authority) Minimum
$TTL

@ IN SOA nsl.exanple.gr.jp. hostnmaster.nsl. exanple.gr.jp.(

i 2000010101 ; Seri al i
: 3600 ; Refresh |
| 900 . Retry |
| 360000 ; Expire |
! 86400 ) : M ni num :
SOA RR( ) SOA the Start of a zone Of Authority
@: (current origin) named.conf
example.gr.jp @
IN SOA SOA
nsl.example.gr.jp. (master)

hostmaster.nsl.example.gr.jp.
hostmaster@nsl.example.gre.jp

ip ()



hostmaster

Serial
Serial 32
4294967295 Serial 2000
(4295 ) 991215001 000101001
RFC1982 2147483647 2
00 2
991215001 2000121501
Refresh Serial
3600
Retry
900 15
Expire
() 360000
100
Minimum TTL $TTL
negative response TTL

negative response bind8

Minimum
( RFC2308 section4 )

NS(Name Server) RR

(RR)
"IN NS nslexample.gr.jp |
| I'N NS ns2. exanple.gr.jp :
example.gr.jp (ns1) (ns2)

MX(Mail eXchanger RR



I'N MX 10 mai | -gl. exanple.gr.jp
I'N MX 20 mai |l -gr2.exanple.gr.jp

@example.gr.jp
10,20 0 32767
A(Address) RR( )
‘ns1  IN A 202.250.31.148 |
| ns2 IN A 202.250.31.149 |
 mail-gl I'N A 202.250.31. 150 |
, mail-g2 I'N A 202.250.31.151 i
VWY I'N A 202.250.31.77 :
| proxy I'N A 202.250.31.78 :
N ’
NS RR,MX RR
A
CNAME ( )
CNAME(Canonical Name RR( )
i cache  IN  CNAME proxy.example.gr.jp. |
CNAME ( )
cache.example.gr.jp proxy.example.gr.jp.
Delegation

; subdomai n subl del egation and gl ue)

i subl IN NS nsl.subl. exanple.gr.jp. i
! I'N NS ns2. subl. exanmpl e.gr.jp. !
! I'N NS ns2. exanple.gr.jp. !
1 nsl.subl I'N A 202. 250. 31. 33 !
1 ns2.subl I'N A 202. 250. 31. 34 !
! ; subdomain sub2 del egation and gl ue !
' sub2 I'N NS nsl. sub2. exanmple.gr.jp. !
subl

nsl.subl.example.gr.jp.
ns2.subl.example.gr.jp.
2



subl nsl.subl.example.gr.jp.

ns2.subl.example.gr.jp. IN NS
ns2.example.gr.jp. ns2.example.gr.jp. subl
A
named A

subl secondary

ns2 ns2

ns2.example.gr.jp(secondary)

zone " subl.example.gr.jp” {

type ;
file” zone/ subl. exapm e. zone” ;
masters {

202. 250. 31. 33;
202. 250. 31. 34;

202.250.31.0/24
!
31.250.202.in-addr.arpa.

202.250.31.0/24
124 3 (24 = 8bit*3)
1P 0-254

zone”31.250.202.in-addr.arpe”
.rev

nsl.example.gr.jp(primary)

! zone ”31.250.202.in-addr.arpa” { i
| type master; :
| file ”202.250.31.rev"; :

— 10 —



0 I'N PTR exanpl e- net. exanmpl e.gr.jp.

$CGENERATE 33-62 $ CNAME $. 32/ 27. 31. 250. 202. i n- addr . ar pa.

! IN A 255. 255. 255. 0
, exanpl e- net . exanpl e.gr.jp. IN PTR 0.31.250.202.in- !
| addr. ar pa. !
PTR RR
A
netstat
IP
Classless IN-ADDR.ARPA delegation
' ; 202.250.31.32/27 del egation |
' 32/ 27 IN NS nsl.subl. exanple.gr.jp. |
: IN NS ns2. subl. exanple.gr.jp. |

202.250.31.32/27 nsl.subl.example.gr.jp
31.32 32
nsl.subl
1 254
32/27
32/27 27 32 64
nsl.subl.example.gr.jp. ns2.subl.example.gr.jp.

$GENERATE $ CNAME pc$.example.gr.jp. $
$GENERATE (33,34,35,...61,62)

zone "32/27.31.250.202.in-addr.arpa” {
type master;
file “zone/202.250.31.32.rev”;



$ORIGIN

_____________________________________________________________________________

; $ORIG N 32/27.31. 250. 202. i n- addr . ar pa.

$TTL 86400 |

@ IN SOA nsi.subl.exanple.gr.jp. hostmaster.exanple.gr.jp. (
2000010101 7 Serial

3600 ; Refresh |

900 . Retry |

360000 . Expire i

86400 ) © M ni mum

I'N NS nsl. subl. exanple.gr.jp. !

I'N NS ns2. subl. exanpl e. gr.jp. !

32 I'N PTR exanpl e- subl. exanpl e. gr.jp. !

I'N A 255. 255. 255. 32 !

33 I'N PTR nsl. subl. exanple.gr.jp. !

34 I'N PTR ns2. subl. exanple. gr.jp. !

35 I'N PTR mai | . subl. exanpl e. gr.jp. !

36 I'N PTR www. subl. exanpl e. gr.jp. !

202.250.31.33

33.31.250.202. in-addr.arpa

! CNAME on nsl.example.gr.jp
33.32/27.31.250.202. in-addr.arpa
! PTR on nsl.subl.example.gr.jp

nsl.subl.example.gr.jp

202.250.31.33 named
CNAME PTR

CNAME

Classless IN-ADDR.ARPA
delegation

(master file)

master file  Serial



secondary Serial
named restart
# ndc restart

bind8.( )
RFC1996)
4.3 bind8
bind8
RFC1995 IXFR
zone
RFC1996 DNS NOTIFY
master secondary
RFC2065 DNSSEC
DNS

-key distribution
-data origin authentication
-transaction and request authentication

5 DNS
DNS DNS MX
MX
5.1 DNS
user@example.gr.jp
DNS @ MX

MX A MX A
MX MX A
> MX A
named DNS
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MX CNAME
CNAME
IETF(Internet Engineering Task Force
CNAME Sendmail
(O DontExpandCnames=False )
MX

MX *. MX

MX

Sendmail README

MX

MX

Mail From: ando@md rans.aosmoscojp ,
Rept To: matoroi@rediakyatouacjp << SMTP

From: Kazunori ANDO <ando@md.trans-cosmoas.co.jp>

To: Motonori NAKAMURA <motonori@media. kyoto-u.ac.jp>
Subject: Re: smtpfeed-1.02

Message-1d: <ANDO.SB10224@axis.md.trans-cosmos.co.jp>

MX

MX  MX



6.1

6.2

From To
To:

To
Transfer Agent:

name

From:

Sender

To:

Cc:
Reply-To:
Message-1d:
Subject:
Date:
Return-Path:
Received:

SMTP(Simple Mail Transfer Protocol

(Received:)

MUA(Mail User Agent:

To
To
SMTP
)
MUA
Field-body
(
ID

— 15 —
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(Return-Path:)

MUA
MTA(Mail

Field-



In-Reply-To:
References

7.1

MTA

MUA
IMAP

(@)

(b)

SR 1
MTA (- MTA MTA
Gateway Distribution Mail Server
= n [z
o 3
S =
2 B
MUA
— JC
7:
SPAM
static

DNS
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7.2

() MTA

POP3/IMAP MUA
MUA
Eudra
3
MX static( )
MX
DNS MX

static DNS
resolv.conf DNS DNS

mx MTA MTA
Gateway static § Distribution
MTA

e
ﬁ# —$— Mail Server
outside internal | Y 7
A | &

" =
— L
8: (NS)

8 DNS

MUA

static



static
NS

i DI RECT_DELI VER DOVAINS * exanple.gr.jp’
i DEFAULT_RELAY='smt p: gw-i n. exanpl e. gr.jp’

example.gr.jp MX smtp:gw-
in.example.gr.jp static
static
(distribution )

____________________________________________________

gw-out

STATI C_ROUTE_FI LE=" exanpl e-stati c. def’

. GW [202.250. 31. 150]
1 DOM exanple.gr.jp

static MX

NS
NS

MX

static



8.1

MX

MX
2nd MX  1st MX
2
2nd MX
2 MX
<Il/ é::er\\:/:y static Dlsxl-ll;/:non <::> Ma“l"lleéver
—— TL
9:2ndMX
FallbackMX
DNS
( 5 - sendmail
1stMX
FallbackMX
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— N
| 1st MX A_k MTA MTA
<::‘ Gateway NS Distribution(}j‘/ Mail Ser
g spool
=1 !
2 g
e o
10:Fal 1BackMX
9 MTA
9.1 MTA
Sendmail Sendmail Pro
MTA 78%
smtpfeed
sendmail.cf GUI
Sendmail Pro
gmail
MX

Netscape Messaging Server
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9.2 MTA

InterMail
SIMS Sun Internet Mail Server

MTA
MTA
oS Sendmail
SIMS Sendmail
LDAP
POP IMAP
POP
IMAP
(O
1/0
100Mbps 10,000 10kbps
(RAIDO)
)
- OS
- MTA
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( :http://www.securityfocus.com/)

10

MAILBOX NAMES FOR COMMON SERVICES, ROLES AND
FUNCTIONS RFC2142)

abuse@example.gr.jp
postmaster@example.gr.jp
hostmaster@example.gr.jp DNS

owner-hoe@example.gr.jp
hoe-admin@example._gr.jp
hoe-request@example.gr.jp RFC2142
hoe-errorsto@example.gr._jp

11

11.1 SPAM

SPAM

SPAM

SPAMMER(SPAM )
SPAM

SPAM
SPAM


http://www.securityfocus.com/

SPAMMER

SPAMMER

11:SPAM
SPAM
SPAM

(a) RBL Realtime Blackhole List

RBL SPAM DNS (named)
MTA IP RBL
RBL MTA

APS RBL MAPS RSS MAPS DUL ORBS IMRSS
RBL

RBL IP

(b) SPAMLIST

SPAM LIST
envelope from IP SPAM
3

(c) POP before SMTP

ISP MUA MTA POP
IP SMTP
gpopper(POP
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POP before SMTP
SMTP Authentication

(d) SMTP Authentication RFC2554
POP before SMTP SPAM MUA

Auth User
by RFC2554

12:SMTP Authentication

SASL RFC2222 Relay sendmail-8.10 cyrus SASL
letc/passwd
Relay
SPAM

(e) Message Submission RFC2476
SMTP Authentication

A uth U ser
by RFC2476

13:Message Submission

MSA Message Submission Agent
SPAM
SMTP
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port 587
Sendmail-8.10 MSA

MSAport587

SMTP
SPAM

11.2

Excel Word PowerPoint

Office
Melissa

Happy99

11.3

° Bombimg

2
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O MaxMessageSize=500000

SPAM
SPAM bombing

SPAM
SMTP Authentication RFC2554 Message
Submission RFC2476 SMTP over TLS(Transfer Layer Security:SSL
RFC2487 )

PPML who GECOS
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