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      DNSSEC

� E � 
� �

thread
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      *BSD, Linux, Solaris 2.6-8, etc.
      9.2
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Windows NT
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  DNS
      IPv6
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  (view)
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  : bind-9.x.y/bin/
      named: 

� � � 3 � ;�� ��� � �
	 3 � ;

      lwresd: 

� � � : ��� � �
	 3 � ;�� lwres
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      nsupdate: 

� � - 0

(dynamic update)

�� �� � 5
      rndc: named

� ��� � :

      dig: 

� ; � �� � :

            

��

host, nslookup
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      dnssec-xxx: DNSSEC
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  : bind-9.x.y/lib/
      libbind: BIND 8

 ! 8 9: ;� � "� 8

      liblwres: lwres
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  autoconf
      configure � make 

�
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  configure
      openssl
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path
            --with-openssl
      thread
            

�� �� �� � �

            --disable-threads
            BIND 9.2
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 *BSD, Linux
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  random device (/dev/random)
      DNSSEC, 
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      FreeBSD 4.3
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prngd
 ! 6 " !� # $ � � �% . 
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      multiple-cnames: 

��

            

�' � � , - �	 
� 
� � 
 � ' � � 2
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         $TTL 1D 
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      TTL
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      1. 
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� �� � �� � � �� � �	 �
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         www.kame.net. 1D IN A 203.178.141.220
      2. 
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� � ' � �� �� � � �� � �	 �
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($TTL)
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(

TTL

� 
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         using RFC 1035 TTL semantics
      4. SOA RR

( � � ����� ��

TTL

� 
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         no TTL specified; using SOA MINTTL instead
      5. 
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  : IP

      DHCP� IPv6
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            DNS
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 "UPDATE"

      Windows
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      SOA
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UPDATE

� � �6 � �� @

 
 

DHCP
Server

lease
5.6.7.8

client host
(foo.dynup.org.)

dynup.org. SOA
ns.dynup.org. ...

ns.dynup.org.
(1.2.3.4)

foo A 5.6.7.8

DNS

��� �  "! #%$ &

dynup.org.

'($ )* + ,-add: foo A 5.6.7.8

1

2
3

ns.dynup.org. A 1.2.3.4

4 5
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      update-policy
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01 2 34 5 � 687 9: ;< => ? �
      allow-update

� . � /A@ �B � �

            

CD EF G 7 HI � � D
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   (named.conf)
      

�@ � �

: dyn.toshiba.com.

      

 ! � � �@ (

�

)
            

�� �� �� �	

RR

�
 �> ? �

            

01 2

jinmei

�

jinmei.dyn.toshiba.com.

	

RR

� � � � 
> ? �

 

     zone "dyn.toshiba.com" {
             type master;
             file "dyn-toshiba.zone";
             update-policy {
                     grant admin.dyn.toshiba.com. wildcard
                           *.dyn.toshiba.com. ANY;
                     grant jinmei.dyn.toshiba.com. self
                           jinmei.dyn.toshiba.com.;
             };
     };
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  : dnssec-keygen
    dnssec-keygen -a hmac-md5 -b 128 -n host jinmei.dyn.toshiba.com.

      2

� �� � � �' � , �

 (

�� 
� ) � 	
 �

)
            Kjinmei.dyn.toshiba.com.+157+xxxxx.{key, private}

  
      

� � �
 � �

(

��� �

)

�

            2

� 	 �� �� � �� �� �� � ���

            

 � !#" $&% '� ( )

      

*@ + �

            

EF �� ��

(named.conf)

� , � -.

            

 � !#" $&% '� ( )

     key jinmei.dyn.toshiba.com {
             algorithm hmac-md5;
             // Kxxx.private

�

Key:

� / @ � 0 � 1

             secret "JXg3xkI+mt/O0ZAbTCqzDA==";
     };
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  : nsupdate
      

�� � �� �� �� � 	


 (-k

� �
 � �

)
            

 �� !#" $&% '� ( )

            -y

� �� � � � �� �� � �

      

� !#" $ %& '( ) � 0 �* +, -

            TTL

� � ./

(

0

)

12 34 5 6 �� 7 5 8 9

     % nsupdate -k Kjinmei.dyn.toshiba.com.+157+30187.
     > server 203.178.141.194 : ;< = >

     > update add jinmei.dyn.toshiba.com. 3600 A 1.2.3.4
     > send  : ? - @ � " AB C

     > quit

  
      nsupdate -d

" D,

      

EGF H I 'J K �L M
      

EGF H NO P �Q � R " ' ST U VW XY
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$ %� � ' ��

            

�� �� � �� 7 	
 � ��
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 �� � F )�� R

 

  
      

�� �

 "jnl"
      dyn-toshiba.zone � dyn-toshiba.zone.jnl
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� 	 U SW��� ��� F 
 � � � �� ' � �	 
� -

      

� ' 
F �� � �� � � V� W �� $ % 
� -

 

  
      1. rndc stop (

� ' 
F �� � �� � $ %� � ��
)

      2. 

��� F 
 � � � �� �� �

      3. 

� ��
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  : Incremental Zone Transfer 

(IXFR)
      RFC 1995
      

� P ��� � �	 
� � �� �

      


� � ����� � �� � �� � ��� � ! � " # $% & ��'

(�� � ) *+
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foo A 5.6.7.8

��� �� � � �

(

�	 
� �

)

add:
foo A 5.6.7.8

�
 �� � �
�
 �� 	� � �

�� � �	� � �

(serial 10->11)

notify(serial 11)

IXFR (10)
IXFR(10->11)

��� �� � � �

(

� � �)

foo A 5.6.7.8
(serial 10->11)1
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      provide-ixfr: 
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      request-ixfr: 
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  128 (16 )

  16 8 ":"

16
                 3ffe:0501:0019:2000:0000:0000:fe71:81fc
  
      

� ��� � # �� �� � 

0

� �� � 	

                 3ffe:501:19:2000:0:0:fe71:81fc
      0


� � 
 � � �� � � ��� � # � �
"::"

)� � � 	

                 3ffe:0501:19:2000::fe71:81fc
      

�� ��

:
                 :: (0.0.0.0

) ��

)
                 ::1 (127.0.0.1

) ��

)

  : /
      

�

: 2001:200::/32 



 IPv6 RR
 

  RFC 1886 

  : AAAA RR
     www.kame.net. IN AAAA =>
         3ffe:501:4819:2000:280:adff:fe71:81fc
     www.kame.net. IN A 203.178.141.220 

  : PTR RR
      

� � �� ( �

: ip6.int.

      4

��� � ��� &

1

	 
 # / � � � �� ( � � 

 ��

32

��

� � �

     ;;2001:0200:0000:4819:0280:adff:fe71:81fc

 
 ��

     $ORIGIN 9.1.8.4.0.0.0.0.0.0.2.0.1.0.0.2.ip6.int.
     c.f.1.8.1.7.e.f.f.f.d.a.0.8.2.0 IN PTR www.kame.net. 
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  DNS IPv6
      RR

� ��

: AAAA, ip6.int.

�� ( �

      

� 	 �� � � � �� ��
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� � �� ��� � 	 &

IPv6
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� �


 

  3
      1. IPv6

� �

RR, IPv4

� 	 �� ��� �

      2. IPv6

� �

RR, IPv6

� 	 �� ��� �
      3. IPv4

� �

RR, IPv6

� 	 �� ��� �
      (IPv4

� �

RR, IPv4

� 	 �� ��� �
 => IPv6

/ � �� �

)
            

� �� �� �� �� �� ��  

1

� !
            1.

� !" � #$ %  & '( � )+* IPv4
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  TLD : IPv6
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, gTLD: 13
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� � � ! ) 
� �

      ccTLD: 243

�� ��� 584
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            2
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� � �

            BIND 9
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            FreeBSD/NetBSD/OpenBSD/Linux

            BIND9 lwres: 
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            BSD/OS, Solaris, Windows...
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      IPv6
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      IPv6

� � � � � � � � ! � 
 " ��� � � � � � �
 #$ %&

� � 	


 

'�( )*+ , - .�/0( 1 * ( 2 0( 1

gTLD

0( 1

IPv6

23 45 6( 278 9: ;* 1

.

net
kame

IPv6 network IPv4 network

kame.net

;( 4<=( > 0( 1

+ , - ./ 0( 1
?

* ( 2 0( 1

?

gTLD

0( 1
?

 



 
 

      

#$ %& � �

IPv4

� � � � � � � � � !

      

� � � � � � � ! � �� � ��� � � � �� �

 

' ( ) *+, - ./0( 1 �	 
+ , - .�/0( 1

* ( 2 0( 1

gTLD

0( 1

IPv6

23 45 6( 27 8 9 : ;* 1

.

net

kame

IPv6 network
IPv4 network

private
IPv4 net

1

2 3

4

5

6

7

kame.net

;( 4<=( > 0( 1

IPv4

� �
 �� ����� 9�

IPv6

� �
 �� �� �� 9�

 



 BIND9 IPv6 (1/2)
 

  IPv4
      

� 
 �� �� � �� �� � �� � ACL� � ��� � � �
  IPv6
         listen-on-v6 { any; };
      any

�� 


none

�	 
 � � � 	


      

�
� � � � �

none

� � "� � � ��

      wildcard bind

�� � � � � � � �� � �
UDP

� �� �� � "

            2

 !

named

"# $% & '( ) ! *+ ,

  : xxx-source-v6
      

-

: 

./ 01 23�54 6 7 89 6 � :; �<
         query-source-v6 address 2001::abcd;

  
      

-

: 

=4 > ?@ A � BC
         allow-transfer { 3ffe:501::/32; };
 



 BIND9 IPv6 (2/2)
 

  IPv4-mapped IPv6
      ::ffff:x.y.z.w (x.y.z.w

�

IPv4

7 89 6

)

3 ��

      IPv6

� ��� ��

IPv4

	 ��� �
 �� 
< �� �� <
            FreeBSD, Linux, Compaq tru 64

� �

            IPv4

� �� � "

"mapped" IPv6

� �� ( )

      

7 �� 6 B � � ��  ! <

            

"

: IPv4

# $% � &' � ( )* +% ,- . /0

         listen-on { none; };
         allow-query { !::ffff:0.0.0.0/96; any; };
         allow-transfer { !::ffff:0.0.0.0/96; any; };
         ...
            match-mapped-addresses

1 23 4 5
         match-mapped-addresses yes;
         allow-query { !10.0.0.1; any; };
            means...
         allow-query { !10.0.0.1; !::ffff:0.0.0.0/96; any; };
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  IPv4

      

� �  �  � ! � � �/

  IPv4

( )
      mapped 

7 8� �
 � 	�
 � � !/

OS

 �


            NetBSD(

. ��� � ��

), OpenBSD

  IPv4

( )
      IPV6_V6ONLY option


 � 	�
 � 
<

OS, BIND 9


 �


            KAME snap, FreeBSD 4.5(?)

      BIND 9.2.1(?), 9.3(?)
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  DNS (UDP) =512
      

�� ! �
 � �� � !/

      IPv6, DNSSEC

� � �	  �
 ��

      

-

: 



 � �
 �  

www.kame.net.

�

A RR
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 = gTLD
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NS RR

� � �� RR
            

� �

: 13
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 � 459
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            AAAA 

� �� RR
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5

��� �# $%

 � 471

�� �
            13
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�� � ()

  EDNS0: Extension Mechanisms for DNS
      RFC 2671
      OPT RR: 

*� �� � +  -, 	 ./ � �� � � 021 3
 45

            

�� # 687 9 :; < ,= ; & � >- ? $@
  EDNS0
      BIND 9(

�
 �, libbind)
      BIND 8

�, EDNS0
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 BIND 9 EDNS0
 

  OPT RR

 

  
      OPT RR

�� � �� ��

      

B C 
 � D� � �
 �� 	 
� �

      

�
 � � �

OPT RR

�� � *� �� � �
      24

+� � � 0 ��� ���

 

  
     server 203.178.141.194 {
         edns no; //

� � ��� �� �
ENDS0

��  !� *" #  $ �

     };
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  1 RR
      

� � �� � ��� � �� � � � 	

(


 � �� 
 � ��

)

��

 

  
      A6 RR (RFC 2874)
 

  
      

�� �� � �

 (RFC 2673)
      DNAME RR (RFC 2672)
      

� � �� � �

: ip6.arpa.
            

�� �� ��  !" #$

 

  
      

%& ' (� )* + � � � ,- . /0 12 � 3"

      A6� �54 �� � �� DNAME

6

"experimental"

�

      ip6.arpa.

6 )* � 7 8
 (RFC 3152)

 



 BIND 9 RR
 

  A6 DNAME 

  
      

%& 6 �� � 3� . �"

            A6

� �� �� 	
 ��  
� � �� ����� ��

      allow-v6-synthesis
            A6


 � ��� �� � � � ��  !

            

"! � � � # � $ %

      

&' � . () � . * +" , # 6

            

-. /0 �21 34 5 6 �7 8  � 9:

BIND 9
 � �

            A6

7

AAAA

� ; # 
 < =� �

      > ? @A BDC �E FHG I � � JK LM
(
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 ip6.arpa. (1/2)
 

  : ip6.arpa. ip6.int.
      

�� ��

  : ip6.arpa. ip6.int.

   (BIND 8, 9)
      

� > E �C � G � � � 	�
 � E �C �
 ��
      $ORIGIN

K �� � �� � � � �� K LM
 (in named.conf)
     zone "9.1.8.4.0.0.0.0.0.0.2.0.1.0.0.2.ip6.int." {
         type master;
         file "2001:200:0:4819::.zone";
     };
     zone "9.1.8.4.0.0.0.0.0.0.2.0.1.0.0.2.ip6.arpa." {
         type master;
         file "2001:200:0:4819::.zone"; //ip6.int.

7 � �

     };
 (in 2001:200:0:4819::.zone)
     ;;$ORIGIN 9.1.8.4.0.0.0.0.0.0.2.0.1.0.0.2.ip6.int. 

� �� � � �� �

     c.f.1.8.1.7.e.f.f.f.d.a.0.8.2.0 IN PTR www.kame.net. 



 ip6.arpa. (2/2)
 

   (BIND 8, 9)
     zone "9.1.8.4.0.0.0.0.0.0.2.0.1.0.0.2.ip6.int." {
         type slave;
         file "bak/2001:200:0:4819::.int.zone";
         masters ...
     };
     zone "9.1.8.4.0.0.0.0.0.0.2.0.1.0.0.2.ip6.arpa." {
         type slave;
         file "bak/2001:200:0:4819::.arpa.zone"; //

� �� � �

         masters ...
     };
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bad.guy
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foo.bad.guy. NS www.bank.
www.bank. A 1.2.3.4
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www.bank

1.2.3.4

1

2

3

4
5

6

 



 TSIG: transaction signatures
 

  RFC 2845
  

      

� �

: 

�� � ��� ��� � �� � �

  DNS
  TSIG RR
      

��

RR: 

��� �	 
 � YB �
 � � �
            

- � . � / � � �� � �� � �� � $ �

      DNS

��� Q � � �� � � � �! � "S # �$ %

      

&' () IJ *+ , -. B /0 1 23 45

  BIND 9
      

 � "S 67

: HMAC-MD5
      

8 , 9 :

: dnssec-keygen
; < = >

      

?@ A BC , DE

(
?@ A B , F G HI

)
 



 
 

  
      

8� � �� ��� � < � 	
 � = � � C 
� �� 	

  
     key kame-transfer {
             algorithm hmac-md5;
             secret "VbWW3pKDonY8axAqpC/ArA==";
     };
     zone "kame.net" {
             type master;
             file "kame.zone";
             allow-transfer { key kame-transfer; };
     };

  
      key

� ��� �� = � � ��� � < � 	� �� � G� �

     zone "kame.net" {
             type slave;
             file "bak/kame.zone";
             masters { 10.0.0.1 key kame-transfer; };
     };
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  RFC 2931 

  TSIG
      SIG RR
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	 ��� 
 � �� � �

SIG RR
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  BIND9
      

� �  

: 

!" # $% � C & � � ' () * � +, � � �

 



 DNSSEC (1/2)
 

  RFC 2535 

  : DNS

      

$� � � � � *� � ' ��� 	 �	� 
 �� 
 � � �
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� � �� � � %
            NXDOMAIN
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�� �

RR

� � � * �

SIG RR
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KEY RR
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      KEY RR
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SIG RR
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  KEY RR : 
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(2
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): DNSSEC

� �� 	 


256 = 
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� �
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(1

� ��

), 3=DNSSEC, 4=IPSEC, etc.
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(1

� ��

): 1=RSA/MD5, 3=DSA, etc.

      

�� �

: base 64
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     kame.net. 1D IN KEY 256 3 1 (
                   AQOX3l7BJVz1AnDGuzRokxKPD7Jceae
                   7Y9MCgnK2KCfZcu6WpkZx0ThkAJHfFf
                   kIlCA2F6mveu3Hy3wFudreND8N)
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,- ./
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0 12 3 465 7

            KEY RR
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: base 64
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     foo.kame.net. 1D IN SIG A 1 3 3600 20011028062225 (
                       20010929062225 13375 kame.net.
                       gYHHmpMfRkspRKK2lgz5F02lAn82+AKwe546
                       aSQQN0tpkWHH+lszgFOcWdtMkcaGYtM694y7
                       i5uRRaimC5jGUA== )
 



 NXT RR
 

  "NXDOMAIN"
      

�� �

"NX"

� � � ! � � � �� �  �� $

      

����� � � � � 	 !" 
 � � � � 
� #� � � �� �� �

� #

            RR

0� � �� � �� �� � 

 

  NXT RR : RR

 

  
      

!#" $

"NXDOMAIN"

�&% ' �

NXT RR


( $

            NXT RR

0

key: 

)+* - ,.- 0

RR

            next name: 

)+* - /- 0

RR

      NXT RR

0 
 �1 �2 3 0 45 6" 7 
� 8� �9 :; �<

      NXT RR

=> 1 ? @A 0
SIG RR

B �� �<

 

  : RR 



 
 

  
      1. 

�" � � 1 �9 � � �<

      2. 

�� �

(KEY RR)

9 � 	 �" � 3
 �� 
 5 ��

            KEY RR

� �� �

SIG RR

�� �

      3. 

�� � B �" �1 �

RR

9 
 �� <

            

�� �� � �� �

SIG RR

��  ! � �

            

"

RR

� � �� �

NXT RR

#%$ �� � �� �

SIG RR

& �  ! � �
 

  
      4. 

'� 8 �9 � �� <

      5-1. 

'( ) *1

KEY RR

9 � 	 �" � 3
 �� 
 5 ��

      5-2. 

'� 8

KEY RR

+, 9 � 	�.- � 3
 �� 
 5 ��

      6. 

'� 8 �� � B �.- �1 �
RR

9 
 �� < / 0 8

KEY RR0 1�

      (

0 8 � B
 �� 2

SIG RR
1 34 56 78 9<

)

      7. 

0 8

KEY RR

9 :; � <
 



 DNSSEC
 

  
      Secure: 

� � B � <

KEY RR

9��� �.- �

      Unsecured: "Secure"

B � 8 �.- �

  RR
      Authenticated: 


 � 1 �� � �	 � 2

RR
      Pending: 


 � �� 
 1

RR

      Insecure: "Unsecured"

� �.- �1

RR
      Bad: 

�� � �� � 2

RR
            "Bad"




RR

�� �� � � �� � �� �� �

  DNSSEC
      AD (authenticated  data) 

��� �
            Authenticated 

�� �

 Insecure

�

RR
� � � � �

      CD (checking disabled) 
��� �

            

! "# $ %& � � � 
 $ � 
 � � �� � ' � ! �(

            Pending data

&�*) � ' �
 



 
 

  : draft-ietf-dnsext-dnssec-roadmap-05.txt
 

  RFC2538 (CERT RR)
  RFC3008 (DNSSEC signing authority)
  RFC2930 (TKEY)
      TSIG

�� �� �� � ��� �

  draft-ietf-dnsext-dnssec-okbit-03.txt
      EDNS0

� �	��� �


DNSSEC

� �
resolver

�
 �� �

  NO RR: draft-ietf-dnsext-not-existing-rr-02.txt
      NXT

� �� / � � ��� �� � � � �� �� �� 
 � � 7 �

� /

  draft-ietf-dnsext-ad-is-secure-03.txt
      AD bit

�

authorized data
� +,  � �

   



 BIND 9 DNSSEC
 

  : dnssec-keygen
      # dnssec-keygen -a rsa -b 512 -n zone kame.net.
      Kkame.net.+001+52522
      Kkame.net.+001+52522.{key, private}

7
 � �

 

  
     $INCLUDE Kkame.net.+001+52522.key
 

  : dnssec-signzone
      # dnssec-signzone -o kame.net. kame.zone
      kame.zone.signed
      NXT RR

� � �� �� 9 �
 



  (1/2)
 

   (kame.net )
 

     $TTL 1D
     @  IN SOA orange.kame.net. root.kame.net. (1 3600 600
                                         2419200 1200)
             IN      NS      ns
     ns      IN      A       10.0.0.1
     foo     IN      A       10.0.0.2
             IN      AAAA    2001:ffff::2 



  (2/2)
 

   

     kame.net.     86400   IN SOA  orange.kame.net. root.kame.net. (
                ...
                   86400   KEY     256 3 1 (
                                   AQO/ruxOPls/OnqlzMiuD5fSQ2DqEQsRMtMw
                                   +S8Dp2ibh1B3DHgfBV6hCxRoVsJIqciApuht
                                   ca9pFzBnTFxLzSr9 ) ; key id = 52522
     foo.kame.net. 86400   IN A    10.0.0.2
                   86400   SIG     A 1 3 86400 20011117072241 (
                                   20011018072241 52522 kame.net.                ...
                   86400   AAAA    2001:ffff::2
                   86400   SIG     AAAA 1 3 86400 20011117072241 (
                                   20011018072241 52522 kame.net.                ...
                                   aY35FZGAh7OqHA== )
                   86400   NXT     ns.kame.net. A SIG AAAA NXT
                   86400   SIG     NXT 1 3 86400 20011117072241 (
                ...
     ns.kame.net.  86400   IN A    10.0.0.1 



 
 (1/2)

 

  BIND9 dig +dnssec
      

� �� � �� � �� �� � �� 	

     % dig @127.0.0.1 foo.kame.net a +dnssec
      ...
      ;; ANSWER SECTION:
      foo.kame.net.  86400  IN  A    10.0.0.2
      foo.kame.net.  86400  IN  SIG  A 1 3 86400 20011117072241 20011018072241 =>
        52522 kame.net. ZcEJRbDKj9AvTtqb2/OLWRFoIHTecATC0uVaoNm9sxg4rp6 =>
                        FRsDVNr1s qG6ue5A3fJbZqYDGY0Wy3Dcqd9T3HA==
      ... 



 
 (2/2)

 

      

� �� � � �� � �� �� � �� 	

     % dig @127.0.0.1 hoo.kame.net a +dnssec
     

      ...
      ;; ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 58381
      ;; AUTHORITY SECTION:
      ...
      foo.kame.net.  86400 IN  NXT  ns.kame.net. A SIG AAAA NXT
      foo.kame.net.  86400 IN  SIG  NXT 1 3 86400 20011117072241 20011018072241 =>
        52522 kame.net. Om4du45EnQEuAf1fu2qnWvKujNdARUJk9mBaxLqDdECg2Uv =>
                        3ZKTzA5pc aSgfakIShbzJFoJXoM8zGNrqW19p5g==
 



  (1/2)
 

  : 

dnssec-makekeyset
      


 ���� � � � �� �	 
 �� �
 �� ��

  # dnssec-makekeyset -t 172800 Kkame.net.+001+52522.key
  keyset-kame.net.
 

 $ORIGIN .
 $TTL 172800	; 2 days
 kame.net  IN KEY 256 3 1 (
                 AQO/ruxOPls/OnqlzMiuD5fSQ2DqEQsRMtMw+S8Dp2ib
                 h1B3DHgfBV6hCxRoVsJIqciApuhtca9pFzBnTFxLzSr9
                 ) ; key id = 52522
           SIG   KEY 1 2 172800 20011117075356 (
                 20011018075356 52522 kame.net.
                 Rlns5wL6HA3P+1D/XTzeWM6rxeelLkg2VOWDFxedspc3
                 sF+pMp2R4VJLvdjIT2IFQvYud5tSHsnWDw+xcis6Cg== )
 



  (2/2)
 

  : dnssec-signkey
      

� ���� � � � �� ��� 	 
 �� � � �� � � ��

     # dnssec-signkey keyset-kame.net. Knet.+001+43574.private
     signedkey-kame.net.
 

 $ORIGIN .
 $TTL 172800     ; 2 days
 kame.net IN KEY  256 3 1 (
                  AQO/ruxOPls/OnqlzMiuD5fSQ2DqEQsRMtMw+S8Dp2ib
                  h1B3DHgfBV6hCxRoVsJIqciApuhtca9pFzBnTFxLzSr9
                  ) ; key id = 52522
          SIG     KEY 1 2 172800 20011117075356 (
                  20011018075356 59646 net.
                  aUkkSJlsZ1QG6g5KRlALZKVykPnrIywp+QInbB7/KhpS
                  5AAUYb319DB3cf4PHrktQWIh6qrKLmoNxfC+FUWk6A== )
 



 Security Root
 

  Secure

      

�� � 
 � 	 
 � �

Secure

� ��

(KEY RR

�� � �� ��
)

 

  

 

  BIND9 trusted-keys
     trusted-keys {
             kame.net. 256 3 1 "AQPEZ6sMe9KwMOBAQ =>
             SQ3qHjeW51Zr7WGljSP =>
             we3BVMISL2p45BbfpoZ =>
             R 1HOJsh5fXCnYWioRs =>
             IdQxL/hq/iAd901";
     };
 



 DNSSEC
 

  
      

�� �� � �

            

�� � � �	 
�

 - 

�
 � �� � �� � �� �

            

��� � ��� ��� 
 �  ! " #%$ &' () * +, -

            

. / � 01 ' 23

: 

4 5 
 � 67 �8 9' :; $ path MTU

      

< = �> ?@ � �

            

AB ' C � D ��� 
E ���� � ��� FG HI J K �� �

(

L MNO ' P 	 � RR

�

��� � ��� Q �� �

)
            

RS ' � TU V K �W X Y � � �
 E � �

      

Z [\ ]^ _ � ` ^ �

            

a bc d *e K� f g $ &' h � b * 5i E j ! k lm k �n 23

            

op $ a q � /� �sr tc u 	 E ' vw *x y
      

z{ |} � ~� �� �� � �
            Unsecured

� �� t'

RR

H lm �m � j k�
  
      

�� �� �� � `� � � ^ �� � �� �� �� �� � � @

 



BIND 9

                                             

�� ��� �

                                             BIND 9

� ��
                                             view
                                             lwres
                                             dig



  (1/2)
 

  rndc
      BIND 8

�

ndc

� ��

      TCP

�

named

� �� ��

            

�� �� 	
 �� 
� �� �

            

� �� �� �� � �� ��

      

��

            

 !" � � �� #$ %& '( )* � ��+-, .0/ 12 3

      rndc

4 567-8 9 : ;

            reload: named

� <= >

            dumpdb: 

?A@ , �CB D/ EF GH I�AJ KL MN �
            querylog: log

OP � QR ST

            trace [level]: log

" U �� VW

            flush: 

?A@ , �CB D/ EF XY

      

Z [A\ ] ^_

: rndc.conf
            

` >a bAc d L !

(rndc-confgen)

e fg
            rndc-confgen

� OP F

rndc.conf
%h i g j

            

c + L 	k lF

named.conf

� c m/
 



  (2/2)
 

  rndc
      BIND 9.1

�

9.2

� � ��� � 8 _ �� 7�

            9.1

�

rndc

%

9.2

�

named

%	 
 �� 
� � > � h �	

      

�� � 4� ;� � � � � � � � � � 7� � � ;� � �� [
            

�� 	 3F VW h �� ��� �  !" � � ! "# $ �	

            IPv4

%

IPv6

� DB  �� E, % � � � � &�

            

'	 (

:
     options {
             default-key "rndc-key";
             default-server localhost; // "localhost"

# �)

"127.0.0.1"
*

"::1"

F + 
, %

     };
 

  
      

- ./ 0 4 1 � � 56

      named-checkconf: named.conf

4 243 5 6

      named-checkzone: 

798 : \ ] ^_ 4 243 5 6

            

:/ L GH I �; <� D>= " %? @ # AB N � , %

 



 BIND 9  (1/2)
 

  BIND 8
      

�� � � �� 4 �� � � �� � 	 4 
� � 7�

      


� �� � 
 � �� � �� �� �� � � ��� � �  ! � " �

#

 

  thread
      DNSSEC

�$ � % # &' ( )* + �  , �- . /0 �

      

12  34 56 7 89 : ;

 



 BIND 9  (2/2)
 

  
      4

�� �

TLD

� � 6 7 ( � � � �� �	 # �� � �
 � 6 7

��

            


� � �� �� � �� �

: 

� �

20

      FreeBSD 4.4, Pentium III 866MHz
      BIND 9

 

thread

% 6 � � �

 

  
      

� �

(qps)

      

� � RR

� �! " # # $% 9 % �
            

&(' )* ' + , -. / ,� 0

 
com yu gu hoge

bind 8.2.5 3024 4322 5790 6482
bind 9.1.3 1328 1870 2762 3927
bind 9.2.0rc6 1504 2177 3275 4698 



 (View)
 

  
      

�� �� � /  ( � �� � 3 ( � �� % $ �

view

�	 � 
 �

� ; �

      

�
 � � �� � # � ��� � % $ � �� � �

 
 

www A 203.178.141.220

www A 10.0.0.1

hostA 10.1.2.3

ftp A 203.178.141.219

ftp A 10.0.0.2

�� � ��� �� � � 

! � � ��� �� � � 

www?

10.0.0.1
hostA?

10.1.2.3

"# !$&% '( � )
� �* � $ % '

www?

203.178.141.220

hostA?
NX

+,$ � -. � /
 



 View
 

  
      view

� �� � ��

: 

�� �� � 	 6 
� �
 � ! �� � ��
            "any"

� � � � �� � � � � � � �

      view

��� � � ��  ! 
" # view

$ �% &�' (�  �) *
     view "internal" {
             match-clients { 133.196.0.0/16; };
             zone "toshiba.co.jp" {
                     type master;
                     file "toshiba-internal.zone";
             };
     };
     view "external" {
             match-clients { any; };
             zone "toshiba.co.jp" {
                     type master;
                     file "toshiba-external.zone";
             };
     };
 



 lwres: Light Weight Resolver
 

  DNS

      DNSSEC, A6 

  lwres lwres (lwresd)
      lwres

� � � � �

            

� ���	� 
�� 
� � � 
 �� � � �

            

� 
 �� � � � �� � �

DNS

�� � �� � � �� �� � 
            

!" #� $ �% &' () * +, � � -. % / 0 1
      lwres

2 ' 3 (

:
            DNS

� 4  56 78 9: ;

            

< =>

named: 

?� @ 
 >

"light weight"
/ > AB

            DNS

� CD EF 9 ?� @ 
 / GHIKJ � � �� � 9L MN  

      

� � � � � O 2 ' 3 ( P QR % SUT VUW X

(UDP)

� YZ

 



 lwres
  
 

� ����� ��� 	

lwres
 � � 
�

lwresd
lwres��
 ��� �

DNS��
 ��� � � � �� � �

� 	 �� ����� ��� 	 lwres
 � � 
�

lwres��
 ��� �

� 	 �

�� �

 



 lwres
 

  lwresd
      

�� �� � P� �

      /etc/resolv.conf

�� �

            

� � 	 � 
� �
 * +� � � � 	 � � B �� �

            

� � 	 � 
� � A ' * +� � /% � � � � 	 � � B �� � 

            IPv6

�� 
 � � � �� � � � �

  
      lwres

� � � � � % �� ��� � � X �

include
� �

            

� � � > ()  �� A I

      liblwres

� � (  � �

     #include <lwres/netdb.h>
     main(int argc, char *argv[])
     {
             struct hostent *ent;
             if ((ent = gethostbyname(argv[1])) == NULL) {
                     herror("gethostbyname failed");
                     exit(1);
             }
     }
 



 dig
 

  Domain Information Groper
      

��� �� � ��� % �	 
� �
 � X

      nslookup

� �

dig

� � �� �� �

      

��� �� � � � � � �� �� � � �� �� � �
  dig
      dig [@server_address] [RR_type] domain_name
            

� � ! "# $ %& '( )* +

      server_address
            

,- ./ 0

/etc/resolv.conf

12 /

            

34 5 67 ( 89 :; 4 1< = ./ > 0
      RR_TYPE
            

?A@ B C 5 &

A RR
            IPv6

9 :; 4 1 DE ./ ( F

"aaaa"
1< = ./

  
      "ANSWER SECTION"
      HEADER

�

"status"
G

"flag"
 



 dig
 

 ; <<>> DiG 9.2.0rc1 <<>> @203.178.141.194 kame202.kame.net
 ;; global options:  printcmd
 ;; Got answer:
 ;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 55547
 ;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL: 11 

 ;; QUESTION SECTION:
 ;kame202.kame.net.              IN      A 

 ;; ANSWER SECTION:
 kame202.kame.net.       86400   IN      A       203.178.141.202
 ;; AUTHORITY SECTION:
 kame.net.               86400   IN      NS      orange.kame.net.
 kame.net.               86400   IN      NS      coconut.itojun.org.
 kame.net.               86400   IN      NS      tiger.hiroo.oshokuji.org. 

 ;; ADDITIONAL SECTION:
 tiger.hiroo.oshokuji.org. 1180  IN      A       210.145.33.242
 orange.kame.net.        86400   IN      A       203.178.141.194
 orange.kame.net.        86400   IN      AAAA    3ffe:501:4819:2000:220:18ff:fe58:adca
 (...

,-

) 



 dig
 

  -x : 
     dig -x 203.178.141.194
     => dig 194.141.178.203.in-addr.arpa. ptr
            IPv6

9 :; 4 # � �� &

-n

�� �

     dig -n -x 2001:200:0:4819:280:adff:fe71:81fc
     => dig c.f.1.8. � 1.0.0.2.ip6.int. ptr
 

  host : dig
     % host www.wide.ad.jp
     www.wide.ad.jp has address 203.178.136.57

      -t

� �	 
 �

: RR

�� 


     % host -t aaaa www.wide.ad.jp
     www.wide.ad.jp has AAAA address 2001:200:0:1001::6

      -n

� �	 
 �

: IPv6
� �� � � �� ��

     % host -n 2001:200:0:1001::6
     6.0.0.0. � 1.0.0.2.ip6.int domain name pointer sh.wide.ad.jp.
 



 : named.conf
 

 options {
         directory "/etc/namedb";
         max-cache-size 16M; //

��� �  � ��� �# � �

         listen-on-v6 { any; }; // IPv6

5	 "4 
�� 5 1 �
 � �

 };
 key "rndc-key" {
         algorithm hmac-md5;
         secret "xxxxxxxxxxxxxxxxxxxxxxxx";
 };
 controls {
         inet 127.0.0.1 port 953
                 allow { 127.0.0.1; } keys { "rndc-key"; };
 };
 logging {
         channel namedlog {
                 file "/var/log/named.log" versions 5 size 1M;
                 severity dynamic;
                 print-severity yes;
                 print-time yes;
         };
         category default { default_syslog; namedlog; };
 }; 



 
 

  DNS
      http://www.ietf.org/rfc.html
      http://www.ietf.org/ID.html
      IETF dnsext wg
            http://www.ietf.org/html.charters/dnsext-charter.html
            

� � � " � � 4 5

: namedroppers@ops.ietf.org
 

  BIND
      DNS & BIND (O’Reilly)
            

�

4

�� � �

 (BIND 9

� � 	

)

            

�

3

�
 7 �� 
 )

      BIND 9

� � � � � � � �

            bind9-users, bind9-workers
            http://www.isc.org/products/BIND/bind9.html

      ARM (Administrator Reference Manual)
            bind-9.x.y/doc/arm/Bv9ARM.html

      BIND 9

�� � �� � � � �

            bind-9.x.y/doc/misc/


