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Certificate and Certification Practices Framework
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3. IDENTIFICATION AND AUTHENTICATION inieligent System SRSy
3.1.9 Authentication of individual identity

Assurance Level Identification Requirements

Rudimentary | B IthEZEDLHICERKEL WV, BAF(E, EFA—-IL-PRFLAZESCEICLD
C.LBAETZ(TEBAHME LN

Basic Identity may be established by in—person proofing before a Registration Authority or Trusted
Agent; or comparison with trusted information in a data base of user—supplied information
(obtained and/or checked electronically, through other trusted means (such as the U.S.
mail), or in—person); or by attestation of a supervisor, or administrative or information
security officer, or a person certified by a state or Federal Entity as being authorized to
confirm identities.

Medium Identity shall be established by in—person proofing before the Registration Authority, Trusted
Agent or an entity certified by a State or Federal Entity as being authorized to confirm
identities; information provided shall be verified to ensure legitimacy. A trust relationship
between the Trusted Agent and the applicant which is based on an in—person antecedent
may suffice as meeting the in—person identity proofing requirement. Credentials required
are either one Federal Government—issued Picture I.D., or two Non—Federal Government
I.D.s, one of which shall be a photo I.D. (e.g., Drivers License)
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HSM Hardware Security Modules
- PX1TPRBN-FOI7REEEE
- BESTIEHOB LB ERED
FIPS 140-2
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— FIPS 140-1&, REESN Tz FIPS 140-2
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~ FIPS 140-2 Level 2
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6.2.1 Standards for cryptographic module
Assurance Certification Subscriber Registration Authority
Level Authority
Rudimentary FIPS 140-2 Level 1 N/A FIPS 140-2 Level 1
(HW or SW) (HW or SW)
Basic FIPS 140-2 Level 2 FIPS 140-2 Level 1 FIPS 140-2 Level 1
(HW or SW) (HW or SW) (HW or SW)
Medium FIPS 140-2 Level 2 FIPS 140-2 Level 1 FIPS 140-2 Level 2
(HW) (HW or SW) (HW)
High FIPS 140-2 Level 3 FIPS 140-2 Level 2 FIPS 140-2 Level 2

(HW)

(Hardware)

(HW)
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JNSA Network Security Forum 2002 CDt 37} Challenge PKI 2001 D& ¥}
— http://www,jnsa.org/nsf2002/r_12_b1.html
- http://www jnsa.org/nsf2002/pdf/B1.pdf

NSF 2003 Spring CDJNSAN1TZ2ZF—Challenge PKI 2002 £XJLF FAL VPKI
- TPKIZ 7)o —2aV O EERZ{RE T Challenge PKI 2002
— http://www jnsa.org/nsf2003spring/pdf/b4.pdf

Internet Week 2002 Fa—MI7ZILTLEYT—Y3Y
- PKI~ it ZEFI A D=~
- B EOYOAOFEH KM AR BEREFHFHIZIWOPKIF1— M7
— http://www.nic.ad jp/ja/materials/iw/2002/proceeding/
— http://www.nic.ad jp/ja/materials/iw/2002/proceeding/T9—1.pdf
— http://www.nic.adjp/ja/materials/iw/2002/proceeding/T9-2.pdf
— http://www.nic.ad.jp/ja/materials/iw/2002/proceeding/T9-3.pd
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PKI BE:&EHH B E A 1% ICRE 9% i & #k &(CPKI2001)
- PKI O EERMECEET SRR
— http://www.ipa.go.jp/security/fy13/report/pki_interop/pki_interop.html

— http://www.ipa.go jp/security/fy13/report/pki_interop/pki_interop.pdf

B FBRFEHTF IV T HEERXIRFE OB (CPKI2002)
- http://www.ipa.go.jp/security/fy14/development/pki/interop.html

- GPKI 77Ub—YayREHM K
- PKIMREERTAMAI—F
- GPKI P )r—2ay HU7IVEE
IPAT R AGEREDIRRICER T BB S
— http://www.ipa.go.jp/security/fy1 4/ reports/ authentication/index.html

- PKI, ICH—F, INMZAANH 'R, BFBFFICBITAERANESEH i
O)*Enjé O_CL\é
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