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NAT (Network Address Translation)
—( ) IP Masquerade, NAPT, PAT etc.
DMZ (De-Militarized Zone)

VPN (Virtual Private Network)

— IPSec, L2TP, PPTP etc.
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Client - PORT X,X,X,X,X - ftp Server
FTP
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* Checkpoint

C
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NAT, IP Masquerade, Etc.
F/W
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NAT (RFC1631)
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NAPT,IP Masquerade, PAT
. 1
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IP Masquerade

From: 192.168.1.1:1024

From: 61.197.228.2:32768

v

To: 61.197.228.3:80

To:192.168.1.1:1024
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" From: 61.197.228.3:80

From: 192.168.1.2:1024
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FTP
°
IPSec
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DMZ
- DMZ

— DeMilitarized Zone =
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NAT Proxy

NAT(1:1) :
Reverse Proxy ;

(Private addr)
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NAT(L:1) {
R.Proxy (Private addr)
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DMZ
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DMZ

« DMZ =

. DMZ
- DMZ
- DMZ
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VPN

- VPN

VPN
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VPN

. MTU
4 (MTU
MTU
°
— IPSec NAT Traversal
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- HTTP

HTTP HTTPS
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. W
— http://www.kazamidori.jp/SECURITY/index.html
°
— JNSA
« Stateful Inspection CheckPoint
— http://www.checkpoint.co.jp/products/technologies/stateful_inspect.html
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[ ]
—Web
[ ]
— IPS (Intrusion Prevention System)
— Application Firewall
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°
(Malicious Code)
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- Web
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- FD, CD(R,RW),MO,USB-Device ...
—Web
— Windows, NFS, P2P ...)
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— CVP (Content Vectoring Protocol

— ICAP Internet Content Adaptation Protocol

°
— Proxy
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— CPU
°
— HTTP FTP
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H/W

DDoS
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P-F/W_IDS

*’7 P-FW_IDS

IPS
P-F/W _IDS P-FAW _IDS |
2005/1/6 Copyright (C) M.Futagnpﬂw IDS P-FIW_IDS 51
°
- SMTP
—~ SMTP
. SMTP
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e |IPA
— http://www.ipa.go.jp/security/isg/virus.html

[ Tmedia

— http://www.itmedia.co.jp/enterprise/special/0407/virus/
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Intrusion Detection / Prevention
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. Vulnerability
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Intrusion Detection

Exploit signature
vulnerability signature
behavior)
anomaly
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e Signature
[ ]
— IDS
¢ IDS + IRT
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Information Security Hype Cycle (2003/06)
. IDS
°
IDS
2005/1/6 Copyright (C) M.Futagi 60

30



- IDS TCP FW
. TCP
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(IPS

61

IDS IPS

]

P-F/W_IDS

IDS

H e ]

IPS

P-F/W_IDS

P-F/W_IDS
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e IPS

. MPU ASIC
H/W
. DMZ
IPS
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°
Exploit
— DoS
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IDS/IPS

. Snort
— http://www.snort.qgr.|p/

. IPS

—Juniper ( Netscreen) IDP
e http://www.juniper.co.jp/products/intrusion/

— McAfee Intruvert IntruShield

e http://www.mcafeesecurity.com/japan/products/intrushield.asp

— TippingPoint Unity One

e http://www.tippingpoint.com/
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Beyond the IPS
°
— Web
* IPS
« lLayer 7
— Layer 7
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/ HTTP
FTP SMTP...
Web

TCP UDP
1P
Ethernet
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- Web

« HTML
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°
— GET/POST
— URL
°
HTML
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°
SQL
2005/1/6 Copyright (C) M.Futagi 72

36



— <script ...>....</script>

HTML
. SQL
— "futagiorl =1°
[}
- "; rm —f /usr’
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select * from user-table where user=User and password=Pass;

Futagi or 1=1

select * from user-table where user=Futagi or 1=1 and password="******"

or
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Bad.js

Web

<HTML>
........ <script src="http://..
></script>

F<ﬁ

<script type=javascript
src=http://badsite.co.jp/bad.js>
</script>
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. hidden
» Cookie
— Cookie
— Cookie
°
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« Web

—HTTP
[ ]
°
[ ]
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Web
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« URL

— Hidden URL
~- SQL SQL
- HTML
» Cookie
[ ]
- debug, admin ..... )
- password.dat ....)
2005/1/6 Copyright (C) M.Futagi 79
°
= _ —
°
2005/1/6 Copyright (C) M.Futagi 80

40



— URL

— Cookie
—Web Service (SOAP)

. IPS

F/W
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°
— H/W
—ASIC H/W
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)
- DMZ
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IPA
http://www.ipa.go.jp/security/awareness/vendor/programming/index.html

IPA

http://www.ipa.go.jp/security/fy1l4/development/web-auth/test-tool.html

OWASP Top 10
https://sourceforge.net/project/showfiles.php?group_id=64424&package_id=70827

OWASP Guide to Building Secure Web Applications
http://www.owasp.org/documentation/quide/quide_downloads.html

Web

http://staff.aist.go.jp/takagi.hiromitsu/#2003.6.19
http://java-house.jp/~takagi/paper/idg-jwd2003-takagi-dist.pdf
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IPv6
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— IPSec
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IPVv6

IPSec
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e |PSec

— IDS
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IPv6
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IPSec

- Perimeter Defense
IPS IPSec

v4,v6
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Perimeter Defense

0000 @@@%
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IPSec

* Proxy IPSec termination Just ideal)
— Proxy
— IPSec Proxy
- Proxy
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Proxy IPSec termination

. IPv6 Proxy IPv6 |
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IPSec | IPSec
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e V4,6 v6

e V4~ V6
V6
— v4
v4
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Firewall v6 v6 Host
v4-v6 < >
v4
V6
< www.v4site.net
DNS Server
v4 v4 o
IPv6
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IW2004

http://www.kazamidori.jp/SECURITY/

futagi.masaaki@sse.co.jp

futagi@kazamidori.jp
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