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(ON] TCP/IP
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® Multi Access Media ARP)
— MAC(Media Access Control)

- MAC IP ARP(Address Resolution
Protocol)

— Ethernet
® Multi Access Media ( )
- IP

- ATM Multi Access Mode
— Ethernet IP MAC

® Point to Point Media
- I/F
— 64k,128k,1.5M,6M,45M,150M,600M,2.4G,10G
- ATM Point to Point Mode
— PPPoE Ethernet I ]J
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ARP

C D
Ethernet
A < B
Host IP MAC Host IP MAC
A 192.168.0.1 00-00-f8-05-22-c9 A 192.168.0.1
B 192.168.0.2 B 192.168.0.2 00-00-f8-04-c0-11
C 192.168.0.3 C 192.168.0.3
D 192.168.0.4 D 192.168.0.4
Host A IP/IMAC Host B IP/MAC
e B A B A MAC
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ARP

broadcast

C D

\ 192.168.0.0/24 \

— Ethernet
v —
ARP message :
A 192.168.0.1 MAC ? B
Host IP MAC Host IP MAC
A 192.168.0.1 | 00-00-f8-05-22-c9 | [A 192.168.0.1
B 192.168.0.2 B 192.168.0.2 | 00-00-f8-04-c0-11
c 192.168.0.3 c 192.168.0.3
D 192.168.0.4 D 192.168.0.4
Host A IP/MAC HostB IP/MAC
®e B A MAC broadcast

1)
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ARP

C D
192.168.0.0/24
— \4 Ethernet
/ ARP message :
A 192.168.0.1 MAC B

00-00-f8-05-22-C9
Host |IP MAC Host |IP MAC
A 192.168.0.1 | 00-00-f8-05-22-c9 | [A 192.168.0.1 | 00-00-f8-05-22-c9
B 192.168.0.2 B 192.168.0.2 | 00-00-f8-04-c0-11
C 192.168.0.3 [ 192.168.0.3
D 192.168.0.4 D 192.168.0.4
Host A IP/MAC HostB IP/MAC
e A MAC B
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ARP

C D
192.168.0.0/24
— Ethernet
/ 00-00-f8-05-22-c9 \
A 00-00-f8-04-c0-11 B
P
Host P MAC Host P MAC
A 192.168.0.1 | 00-00-f8-05-22c9 | |A 192.168.0.1 | 00-00-f8-05-22-c9
B 192.168.0.2 B 192.168.0.2 | 00-00-f8-04-cO-11
c 192.168.0.3 c 192.168.0.3
D 192.168.0.4 D 192.168.0.4
Host A IPIMAC HostB IPIMAC
e B A I] J
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Multi Access Media(ARP)

® ARP Address Resolution Protocol)

— ARP IP MAC
IP IP
® |P/MAC
- IP/MAC ARP ARP
ARP
® ARP
— ARP IP/MAC
— ARP IP/MAC ARP
broadcast ARP
- IP/MAC ARP
ARP
- ARP broadcast
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Multi Access Media(ARP)

® ARP
— IP/MAC
ARP
= arp —d ( )
= clear arp ( )
- (O]
ARP ARP
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Multi Access Media(ARP)

® ARP
- IP/MAC
- ARP
® ARP
— ARP
— broadcast
— Global
LAN
- (NIMDA )
" > broadcast
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IP/MAC

C D
192.168.0.0/24
— Ethernet
/ 00-00-f8-05-22-c9 \
A 00-00-f8-04-c0-11 B
P
Host P MAC Host P MAC
A 19216801 | 00-00f8-05-22c9 | [A 192.168.0.1 | 00-00-f8-05-22-c9
B 19216802 |00-00-f8-04co-11 | [B 19216802 | 00-00-f8-04-cO-11
c 19216803 | 00-60-08-07-07-ac | |C 192.168.03 | 00-60-08-07-07-ac
D 19216804 |00-a0-24-4a-7a-12 | |D 19216804 | 00-a0-24-4a-7a-12
HostA IP/MAC HostB IP/MAC
® |P/MAC
B A I1)
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Multi Access Media(

® ARP IP
® ARP broadcast

® broadcast ARP

° IP/MAC

e ATM VPI/VCI
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Point to Point Medla

192.168.0.0/24
A - B
Host |IP Host |IP
A 192.168.0.1 A 192.168.0.2
B 192.168.0.1 192.168.0.0/24
192.168.0.0/24 B 192.168.0.2
Host A Host B
® Point to Point Media
ARP

® Point to Point Media

o P A B I1)
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Point to Point Media-1

Point to Point Media
® Point to Point Media

° IP
e P Point to Point Media
°

MAC broadcast
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Point to Point Media-2
e ATM Point to Point Media

e /30 unnumbered

—192.168.0.0/30 ( )
= 192.168.0.1 (Router 1)
= 192.168.0.2 (Router 2)

— unnumbered

= ip route 172.16.0.0 255.255.0.0 Serialo/0
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Ethernet P
C D
[—_ L L 1 —| Ethernet
P v e R—
A B
| A MAC IB MAC | chl
Frame Check Sequence
.
I B IP I A P I IP
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Connected

® AB
- MAC . IP ARP(address
resolution protocol
1
® connected
1
)
A connected B
| |
I X
connected R
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Connected
e A
—192.168.0.1/24
oA Connected

—192.168.00 192.168.0.255
® B 19216802 192.168.0.254

- B 192.168.0.2
- A-B
A B
I\\ 192.168.0.0/24
192.168.0.1/24 |})2.168.0.2/24 I ]J

2004/12/3 Copyright © 2004 Internet Initiative Japan Inc. 22

11



Connected

e A
—192.168.0.1/24

oA Connected
—192.168.00 192.168.0.255

® B 19216802 192.168.0.254
- A-B

A >< B

IN
N——
192.168.0.1/24 172.16.1.1/16
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Connected
e AC
connected
® AC
A C
destination| Next Hop destination| Next Hop
X Connected X
Y Y Connected,
A B

= ]
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Connected

- A Y R
-C X R
A=C

-R AC connected

A C
destination| Next Hop destination| Next Hop

X Connected X R
Y R Y Connected

B
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MAC 1P
A
EDest _E-Src__IP-Src___IP-Dest
Al A xR | xa]l1a] ic| Fcs
R IR0
R
YR | IR1 vce|yr] a ] ic | FCs
YC IC
C «—1IP —_—
<«——— Ethernet >
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® Destination Destination Address
- Destination
Destination
® NEXT HOP NEXT HOP Address
- Destination
Connected NEXT HOP
(NEXT HOP)

Destination

- Destination NEXT HOP
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e Connected

® Connected
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DHCP C
A , | c

%

l DHCP Relay i

o
S
=
— O

® DHCP
— DHCP

- DHCP Relay
DHCP
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® DHCP Dynamic Host Configuration Protocol)

—RFC2131

—Renumber

—RIP,RIP2,0SPF
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Broadcast Flood-1

= ot

1\ }/ Broadcast
sulitéh

Broadcas

/ X

A B

° broadcast

® Windows oS broadcast
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Broadcast Flood-2

I I Broadcast

® Broadcast flood
°
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VS

— Broadcast flood
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® Broadcast flood

R ° DHCP
default
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default www

Internet
ISP
ISP
default
R ® Default
default -
A ® Internet default
internet
® |Internet
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Internet

Global — ISP DNS,MailWeb

Private
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Internet
R
Global
DMZ
......... FW
Private
Private
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— DMZ Denmilitarized Zone)
- Web
- DNS

— Mail
- DNS

59

R
Global |
DMz
lllllllll FW
| |
Private R
Private
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DMZ Demilitarized Zone)
Web
DNS

Mail
DNS
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D

Internet ¢
. “ [ }

| — DMZ Denmilitarized Zone)
R R - Web
Global L L - DNS
DMZ
......... FW | FW [ ]
. — Mail
Private _ DNS
| | °
R R -
| | |I> [
— HSRP,VRRP I]J
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[ J
R . Network A _

|— Network B

Network C

Network X
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R —— NEtWOTrk A

i Network B
R

T B

I | Network C
R PC

X
Network X
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L2

|| R . Network A
— R . Network B
— R e Netwo.rk C
- R I Netwo;rk X
>
]

L2

- Layer 2
PC

- Layer 2

- Layer 2
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R Network A

Copyright © 2004 Internet Initiative Japan Inc.

Point to Point

65

Internet

T

cese

cesesecscccs

cesececssscsns

cecehececccscccces

me_ 8
o

-...-....-...-...-..o-.u-.u-...-.[I]..-u.-.u

cecehececccscccces

sssecscsssccclecececdecccccccccccne

cesesecccs

2004/12/3

Copyright © 2004 Internet Initiative Japan Inc.

seseses

L2

seseses

L3
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® STP(spanning tree protocol)

- spanning tree 10 60
® |/F down static
— I/F  down i/t routing
backup
— Ethernet down I/F
® HSRP/VRRP
- MAC
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HSRP/VRRP-1

z [ A

(=)
R[], R e | .
A A
\ Hefault default
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HSRP/VRRP-2

/‘/ /j ® HSRP+Interface Tracking

R R2
T
A
\ Hefault
® |Interface down Tracking
active
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HSRP/VRRP-3

*{:;+/j ® HSRP+InterfaceTracking

— Interface Tracking

// ® HSRP+Interface Tracking
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R1 ./, R2
A
default\
!
R R2
e
A
\ Hefault
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MHSRP-1
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MHSRP

HSRP
default

Copyright © 2004 Internet Initiative Japan Inc. 72

36



MHSRP-2

® MHSRP ( )

T -

i

N
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HSRP/VRRP

° MAC

® HSRP
— Hot Standby Router Protocol
— RFC2281 (Informational)
— Cisco

® VRRP
— Virtual Router Redundancy Protocol
— RFC2338 (Proposed Standard)

® MHSRP
-1 HSRP
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STP -1

S\N\O SW

® STP
- STP

— Broadcast flood
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STP -

Root SW
SwW — sw
\\A‘ ./ Block
SW
® STP
- STP Root SW
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STP -

Root SW
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STP -

Root SW N
SwW — sw
\\A‘ '/ Block
SW

- STP Root SW
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STP -

R R
I - I
Root SW SW SW
¢ — Block
SW SW
I
A B
) SW Root SW
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STP -

R R
I - 5 1
Root SW SW SW
SW SW
I
A B
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STP -
R R
— |
SW Root SW
v A
= - \ 4
SW SW
| |
A B
® SW STP
® Root SW
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STP

® STP Spanning Tree Protocol
® |EEE D
o L2
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VLAN Trunk-1

R ———  NetwoOrk A

|— Network B

Network C

Network X

® VLAN Trunk

VLAN Trunk
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VLAN Trunk-2

R SW

I

® VLAN Trunk
® VLAN Trunk

Network A

Network B

Network C

Network X

2004/12/3 Copyright © 2004 Internet Initiative Japan Inc.

84

42



VLAN Trunk

® VLAN

— Virtual LAN
- LAN
— VLAN Trunk VLAN

® VLAN Trunk
- VLAN 1

- VLAN VLAN
— IEEE 802.1Q

VLAN Trunk

VLAN
VLAN
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STP+VLAN Trunk

Internet

® VLAN Trunk

L3 L2

— HSRP/VRRP
- STP

- STP L2
L3

— VLAN Trunk L
L3

1)
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Ethernet

3 5 5e 6

10BASE-T o
100BASE-TX
1000BASE-T
1000BASE-TX

5e: 5

0

00

0

0
0101010

— 1000BASE-TX LAN
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- MMF
- SMF
MMF

SMF
MMF
SMF
SMF

Ethernet

MMF SMF DSF
100BASE-FX o
1000BASE-SX o
1000BASE-LX o
1000BASE-ZX o

MMF: Multi-mode Fiber
SMF: Single-mode Fiber
DSF: Dispersion Sifted Single-mode Fiber

1000BASE-SX
50/125pm Gl(Graded Index)
WAN
100BASE-TX 1000BASE-T
SMF DSF

1)
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® Ethernet LAN
— Duplex

] Duplex

= Late collision

= Full Duplex-Full Duplex( )/Half Duplex-Half Duplex(
) Duplex

= Auto Half Duplex

= Auto Full Duplex

2004/12/3

= Full Duplex
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® Ethernet LAN

- STP
] STP
= CRC 0.01%
s STP off

® HSRP/VRRP

- STP

= STP
HSRP/VRRP

s STP off portfast
— VLAN trunk

= VLAN trunk
HSRP/VRRP

= VLAN trunk HSRP/VRRP
= HSRP/VRRP timer hold time
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o STP HSRP/VRRP

® VLAN Trunk
o L2
°

I/F
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