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IPv6 quick review

e 1991 7
— IPv4 IETF

1992 11
— RFC1380 “IESG Deliberations on Routing and Addressing”

— IPng
1993 12
— RFC1550 “IP: Next Generation (IPng) White Paper Solicitation”

1994

1995 1

— RFC1752 “The Recommendation for the IP Next Generation
Protocol” IPv6




IPng RFC1752
[ ]
IPv7
TP/IX RFC1707
(Ullman) N\ ATNIP= = = -
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(Callon)
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(Hinden)  TAE TN
sp—" RFCL710 — |Py6
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(Francis)
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Internet Protocol
http://www.iana.org/assignments/version-numbers

Assigned Internet Version Numbers

Decimal Keyword Version

0 Reserved
1-3 Unassigned

4 IP Internet Protocol
5 ST ST Datagram Mode
6 1Pv6 Internet Protocol version 6
7 TP/IX TP/I1X: The Next Internet
8 PIP The P Internet Protocol
9 TUBA TUBA

10-14 Unassigned

15 Reserved




IPv6

e
1995 12

— RFC1884 “IP Version 6 Addressing Architecture”
128bit
RFC3513 2003
1997 4

— RFC2133 “Basic Socket Interface Extensions for IPv6”
API RFC3493
2003

1998 12

— RFC2460 “Internet Protocol, Version 6 (IPv6)
Specification”

- IPv6

IPv6 Node Requirements

draft-ietf-ipv6-node-requirements-11.txt
|

e IPV6

* MUST MAY




IPv6 Node Requirements

e Sub-IP « DNS DHCP
- s |Pv4
e |IP .
RFC2460 )
— ICMPv6 °

IPv6 Node Requirements
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— Stateless Address Autoconfiguration

— Router Advertisement RA
— Stateful Address Autoconfiguration

— DHCPvV6

-RA M,0 RA DHCPv6

11

Router Advertisement RA
Router Solicitation RS

ff02::1
RA

RA

, *El
1= =-=F== 1 Prefix: P
1

Prefix: P

2 .5 2

Prefix Information

Option
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Router Advertisement

ManagedFlag M OtherConfigFlag O

0 1 2 3
01234567890123456789012345678901
—t—t—t—t—t—t—F—F—t—F—F—F—t—F—t—F—t—F—t—F—t—F—t—F -t —F—t—F -t —F—+—
Type | Code | Checksum
=ttt TP Nttt b —F—F = —F—F—F = =+ —
Cur Hop Limitl [M]O]) Reserved | Router Lifetime
T S AU SSRGS S S S S S St
Reachable Time
—t—t—F—t—F—t—F—F—t—F—F—F—Ft—F—F—F—F—F—F—F—t—F—t—F—t—F -+ —F—+—
Retrans Timer
—4—t—t—t—t—F—t—F—F -ttt —F—F—F—F -ttt —F—F—F—F -ttt —F—F—F—F -+
Options ...
—t—t =ttt —+—+—

« M/O
RFC2461, 2462

o o - o— e —
4 o - om— —
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M flag: ManagedFlag

Managed address configuration

* RA Prefix Information

- DHCPV6

- RA M
DHCPv6

* RA

- RA DNS, NTP
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O flag: OtherConfigFlag
Other stateful configuration
. DNS, NTP
— O RA DHCPv6
— M
* RA
. DHCPv6
15
RA DHCPv6
DHCPvV6 R
!’ & !’ — ra
i
. ON/OFF
Router Solicitation
}RA °
4Router Advertisement — DHCPV6
with M/O flag
SHCE » — KAME (@)
REQUEST }DHCPVG RA
DHCP REPLY rtsol -0 [script_name]
DHCPvV6
M
DNS, NTP
16




Privacy Extensions for Address

Configuration in IPv6, RFC3041

. MAC EUI-64

— Temporary
— Anonymous

. IPv6

* Node Requirements SHOULD

17

« RFC3041
- 24
- 7
. EUI-64
- 7

18




RA

RA

128

u/L

64

MD5S

B

64

f ’ XXXXXXXX

|

PREFIX

XXXXXXXX

|

272777777

YYYYYYYY

S "

PREFIX

72720272777

IPv6

19

MD5

— draft-ietf-ipv6-privacy-addrs-v2-00.txt

20

10



Default Address Selection for

Internet Protocol version 6 S|PV6=, RFC3484

* IPv6 I/F

— Node Requirements MUST

— KAME, USAGI, Windows XP/2003

21

longest match

ﬁ!’

‘ 2001:db8:aaaa::a/64
2001:db8:bbbb::b/64

e 2001:db8:abcd::ef ,

- longest match
2001:db8:< ab(hex): 1001 1010
aa(hex): 1001 1001 —

bb(hex): 1010 1010

22

11



-
. “www.example.com”

—IPv6

o 2001:db8:aaaa:80, 2001:db8:bbbb::80
—|Pv4

¢ 192.16.178.80, 192.16.179.80

. Web

23

cont.

step 1. IPv6
step 2. IPv4
step 3.

2001:db8:aaaa:80 - 2001:db8:bbbb::80 —

I" 192.16.178.80 - 192.16.179.80

2001:db8:aaaa:80, 2001:db8:bbbb::80

2001:db8:bbbb::80, 2001:db8:aaaa:80

2001:db8:aaaa:80, 2001:db8:bbbb::80

24
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— IPv6
Prefix Precedence Label Prefix

:1/128 50 0
(0] 40 1 IPv6
2002::/16 30 2 6tod
::/96 20 3
.:ffff:0:0:/96 10 4 IPv4

— Precedence RFC3484

25

Default Address Selection

IPv4 - IPv6
Prefix Precedence Label Prefix
:1/128 50 0
/0 40 1 IPv6
2002::/16 30 2 6to4
::/96 20 3
:ffff:0:0:/96 60 4 IPv4

www.example.com IN A 192.16.178.80
IN AAAA 2001:db8:aaaa::80

192.16.178.80, 2001:db8:aaaa::80

26
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Default Address Selection

ﬂ& 200?'3?)8'3000'!35 X 3:0011
' —| 2:0010
1

2001:db8:2000:aaaa::1

ISP 2001:db8:2000::80
2001:db8:1000::/35

longest match
2001:db8:2000:aaaa::1

—

ISP X,
I/F

2001:db8:1000:aaaa::1
2001:db8:2000:bbbb::1

27

Default Address Selection

cont.
. ISP X
2001:db8:1000::
2001:db8:2000::
2001:db8:3000::80 :2001:db8:1000;aaaa;:1
2001:db8:2000:bbbb::1
Prefix Precedence | Label Step 1
:11/128 50 0
/0 40 1 Step 2
2002::/16 30 2
/96 20 3 Step 3
2001:db8:2000::/35 45 5 Step 1. Step 2.
.:ffff:0:0:/96 10 4

28
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Default Address Selection

;QQ Web ISP X
i 2001:db8:3000::80

2001:db8:a000::/35
—| 2001:db8:a000::80

2001:db8:1000:aaaa::1

IPv6

ISP
2001:db8:1000::/35

2001:db8:2000::/35

ISP X, Y
IPv6
IIF
7 2001:db8:1000:aaaa::1
2001:db8:2000:bbbb::1
29
Default Address Selection
cont.
[ ]
2001:db8:2000::
. ISP X
2001:db8:1000::
2001:db8:2000::80 2001:db8:1000:agaa::1 |
. :2001:db8:2000:bbbb::1
Prefix Precedence Label Step 1
::1/128 50 0
/0 40 1 Step 2
2002::/16 30 2
/96 20 3
. . N ) Step 3
2001:db8:2000::/35 45 555 Step 1. Step 2.
2001:db8:a000::/35 45 i5i
+:ffff:0:0:/96 10 4
30
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IPv6 Node Requirements

DNS & DHCP
IPve DNS
|

. (ON) AAAA

— AAAA IPv6
* |IPV6

— Windows XP SP2

— DNS IPv6

- DNS




DNS
(A —
e [ETF

— Router Advertisement RA

— DHCPV6 option

— Well-known Anycast Addresses

draft-ietf-dnsop-ipv6-dns-configuration-04.txt

33

Router Advertisement RA DNS
|
— Router Advertisement RDNSS
DNS
- RA/ND DNS
— NTP, SIP
- RA
- * MobilelPv6
B NTP, SIP

34




DHCPvV6 option DNS
-

— DHCPv6-lite DNS IPv6
DHCPv6-lite

— DHCPV6 DNS

— DNS NTP

— DNS DHCPv6

35

Well-known Anycast Addresses DNS
A —

— IPv6 DNS
- L3
— DNS

—-IP L3

- anycast DNS

36

18



Well-known

DNS
-

* draft-ietf-ipv6-dns-discovery-08.txt

“Well known site local unicast addresses to communicate with
recursive DNS servers”

* DNS
— fec0:0:0:ffff::1, fec0:0:0:ffff::2, fec0:0:0:ffff::3
* Windows XP SP2

C:¥>ipconfig Zall

Ethernet adapter

DNS Servers . . . . - 192.16.178.230
FecO:0:0:-FFFF:--1%1
fecO:0:0:-FFFF: - 2%1
FecO:0:0:-FFFF: -3%1

37

Dynamic Host Configuration Protocol for IPv6

DHCPv6, RFC3315
e

client server *

1= 1= i
OLICITE

ADVERTISE .
| ADVERTISE

ff02::2:1

EQUEST All DHCP Relay Agents and Servers
ff05::1:3
REPLY All DHCP Servers address
. REPLY
. UDP 546/547

RECONFIGURE
] - IPv6

— RENEW |

38

19



DHCPV6
-

client Server e
£ £
° DNS,
SIP, NTP
INFORMATION-REQUEST
— DNS
DHCPV6
- — DHCPvb6-lite
REPLAY
DNS, SIP, NTP, ... * INFORMATION-REQUEST,
REPLAY

39

DHCP-PD Prefix Delegation
1

DHCP
2001:db8::a::/48

WAN

2001:db8:a::1234/128

LAN 2001:db8:a:b::1

2001:db8::a:b::/64

[ T —

& l&j DHCPV6RA

<4— 1

40
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ISP
IPv6
I
e |Pv6 148 /64
—|Pv4
[ ]

— DHCP-PD

* OCN , KDDI, Nifty, BIGLOBE
— IPv6 over IPv4

* OCN, I1J, R ISP
—RA

o NTT Flets.NET

41
DHCP-PD IPv6 ISP
OCN ADSL IPv6 A
— NTT IPv4/IPv6
— IPv4 PPPOE IPCP IPv4
— IPv6:PPPOE IPV6CP +DHCP-PD 148
— OCN ADSL IPv6 (A)
23
http://www.ocn.v6.ntt.net/dual/pdf/ipv6if ver2.3.pdf
42

21



PE: Provider Edge
CPE: Customer Premises Equipment
IPv6 PPPOE
DHCP-PD
“ M
w IPv6 A
164
LAN I/F
.‘~va4 Pva DHCPv6 or
CPE PE
ﬂ& @< Ethernet xDSL >@
RA
RA PPPoE IPv4/IPv6
IPv4: IPCP
IPv6: IPV6CP
43

IPv6 Node Requirements

Network Management

44

22



— SNMP

— Node Requirements MAY
« SNMP

- IPv6
« MIB

* IPv6 MIB, RFC2465

* IPv6 ICMP MIB, RFC2466
* IPv6 TCP MIB, RFC2452

* IPv6 UDP MIB, RFC2454

—IPv4 MIB IPV6
. IF|23F((.5‘,2011 “IP MIB”, RFC2096 “IP Forwarding MIB”
V
45
IPv6
. IPv6
— IPv6 MIB
— SNMP IPV6
. IPv6
_ IPv6
- IPv4
, IPv6 IPv6
| | )y 4
: l l
IPv4 |
j 46

23



ping, traceroute

E-mail, pager

IPv6

IPv6 IPv6
(ON
v4/v6

Nagios

=
duDf;a
-
Migios [ -
- -
=

D= =

AN

http://www.nagios.org/

47

48

24



fec0::/16

. fec0::/16

— “Deprecating Site Local Addresses”, RFC3879

*« DNS

* IPv4

* NAT

49

Unique Local IPv6 Addresses
1

« 2003
—fc00::/8 Centrally assigned
—fd00:./8 Locally assigned
. Global ID MD5

trunc(MD5(local time + EUI-64), 40bit)
* Unique Local Address

7 11 40 16 064
ULA 4 Global ID 4 Interface ID
Type Subnet ID

50
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Unique Local IPv6 Addresses
-

—-2004 9 24 draft-ietf-ipv6-unique-local-
addr-06.txt

Open Issues

, DNS

two-faced DNS

51

2001:db8::/32

A —
« APNIC

— APINIC “IPv6 Documentation Prefix”

http://www.apnic.net/info/fag/ipv6-documentation-prefix-
fag.html

— “IPv6 Address Prefix Reserved for Documentation”,
RFC3849

52

26



MobilelPv6
NEMO Network Mobility

53

— Foreign Agent

ingress filter

IPv6
MobilelPv6
|

* Node Requirements MAY

1.

2.
* IPv6

- L2

L2

) (Pv6
* Mobile IPv4

54




Mobile IPv6

Mobile IPv6

55

Mobile IPv6

|

/

Foreign Link 1

I Home Link
/

CN

# ping6 MNaddr

CNaddr

Prefix P1/64

Nadd‘rfCaddr ]_—__'

Caddr#

MNaddr

Reply from MN OK!
Reply from MN OK!
Reply from MN OK!

28



MN Home Link

Home Link ’ ‘
/

B [
; ICNaddr

Foreign Link 1 1
Prefix P1/64 -

IPv6

57

MN
ST \.\ ‘
S
,‘/ Home Link ’ ‘
'3 ,/

e S
MNaddr/ CNaddr
«i

Foreign Link 1 RA
Prefix P1/64

mp> VN

58
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MN

Care of Address
Caddrl

MNaddr/é.addr'g

Foreign Link 1
Prefix P1/64

l Home Link ’
/

o [

CNaddr

RA MAC

EUI-64

59

MN

HA
HA Binding Update

|

Home Link /
CN
MNaddr/Caddr CNaddr

Foreign Link 1 [g78 Binding Update
Prefix P1/64 g i

[~

Mobility Header
Binding Update
Message

60
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HA
Binding Acknowledgment

Binding Cache Entry

HomeAddr CoA ‘
MNaddr Caddrl HAaddr

ACK

MNaddr/Caddrg

Foreign Link 1
Prefix P1/64

I Home Link ’ ‘
Leanetn

CN
CNaddr

Binding Acknowledgment

Mobility.Header
/Binding Ack:,_
“.Message.

61

CN MN

Binding Cache Entry
HomeAddr CoA ‘
MNaddr Caddrl HAaddr

CN
MNaddr/Caddr CNaddr
_____ I
Foreign Link 1
Prefix P1/64 1. CN MN
HA
4. MN CN HA 2. HA Binding Cache
CN Binding
Cache Caddrl

62




MN CN

Return Routabilit

Binding Cache Entry

HomeAddr

CoA

MNaddr

Caddrl

| HAaddr

MN

MNaddr/Caddrl]

Foreign Link 1
Prefix P1/64

|
/

CN

CNaddr

Mobility Header
Binding Update Opt

63

Foreign Link 1
Prefix P1/64

CN Acknowledge
Return Routability Procedure
Binding Cache Entry
HomeAddr CoA |q‘—‘ ‘
MNaddr | caddri | HAaddr | |
Hor!]e Link / o
MN CN Binding Cache Entry
MNaddr/Caddrl ~ T CNaddr |fomeAddr | CoA
MNaddr Caddrl
| ACK

i

64

32



CN Binding Cache

Binding Cache Entry

MN

HomeAddr CoA ‘
MNaddr Caddrl HAaddr ’ ‘
Home Link ,/ Bindina Cache E
MN . _ ~ CN inding Cache Entry
MNaddr/Caddrl CNaddr || -HomeAdadr CoA
MNadd Caddrl
I | al .I' : aaar.
Binding
ache
Dst “MNaddr” Dst “MNaddr’
Src “CNaddr” Src “CNaddr”
“_TCP Layer
Dst Dst “Caddrl” Nheiihnc: Al Dst “Caddrl” <
Src “CNaddr” IP Layer Src “CNaddr” Dst
Routing Header Type2 S \ Routing Header Type2
: MNaddr ||/ Link Layer,
65
MN Home Address
CN
Binding Cache Entry
HomeAddr CoA ‘
MNaddr Caddrl HAaddr ’ ‘
% Home Link ,/ Binding Cache Ent
MN Q - CN inding Cache Entry
MNaddr/CaddrL "I CNaddr || fomeAddr CoA
I | MNaddr Caddrl
Dst “CNaddr” Dst “CNaddr”
Src “MNaddr” Src “MNaddr”
185 . TCP Layer,” -
Src Dst“CNaddr” | 7T Dst “CNaddr” Sre
p Src “Caddrl” IP Layer Src “Caddrl”
- inati Destination Opt Heade
»|| Home Address Opt Ve \ Home Address Opt
“MNaddr” / Link Layer “MNaddr”
e ‘ T %

33



CN Binding Cache
MN Binding Request

Binding Cache Entry
HomeAddr CoA ‘

MNaddr Caddrl ’ ‘

W Home Link ,/ Binding Cache Ent
N CN inding Cache Entry
= - — - Q —— HomeAddr CoA

MNaddr/Caddrl CNadd
a rla ’ | T L MNaddr | Caddrl
Py

Dst “MNaddr”
Src "CNaddrl‘“\

Routing Header Typ\§< MNCN
| MNaddr «~ BU
CN
Mobility Header Acknowledge

’ Binding Request Opt

67

Mobile IPv6

Binding Cache CN
|

’ IPv6 Node not MIPv6 node ‘

J

IPv6 Node
NodeAddr

MN
MNaddr/Caddrl| *




MN = CN
Return Routability

69

CN MN

Binding Cache Entry
HomeAddr CoA
MNaddr Caddrl

+

Home Link ,/
CN
CNaddr

. CN MN
. CN MN
e HA=MN IPsec

II~ Return Routability RR

70
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Return Routability

- CN MN &
X
« CN Web B,

. MN | _MN == CN |
e PKI + IPsec
- HA MN

* RR HA-=MN

- CN non-IPsec CN<=HA
71
Return Routability STEP 1
MN KO, K1

’ KO: Home Init Cookie ‘

K1: Care of Init Cookie ‘ KO . HAaddr
K1 Home Link
i — o
MNaddr/Caddrl] ‘ CNaddr

KO: Home Init Cookie
K1: Care of Init Cookie
64

72
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Return Routability STEP 2

MN 2 Test Init
[ ——

1 HoTl KQ -
HA < MN + 7Kg RN
’ \
IPsec / Home Lini
MN CN
MNaddr/Caddra| CNaddr
| SS > 4
KL
2 CoTl K1
MN CN 2
(1) Home Test Init HoTI KO
(2) Care of Test Init CoTI K1 CN
73
Return Routability STEP 3
CN T0,T1
..
KO KL
Home Link™—"
MN CN T
MNaddr/Caddr] CNaddr | )§>
I | o
n
I
>
|_\
CN 20 Kcn
CN Ni, Nj i, j
T0, T1
(1) home keygen: TO = HMAC_SHA1(Kcn, (MNaddr+Ni+0x00))
(2) care of keygen: T1 = HMAC_SHA1(Kcn, (Caddr1+Nj+0x01))
74
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Return Rou
CN MN

tability
TO,T1

(1) HoT -

STEP 4

KG) i
HAaddr
0

Home Tink:-:

MN
MNaddr/Caddrl|
et

CN MN 2
(1) Home Test (HoT)

cookie KO, TO, i HA
(2) Care of Test Init (CoT)

cookie K1, T1, i

75

Return Routability STEP 5
MN TO,T1 MAC

‘Ko

., g‘ ‘
— < ; TO Home Link

MN - CN

/ K1 ] * MNaddr/Caddral CNaddr

N T |
L Binding Key Kbm = SHA1 (T0+T1)

MN Binding Update

. xv(/

Kbm (MAC)

Binding Update

MAC = HMAC_SHA1 (Kbm, (Caddr1+CNaddr+B*U))

76
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Return Routability
Binding Update

|3

Destination Opt Hed\a{-:‘r
Home Address Opt
“MNaddr’4—T]

i |

Binding Update Opt
Binding Auth Data

STEP 6

77
Return Routability STEP 7
CN BU

\
pa—

IPv6 CN —

Mobility Header
Binding Update Opt || CN BU
Binding Auth 2
Data MAC,i,j Tl

78
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Mobile IPv6
1
e |IP

- ISP

-IP ISP
— ISP

- MSP Malil Service Provider
XxXxxx@hotmail.com ISP

79

Mobile IPv6
e

* FMIP (Fast MIP), HMIP (hierarchical MIP)

- ISP
e ISP

— Mobile IPv6

80




« SIP, Dynamic DNS, VPN
VNC, Windows Terminal Service, SunRay

Mobile IP, LIN6

'S
00

3

, PHS, LAN L2

81
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IETF NEMO WG
|
* MobilelPv6

- FIX NEMO Basic Support

84
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NEMO Basic Support Protocol
draft-ietf-nemo-basic-support-03.txt

NEMO HA HA 3ffe:1800::/64
Explicit Network mode ﬂ!’Binding Cache
o Binding Cache
Binding HoA [ CoA
R Ack ) _ .
Binding Update 3ffe:1800: | 2001:2
Mobile Network tchA 2001:218::1 /64 181
Prefix 0A 3ffe:1800::1
Mobile Network
3ffe:1800::/64

a8 )

85

NEMO Basic Support Protocol
draft-ietf-nemo-basic-support-03.txt

HA 3ffe:1800::/64

Binding Cache
HoA CoA

3ffe:1800: | 2001:2
/64 18::1

CoA 2001:218::1 -
HoA 3ffe:1800::1
Mobile Network m MR Q L

3ffe:1800::/64
2 & )

HA

86




IP security IPsec

87

IP Security IPsec

* Node Requirements MUST

88
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IPv4

(Site-to-Site VPN)

IPsec

Site-to-Site VPN

IPv6

(End-to-End VPN)

89

IPsec

AH

MD5, SHA1

ESP

DES, 3DES, AES

A

Next Header
/s

IPv6

Next Header Next Header
/s

v

IPv6

etc.

AH
SPI etc.

ESP
SPI etc.

SPI: Security Parameter Index

90
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IPv6 IPsec
e
e End-to-End P2P

- VPN
. VPN
— IPv6 P2P
* VoIP IP
 NAT
— NAT IPsec

— NAT traversal

- IPv4

91

IPv6 IPsec
e

—|Psec AH, ESP
. IPv4

- NIC
e |[Psec

— MUST (ON)
. IPsec

92
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IPsec
DB
« SP
— IPSec / DB
e SA
— IPSec DB
SPDB
P Dst Src Protocol
- i 2001:db8::1 | 2001:db8::9 AH
2001:db8::2 | 2001:db8::9 ESP
SPDB
< , SADB
IPSec <> SPI Dst Src Algorism | Key
3001 | 2001:db8::1 |2001:db8::9 MD5 Himitsu
~ / 3002 | 2001:db8::2 |2001:db8::9 3DES Secret
. Sp|
93
. SA
. pre-shared
- Web
— P2P VolP
— |IPsec SPI
SADB
SPI Dst Src Algorism Key
3001 | 2001:db8::1 | 2001:db8::9 AES Himitsu
J 2001:db8::1
2001:db8::9 ' ‘ u&
SPI Dst Src Algorism Key
3001 | 2001:db8::9 | 2001:db8::1 AES Himitsu
SADB 94
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IKE
-

- SA IPsec
« |KE IPsec SA

- PKI

_ RSA

- IKEV2

— IPv6

SA

Initiator Responder

IPv6

IKE
P SA IKE-SA
sec <
DH
ID < ™D

IPsec

IPSec

IPsec SA
IPSec
¢ a
Pre-shared key 96




Diffie-Hellman

m=g”~x mod p~_|m

y

p: 59 22
g:2

2"7%59=10 [0
K=n"x mod p
537 % 59=19

n - n=g"y mod p

53| 222 % 59 = 53
K=m”y mod p

10722 % 59 =19

IS

p

p.g,m,n X,y

FFFFFFFF FFFFFFFF C9OFDAA2 2168C234
8A67CC74 020BBEA6 3B139B22 514A0879
302BOA6D F25F1437 4FE1356D 6D51C245
A63A3620 FFFFFFFF FFFFFFFF

C4C6628B 80DC1CD1
8E3404DD EF9519B3
E485B576 625E7EC6

29024E08
CD3A431B
FA44C42E9 768

FFFFFFFF FFFFFFFF C90FDAA2 2168C234
BA67CC74 020BBEA6 3B139B22 514A0879
302BOA6D F25F1437 4FE1356D 6D51C245
A637ED6B OBFF5CB6 F406B7ED EE386BFB
49286651 ECE65381 FFFFFFFF FFFFFFFF

C4C6628B 80DC1CD1
B8E3404DD EF9519B3
E485B576 625E7EC6
5A899FA5 AE9F2411

29024E08 IKE
CD3A4318B
F44C42E9 g= 2
7caBiFes | 1024

IPV6

98
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|
e |IPV6
— IPv6
— API
. IPv4 IPv6
. Web
- TCP
—Web TCP
IPv6
|
. IPv6 IPv4, IPv6
1. IPv6 IPv4
2.
. IPv6 Web
/X t
httpd | | httpd6 httpd
é IPv10
IPv4 IPV6 IPv4 IPv66
IPv10 ?

100

50



IPv4 E — IPv6 only
T e ¥ R
o — dual stack
IPv4 only .
— IPv6 only
— IPv4 only
E o IPv6 ®E — dual stack
o— " 0 « DNS
Dual Stack ¢
E PY IPv4 >® Z
1 ®—»>X [ ]
Dual Stack
101
API

BSD
A —

— 4.2BSD TCP/IP
— WinSock BSD

. TCP SYN ACK

e sockaddr_in IPv4 |, sockaddr_in6 IPv6 , ...

« IPX, AppleTalk, OSI IP

102

51



BSD IPv4 TCP

v

IPv4

struct in_addr
struct sockaddr_in

gethostbyname()

v

sockaddr_in

IPv4
v

socket(PF_INET)

PF_INET(IPv4)

v

I/O
read()/write()

connect()

103

<stdio.h>
<stdlib.h>
<sys/types.h>
<sys/socket.h>
de <netinet/in.h>
#include <netdb.h>

int mainCint arge, char *argv[])

char *hostname; ’* */

char *servname; ’7* */

struct hostent *hp; 7% 1Pva */
struct servent *sp; Vil ) */
unsigned short port; Vil */

struct sockaddr_in sin4; /* */

int s;

’7* */

if (arge 1= 3) {
fprintf(stderr, “usage: vé-tcp-client <hostname>

<port>¥n")
exit(1);

’* */
hostname = argv[1];
servname = argv[2];
Vel 1Pv4 */
if ((hp = gethostbyname(hostname)) == NULL) {
fprintf(stderr, "cannot resolv hostname: %s¥n",
hostname) ;
exit(1);

Vel */
if ((sp = getservbyname(servname, "tcp™)) == NULL) {
port = atoi(servname);
0 <{

I

fprintf(stderr, “cannot resolv servname: %s¥n",
servname);

exit(1);

’~ */
port = htons(port);

3} else
port = sp->s_port;

/* sockaddr_in */
memset(&sin4, 0, sizeof(struct sockaddr_in));
r7* 1Pv4 /

’* UNIX */
sin4.sin_len = sizeof(struct sockaddr_in); */
/* 1Pv4 */

memcpy(&sind.sin_addr, hp->h_addr, sizeof(struct in_addr));
/7~ */
sin4.sin_port = port;

7% 1Pv4 */
s = socket(AF_INET, SOCK_STREAM, 0):
if (s<0){

perror(“'socket™);

exit(1):

7* sin4 */
iT (connect(s, (struct sockaddr *)&sin4, sizeof(struct
sockaddr_in)) < 0) {
perror(“‘connect™);
exit(l);
3

Vi 170 */
while (1) {

’* */
int n;
char buf[4096];
n = read(s, buf, sizeof(buf));
if (n==0)

exit(0):
fputs(buf, stdout);
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struct in_addr _ sockaddr_in
struct sockaddr_in *

socket(PF_INET
IPv4 ( 3 =L PF_INET(IPv4)

bind()

v

listen()

v

1’0 accept()

105

Vel /* sockaddr_in */
* memset(&sind, 0, sizeof(struct sockaddr_in));
* 1Pv4
*/
#include */
#include <stdlib.h> /* sin4_sin_len = sizeof(struct sockaddr_in); */
#include <sys/types.h> 7% 1Pva */
#include <sys/socket.h> sin4.sin_addr.s_addr = htonl (INADDR_ANY);/*
# de <netinet/in.h> */
#include <netdb.h> sin4_sin_port = port;
#include <unistd.h>
7% 1Pva */
int main(int argc, char *argv[]) s = socket(AF_INET, SOCK_STREAM, 0);
{ if (s <0){
char *servname; /% */ perror(“socket™);
struct servent *sp; 7% ) * exit(l);
unsigned short port; Vil */
struct sockaddr_in sin4; /* */
int s; ’~ */ Vsl */
fd_set rfd, rfdo; if (bind(s, (struct sockaddr *)&sin4, sizeof(struct
sockaddr_in)) < 0) {
e *y perror(bind”);
if (arge 1= 2) { close(s);
fprintf(stderr, “usage: V6-tcp-server <port>¥n"); exit(1);
exit(l);
> */
e *y if (listen(s, 5) < 0) {
servname = argv[1]; perror ten™);
close(s);
e «y exit();
if ((sp = getservbyname(servname, "tcp")) == NULL) { Y
port = atoi(servname);
if (port == 0) { VA s sellect */
fprintf(stderr, "cannot resolv servname: %s¥n", FD_ZERO(&rd0) ;
servname) ; FD_SET(s, &rfd0);
exit(1);
3} VA 170 */
7* */ while (1) {
port = htons(port); int as;
3 else struct sockaddr_in csind; /* */
port = sp->s_port; int len; 7> */
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TCP
e

int n;
int pid;

7~ select */
rfd = rfdo;
n = select(FD_SETSIZE, &rfd, NULL, NULL, NULL);
if (n<0){

printf('n = %d¥n", n);

perror(“select™);

close(s);

exit(1);
3

’* */
/* csin4 */
as = accept(s, (struct sockaddr *)&csind, &len);
if (as < 0) {

perror(“accept™);

close(s);

exit(l);

7~ 170 */
if ((pid = forkQ) < 0) {

perror(“fork™);

exit(1):

if (pid == 0) {
’* */
char *text = “send string: ¥'server to client¥"¥n";
write(as, text, strlen(text));
close(as);
exit(0);

3 els

e
close(as);
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IPv4 IPv6
A —

— IPv4 IPv6
IPv4/IPv6

— API
* RFC3493 “Basic Socket Interface Extensions for IPv6”

» RFC3542, “Advanced Sockets Application Program Interface
(API) for IPv6

* IPV6 . 2003.

. IPv4
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TCP

L4 TCP/UDP

ail | *
ai2 l
ai3 getaddrinfo()

socket(ai_family)
v

API

connect(ai_addr)

e YES NO
read()write) | @ Q

109

API getaddrinfo(3)
1

- L3 IPv4, IPV6 or
- L4 TCP or UDP
getaddrinfo()  gethostbyname() /* */
+ getservbyname() /* */
+
+
. oS
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getaddrinfo(3)

|

|

_..gethostbyname()
IPv4 -
API IPv4
getaddrinfo()

/' IPV4/IPV6
Al AP

addrinfo
[ ]
1. getaddrinfo()
2.
. Al_PASSIVE /* */
addrinfo {AI:CANONNAME ’* */
ai_flags < Al_NUMERICHOST /* */
= PF_UNSPEC /* IPV6, IPv4 */
ai_family - {PF_INET /* |Pv4 */
; PF_INET6 /* IPV6 */
ai_socktype |~ [ SOCK_STREAM /* socket 2  */
ai_protocol SOCK_DGRAM /* TCP or UDP or any other */
_ /> www http(80) TCP */
al_addrlen /* IPv4, IPv6 */
ai canonical memset(&hints, 0, sizeof(hints));
= hints.ai_family = PF_UNSPEC;
ai_addr hints.ai_socktype = SOCK_STREAM;
. /* */
ai_next

g = getaddrinfo("www', "http', &hints, &ail);
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Web

addrinfo

www .example

.com IN A

addrinfo (IPv6)

192.16.178.80 IPv4
IN AAAA 2001:db8::80 IPv6
IN AAAA 2001:db8:aaaa:80 IPv6
- aio
. freeaddrinfo(3)
addrinfo (IPv6) addrinfo (IPv6) addrinfo (IPv4)
’aio\”familyj MJ family| >NULL
next sockaddr next sockaddr next sockaddr
addr > addr [—» addr >
80 80 80
113
TCP

addrinfo (IPv6) addrinfo (IPv4)

aiO‘**famﬂyAJ““““*’famHyAJ““““*’faWMy NULL
next sockaddr next sockaddr next sockaddr
addr |— addr |—» addr |—»
80 80 80

e a0 next

. addrinfo

» IPv6 IPv4
for (ai = ail; ai; ai = ai->ai_next) {

s = socket(ai->ai_Tfamily,

ai->ai_socktype, ai->ai_protocol);
conenct(s, ai->ai_addr, ai->ai_addrlen); /* */
it ( )
break; /* */

}
/*

*/
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e

* 1Pv6/IPv4
*/

#include <stdio.h>
# de <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>

int mainCint arge, char *argv[])

int s; Vel */
struct addrinfo hints; /* getaddrinfo

*/
struct addrinfo *ai0; /* addrinfo */
struct addrinfo *ai; ’7* addrinfo */
int g; Vs
char *nodename, *servname;
’* */
if (argc != 3

fprintf(stderr, “usage: dual-tcp-client <hostname>
<port>¥n");
exit(l);
b
/* */
nodename = argv[1];
servname = argv[2];
/* */
memset(&hints, 0, sizeof(hints));
’7* : IPv4 or IPV6 */
hints.ai_family = PF_UNSPEC;
’7* TCP; */

(TCP)
hints_ai_socktype = SOCK_STREAM;
Ve addrinfo  (ai0) */
g = getaddrinfo(nodename, servname, &hints, &ai0);
it {
fprintf(stderr, "%s", gai_strerror(g));
exit(1);

TCP

/* addrinfo

*/

for (ai = ai0; ai; ai = ai->ai_next) {

I
s = socket(ai->ai_fani
>ai_protocol);

if (connect(s, ai->ai_addr, ai->ai_addrlen) < 0) {

fprintf(stderr, “cannot connect %s¥n", nodename);

/*
if (s <0)
continue;
/*
/*
close(s);
s = -1;
continue;
Ve
break;
Jx
if (s <0){
exit(l);
b
’7* 170 */

while (1) {
/-

int n;
char buf[4096];

. ai->ai_socktype, ai-

*/

*/

*/

*/

n = read(s, buf, sizeof(buf));
i 0)

f (n

exit(0):
fputs(buf, stdout);
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IPv6
. IPv4, IPv6

—IPv4, IPv6

addrinfo
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Al_PASSIVE getaddrinfo(3)

. Al _PASSIVE
- 0S addrinfo
- DualStack IPv6 - IPv4 2

memset(&hints, 0, sizeof(hints));
hints.ai_family = PF_UNSPEC;
hints.ai_flags = Al_PASSIVE; «
hints.ai_socktype = SOCK_STREAM;

g = getaddrinfo(NULL, “http”, &hints, &ai0);

addrinfo (IPv6) addrinfo (IPv4)

aio ’familyJ family FNULL
next sockaddr sockaddr

next
addr > n addr |—| 0.0.0.0
80 80
117
TCP
addrinfo (IPv6) addrinfo (IPv4)
aio — familyJ fam"y FNULL
next sockaddr next sockaddr
addr +—» n addr [—| 0.0.0.0
80 80

listen
int S[MAXSOCKS];

for (smax = 0, ai = ai0; ai; ai = ai->ai_next) {
s[smax] = socket(ai->ai_family, ai->ai_socktype,

ai->ai_protocol);
if (bind(s[smax], ai->addr, ai->addrlen) < 0)

continue; /* bind */
if (listen(s[smax], 5) < 0)
continue; /* listen */
smax++;
} /* addrinfo */
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(e
e |Pv4, IPV6
—Pv4, IPv6 2
— select
» select()
— listen()
119
accpet()
(e
e int accept(int s, /* listen() */
struct sockaddr *saddr, /* OUT */
int *len /* OUT */)
/* OUT accept() */
. I/O
— saddr
e IPv4 struct sockaddr_in
« IPv6 struct sockaddr_in6
. IPv4, IPv6
saddr
120




select() accept()

while (1) {
/* |Pv4, IPv6 */
select(FD_SETSIZE, &rfd, NULL, NULL, NULL);
s = rfd ;
/* ss */

as = accept(s,

struct sockaddr_storage ss;
int sslen = sizeof(ss);

IPv4, IPv6

(struct sockaddr *)é&ss,

&sslen);
nr. (Aint ac\JS|
or (@s): o;s |/(§mt as){
b5 \ read(s, --.);
\/ e s
3
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sockaddr_in IPv4 | sockaddr_in6 IPv6

32 32
AN AL
s N r N
sin_famliy | sin_port sin6_famliy | sin6_port
sin_addr sin6_flowinfo
pading[8]
4.4BSD

sin6_addr

sin_len |sin_famliy

8

/ / sin6_scope_id

1 8 1

sizeof(struct sockaddr_in) |<| sizeof(struct sockaddr_in6)
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sockaddr_storage

32 ss_family
/\
/f L \ U
R . r . . N .
fss_famllyl‘ padding \ f sin_famliy } sin_port
S~ — . — <
sin_addr
pading[8]
sockaddr_in
padding
sockaddr_storage
123
TCP
/* /7 */
: . gi;f=(g:)et2ddrinfo(NULLv servname, &hints, &ai0);
*/ %printf(stderr. "%s", gai_strerror(g));
#include <stdio.h> exit(1l);

ude <stdlib.h>
ude <sys/types.h>

clude <sys/socket.h> smax = 0;

clude <netinet/in.h> /** addrinfo */
#include <netdb.h> for (ai = ai0; ai; ai = ai->ai_next) {
s

int mainCint arge, char *argv[])

int s[64]; Va */
St:/uct addrinfo hints; /* getaddrinfo

struct addrinfo *ai0; /* addrinfo */
struct addrinfo *ai;  /* addrinfo */
int g; /* getaddrinfo */
char *servname; ’* */

int smax; ’7* */
fd_set rfd, rfdo;

int i;

Jax *y

if (arge 1= 2) {
fprintf(stderr, “usage: dual-tcp-server <port>¥n");

smax] = socket(ai->ai_fanily, ai->ai_socktype, ai-
D;

sL:
>ai_protocol)

/* */

if (s[smax] < 0)
continue;

/* */

if (bind(s[smax], a
perror(bin
close(s[smax]
continue;

3

r~ */
if (listen(s[smax]. 5) < 0) {
perror(“listen™);

exit(l); close(s[smax]);
continue;
¥
Jax */
servname = argv[1]; Smax++;
Jrx */
memset(&hints, 0, sizeof(hints)); /** for */
Va : IPV4 or IPV6 */ if (smax == 0) {

hints.ai_family = PF_UNSPEC;
/% (TCP;

hints.ai_socktype = SOCK_STREAM; 3
/% PASSIVE *
hints.ai_flags =

fprintf(stderr, "cannot create server socket¥n™);
exit(1);

_PASSIVE; 75 s[xx] select */

FD_ZERO(&rfdo) ;

->ai_addr, ai->ai_addrlen) < 0) {

124

62



for

*/

TCP

(i =05 i < smax; ++i)
FD_SET(s[i]. &rfdo);

Ve 170 */
while (1) {

int as;

struct sockaddr_storage ss; /*

int sslen; ’*
int n;
int pid;
Vel select() */
rfd = rfdo;
n = select(smax + 1, &rfd, NULL, NULL, NULL);
if(n<0){

perror(select™);

exit(l);
b
> */
for (i = 0; i < smax; ++i) {

if (FD_ISSET(s[i], &rfd))

break;

b

/* */
/* ss */

as = accept(s[i], (struct sockaddr *)&ss, &sslen);

if (as < 0) {
perror(accept™);
exit(1);

’~ 170 */
if ((pid = forkQ) < 0) {
perror(“fork™);
exit(1);
3
if (pid == 0) {
7+ */

*/

char *text = "send string: ¥"server to

client¥ ¥n';
write(as, text, strien(text));
close(as);
exit(0);
} else
close(as);

125

—FTP, SIP, ...
Pv4 FTP send-port

IPv6 FTP send-port

USER ftp

PASS xxxx@nttv6.net
PORT 192.168.0.21,14,248
RETR index.txt

USER ftp
PASS xxxx@nttv6.net

EPRT |2/2001:db8:aaaa::21|3832|

RETR index.txt

192.16.178.192 - - [16/0ct/2004:19:08:39 +0900] "GET /index.html HTTP/1.1" 301
255 "-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)"
2001:db8:aaaa::1 - - [16/0ct/2004:19:08:50 +0900] "GET /index.html HTTP/1.1"
301 255 "-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)"
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struct sockaddr_storage ss;
struct sockaddr_in *sin4; .
struct sockaddr_in6 *sinG; s;janmxl\padmng

switch (ss.ss_famifys—z——7

case AF_INET:
sind = (struct sockaddr_in *)é&ss

sqgkaﬂdr_storage

-~

.- padding
break;
case AF_INET4
sin6 = _ Raddr_in6 *)&ss;
break;
3 sockaddr_storage
127
P
A —
e |Pv4
— inet_ntoa(struct in_addr addr)
. IPv4 XXX.YYyy.Zzz.aaa
. IPv4
— gethostbyaddr()
. IP
. IPv6
[ ]
IPv6/IPv4
API
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getnameinfo(3)
-

- 1P
- IP presentation format

- binary
— IPv6
o ff02::1%eth0
- IPv4 API
getnameinfo()  gethostbyaddr() /* *

+ getservbyport() /* */
+ inet_ntoa() [* */
+

129

|
’J;mily: IPVZ,\ char ]
port= 80~
IPv4 address=192.168.1.80 char [J
famil - 80.1.168.192.in-add
amily getnameinfo() ‘ } 501168, .in-addr.arpa
» N
‘ “www” ‘ http
oy
Nfamily= IPve. char ]
port= 80
IPv6 address=2001:db8::80 ‘ char []
getnameinfo() } XXXX.ip6.int 2001:db8::80
e A
“Wwww” “http”
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IP

v
“ff02::1%eth1”

“gamily= |PV4,\ S
port= 80~ + AI_NUMRICHOST
IPv4 address=192.168.1.80 « A_NUMRICSERV
famil o tati
amily getnameinfo() | t PN ,
- *192.168.1.80
» N
“192.168.1.80" “80"
';family: IPVG,\ /@9
port= 80~ + AI_NUMRICHOST
IPv6 address=2001:db8::80 « AL_NUMRICSERV
; presentation
getnameinfo() . “2001-db8::80"
“2001:db8::80" “80”
131
IPv6
I/F :ethoﬁ I/F =ethl
scope_id=0 J@ scope_id=1
I/F
family= IPv6
port = 80 /@@
address=ff02::1 Al_NUMRICHOST
scope_id=1 /
™ ! presentation
. |
‘getnamelnfo() } ~ “ff02::1%eth1”
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IPV6
|
- API
e |IPv6
. IPv4 AP
- OS IPv4 only
— “PF_INET” IPv4
» ssh-6:IPv6
* ssh-4:IPv4
e ssh  :IPv6,IPv4
IPv4 w_gn
133
(e
* |IPv6 IPv4

Advanced Feature
e |IPV6
Advanced Feature
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* |PVv6

— "The Recommendation for the IP Next Generation Protocol”,
1995/1, RFC1752.

— WIDE 1995 , IP version 6,
http://www.wide.ad.jp/document/reports/pdf1995/index.html
* IPv6

— “Internet Protocol Version 6 (IPv6) Addressing Architecture”,
2003/4, RFC3513.

“Internet Protocol, Version 6 (IPv6) Specification”, 1998/12,
RFC2460.

“Neighbor Discovery for IP Version 6 (IPv6)”, 1998/12, RFC2461.
“IPv6 Stateless Address Autoconfiguration”, 1998/12, RFC2462.

“Internet Control Message Protocol (ICMPv6) for the Internet
Protocol Version 6 (IPv6) Specification”, 1998/12, RFC2463.

“IPv6 Node Requirements”, John Loughney , 2004/8, draft-ietf-
ipv6-node-requirements-11.txt.
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A —
« DHCPV6

— “Dynamic Host Configuration Protocol for IPv6
(DHCPv6)”, 2003/7, RFC3315.

— “DNS Configuration options for Dynamic Host
Configuration Protocol for IPv6 (DHCPV6)”, 2003/12,
RFC3646.

— “IPv6 Prefix Options for Dynamic Host Configuration
Protocol (DHCP) version 6”, 2003/12, RFC3633.

— “Requirements for IPv6 Prefix Delegation”, 2004/6,
RFC3769.

— “Stateless Dynamic Host Configuration Protocol
(DHCP) Service for IPv6”, 2004/4, RFC3736.

— “Simple Network Time Protocol Configuration Option
for DHCPv6”, 2003/12, draft-ietf-dhc-dhcpv6-opt-sntp-
00.txt
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— “Default Address Selection for Internet Protocol version 6 (IPv6)”,
2003/2, RFC3484.

— “Privacy Extensions for Stateless Address Autoconfiguration in IPv6”,
2001/1, RFC3041.

— “Management Information Base for IP Version 6: Textual Conventions
and General Group”, 1998/12, RFC2465.

— “Management Information Base for IP Version 6: ICMPv6 Group”,
1998/12, RFC2466.

— “IP Version 6 Management Information Base for the Transmission
Control Protocol”, 1998/12, RFC2452

— “IP Version 6 Management Information Base for the User Datagram
Protocol”, 1998/12, RFC2454

— “Management Information Base for the Internet Protocol (IP)”, 2004/5,
draft-ietf-ipv6-rfc2011-update-10.txt

- , , , IPv6 oS v4/v6
, 2003/10,
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— “Centrally Assigned Unique Local IPv6 Unicast
Addresses”, 2004/6, draft-ietf-ipv6-ula-central-00.txt

— “Unique Local IPv6 Unicast Addresses”, 2004/9, draft-
letf-ipv6-unique-local-addr-06.txt

— “Deprecating Site Local Addresses”, 2004/9,
RFC3879.

» MobilelPv6 / NEMO
— “Mobility Support in IPv6”, 2004/6, RFC3775.

— “Using IPsec to Protect Mobile IPv6 Signaling
Between Mobile Nodes and Home Agents”, 2004/6,
RFC3776.

— “Network Mobility (NEMO) Basic Support Protocol”,
2004/6, draft-ietf-nemo-basic-support-03.txt
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IPsec
- IP
« “Security Architecture for the Internet Protocol”, 1998/11, RFC2401
e “IP Security Document Roadmap”, 1998/11, RFC2411
— IPsec
» “IP Authentication Header”, 1998/11, RFC2402
¢ “The Use of HMAC-MD5-96 within ESP and AH", 1998/11, RFC2403
¢ “The Use of HMAC-SHA-1-96 within ESP and AH", 1998/11, RFC2404
¢ “The ESP DES-CBC Cipher Algorithm With Explicit V", 1998/11, RFC2405
» “IP Encapsulating Security Payload (ESP)”, 1998/11, RFC2406
* “The NULL Encryption Algorithm and Its Use With IPsec”, 1998/11, RFC2410
* “The ESP CBC-Mode Cipher Algorithms”, 1998/11, RFC2451

* “The Internet IP Security Domain of Interpretation for ISAKMP”, 1998/11, RFC2407

» ‘“Internet Security Association and Key Management Protocol (ISAKMP)”, 1998/11,
RFC2408

* “The Internet Key Exchange (IKE)”, 1998/11, RFC2409

¢ “The OAKLEY Key Determination Protocol”, 1998/11, RFC2412

* ‘“Internet Key Exchange (IKEv2) Protocol”, 2004/09, draft-ietf-ipsec-ikev2-17.txt
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— “Basic Socket Interface Extensions for IPv6”, 2003/2,
RFC 3493.

— “Advanced Sockets Application Program Interface
(API) for IPv6”, 2003/5, RFC3542.

— IPv6 :

, 2003 2 )
http://lwww.ascii.co.jp/books/detail/4-7561/4-7561-
4236-2.html

— “Unix Network Programming Volume 1., 3" Edition,
The Sockets Networking API”, W. Richard Stevens,
Bill Fenner, Andrew M. Rudoff, 2003/11, Prentice Hall.

— “Winsock 2.0”, Lewis Napper, 1997/11, Hungry Minds
Inc.
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