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;; Truncated, retrying in TCP node.

; <<>> DiG9.3.1 <<>> @72.31.5.33
exanpl e. co.jp ANY

; (1 server found)

;; global options: printcnd

;, Got answer:

;; ->>HEADER<<- opcode: QUERY, st atus:
NOERROR, id: 47265

;; flags: gr aa rd ra; QUERY: 1, ANSVWER 4,
AUTHORI TY: 0, ADDI TI ONAL: 4
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;5 QUESTI ON SECTI ON:
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;; ANSWER SECTI ON:

exanpl e. co. jp. 86400 I N SOA

ns. exanpl e. co.j p. hostnaster. exanpl e. co.jp.
2005082601 3600 900 2419200 900

exanpl e. co. | p. 86400 I N NS
very-very-| ong-

name. a2345678901234567890123456789012345678901234
567890123. exanpl e. co. j p.
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exanpl e. co. j p. 86400 I N TXT

"nmy name i s jugenu jugenu gokou-no surikire,

kai j ari sui gyo-no fuurai matsu, kuurai matsu

unr ai mat su, yaburakouji-no burakouji, paipo paipo
pai po- no shuuringan, shuuringan-no guuri ndai,
guuri ndai - no ponpokopi - no ponpokona- no
choukyuunei - no chosuke."

;; ADDI TI ONAL SECTI ON:

very-very-| ong-

name. a234567890123456789012345678901234567890
1234567890123. exanpl e. co.jp. 86400 IN A
172.16.33.5
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very-very-| ong- nane. a23456789012345678901234567
8901234567890

1234567890123. exanpl e. co. jp. 86400 I N AAAA
2001: db8: : 1

7, Query tine: 0 nsec

;7 SERVER 172.31.5.33#53(172. 31.5. 33)
;7 WHEN: Fri Aug 26 17:58:34 2005

;; MSG SIZE rcvd: 607
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e HlZIE
— 172.16.7.0/25: A%t
— 172.16.7.128/28: BE#%
—172.16.7.144/29: Ctt
— 172.16.7.152/29: DEI{&
— 172.16.7.160/27: E4t
— 172.16.7.192/26: F%t

e [Class CJIZ3EEE,

Dec/6/2005 Copyright© 2005, Koh-ichi Ito, All rights reserved 45

124125 =12 W7 KL R 22 /8 (15 ) SAsal)

» 172.0.0.0/8 -> 172.in-addr.arpa

» 172.16.0.0/16 -> 16.172.in-addr.arpa

e 172.16.7.0/24 -> 7.16.172.in-addr.arpa

e 172.16.7.160/27 -> ???

o« V—UIFBERMGEENRSGEE TRYIONS
~E,

7.16.172.in-addr.arpa. [N EE T 5H?

— 172.16.7.0/241Z%t s
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« RFC2317
Classless IN-ADDR.ARPA delegation
(Best Current Practice)
— 0/25.7.16.172.in-addr.arpa.
* (A%t: 172.16.7.0/25)
— 128/28.7.16.172.in-addr.arpa.
 (B¥#: 172.16.7.128/28)

— 192/26.7.16.172.in-addr.arpa.
o (F#t: 172.16.7.192/26)

ZEHABANEE,
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« 7.16.172.in-addr.arpa./ —>Tl&
1.7.16.172.in-addr.arpa.
->1.0/25.7.16.172.in-addr.arpa.

2.7.16.172.in-addr.arpa.
->2.0/25.7.16.172.in-addr.arpa.

129.7.16.172.in-addr.arpa.
->129.128/28.7.16.172.in-addr.arpa.

DCNAMEZEZL TEEZEDLE D,
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in-addr.arpa.

172
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12..126 127 129 130...
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12.. ...126 127 129 130...
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— 157.156/29.7.16.172.in-addr.arpa.
— 157.156.7.16.172.in-addr.arpa.

— 157.d-group.7.16.172.in-addr.arpa.
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— BEENRBOINENGUILE Y —N\EF-TLSI5E
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Dec/6/2005 Copyright© 2005, Koh-ichi Ito, All rights reserved 52

26



ErcafBand Towex Inc.
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e MRIXIARELEEL,

o BEAMICIZLOIDEENH D,

o H5J—rDauthorityz ZESN TSR —LH—
NG ELEZ T IXlame delegation
— APNICIZ& 2 EE

o H5J—Dauthorityz ZESN TSR —LH—
INDEM LI EZE IR [Llame delegation
— non-authoritative answer
— BHROATVH—N\DRELTES
- iNSQC Task Force by WIDE,JPRS,JPNICIZ&3TE

F
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o ZITlE, LYV —omh 65— Dauthoritywx FESNTLY
BR—LHY—/\DY, FDYJ—DauthorityZ > TUVEEL VIR EE
‘:’DL\_CE%EFFHa_éo

exanple.co.jp. IN NS ns.exanple.co.jp.
NS ns.exanpl el. ad. | p.

+ ns.example.co.jp: example.co.jpMauthorityZ#HF->TL\5,
« ns.examplel.ad.jp: example.co.jpMauthorityZ > TUL VALY,
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1NN
AN
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s root~Dreferrd 1R 9,
*SERVFAILZIRY ,
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authorityZ > TW\3IE T D R—LHY—/ A
authorityz%<L7=,

- BRES

— secondaryhiexpireL 7=,
authorityZz > TUL VLR —LH—/\[ZauthorityZ
FEITLIERE/FEELTLEST=,

— XSPIZsecondaryZ ik 4 5LEDFHEIR,
ISPEZZT-DIC.LOAMN) DEFEEELTENT,
— |IBISPIZBEHINI-DTHREZHLT=,

etc,etc...
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exanple.co.jp. IN NS ns.exanple.co.jp.

NS ns.exanpl el. ad. | p.

examplel.ad.jpk A1 HV 5 O XL IEBH THRE,

- WOXICZFEUN . EXRRIGESFESHEREY
TIEHTTELY,

lame delegationhF 4 ,

AR A examplel.ad.jpEL VSR AL 2 & & 8%,
ns.examplel.ad.jp&LV BRI TR— LY —EX%E
R

EEDHEILHELTFSTILDIT,
ZD#%MDDNS DAYTEHIBNM A HYET
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NOTIFY
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NOTIFYAVZL &
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« slavelZrefresh® fEf@E TmasterDserialzF v,
— serialDIEM=V—>T—2DEFHEFHEH,

« NOTIFYA %L e, masterTY —>T—4Z B HL
TH. RE. refresh®EIFEBLALY,

o T, refreshzxf@{d 3LAFEKX,

Dec/6/2005 Copyright© 2005, Koh-ichi Ito, All rights reserved 60

30



NOTIFYAVZL &
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refresh
master >
seria? serlal/\ wld°MAXFR
dave >
refresh
st llliﬂi}%»
serial?
dave >
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NOTIFY A
RFC1996

RRONEFH SN F-Z&Fprimaryhisecondaryl ZHE

EHRUIZ@E RN,

— secondaryhirefreshzF =9 [TV —UBREFEKRLIC
KBIEEHEF,

secondary@ L HNOTIFYZEY &S,

— NS RRIZE 5T H5R— LY —/\DF3ESOADMname
ZEHMNTLNS Y —/(=primary) LIS+ £ERI2£ 5,

— HsecondaryWFHET HI548 .

— stealth slaveldnamed.conf®also-notify TE& i€ .
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NOTIFYD H5H 4% E

primary RRE# —
r&epe(;]se response
sedondary (retry) .,
TIFY
on
sedondary ,
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NOTIFY (#%) D)
« NOTIFYZEEA %L secondaryt B3,
— BRI EEE
— BIZIENSD
o V—UBRE IR — LY —/N\EFHII LT O RAFERERIC
E17,
o E(EXNSDIZrefreshe 2 HLERT B(RHK).
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DNS&E/NT YR DI ILRYY T
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AR
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« transportEB7ArIJLIZEARMICUDPZERL.
T—ADKELMGEXTCPIZfallbackd %,

o V—UEREIRAMNDTCPZERED,
o queryfFbZITRIDOR—+ES(E53
o queryiIEHBIDR—FBESIEITEFE
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EE Dquery

stub resolver THE 53 Frwa
UDP P—/n
l
T
(TCP) uDP
|
(TCP)
53
=AY
H—/\
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NOTIFY &Y —2 Rk
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NOTIFY

EFE 53
master slave
UDP
(TCPBLE-T&LLY)
J— Rk
53 THEE
master « slave
TCP
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INTYRILIIVRAERBDZE
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« TCPZBENA
— BEDqueryTHET—2H KELVETCPICfallbackd %,
— J—UERE DHFIRR (X Layerd TlX %< Layer7 T,
» named.conf@allow-transfer{}
o queryiIEHBIETFEDR—IESEED
— BIND4l&queryiE i 8£53& = >7=,
— XTI R THEDR—IEEdenyd 5&E1.
53&F ML EpermitT 5DETENT (2,
s MW THREOLGVLERICREOND,

* responsezZITINLZLD T, EEGretryz LEL<- T, HfE
T3t L TR,
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MO TFireWall-1 CEEE-RIE
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o Layer7£TRAMDIZ, EDNSOZEHISHLND T, A
EGN\ryrERLBELTEELTLES(UER).
— Check Point NG FP3&L\S/N\—D 30 THRAELT-,
— SmartDefense& W\ HEBEZF TSN 2 NIEEIETE D,

* http://www.brandonhutchinson.com/Check_Point_NG_prob
lems_with_EDNS.html(200452 R)

« http://lists.virus.org/fw1-0305/msg00433.htmI(2003£5A)
— RE5W &L/ N—232 (200445 B) IZIEIE S F=1E4k
* http://www.commswitch.be/files/R55W_WhatsNewFCS. pdf
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Layer3&EDNS
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IW—RIZET & & o8a

o JL—AEDNSIZE KL TEMZLVE, traceroutel
F=EZZIPPRLALME TIELY,
s THLHFEYVRBHMEEZTITELDIEEF)TALEES
HDM?
- HiEA
. WEBKEOEF1TR—IL

— Bk E
» DoSTAvID#HER
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V=3I T HB W E) Sca

¢ 1BDIL—EFTEHEAUE—T—RAEIZHIDAH]
MDOLTWSIELELY,
— traceroute D RER A FZITEHRILZA BT TEHKLY,
— in-band management|Z #5755 . &{EFR. loopback

EIFIERIDARIZLTEIENERE,

o DNSTILBRIZ / IEEZLLY,
— s0-6/0/0 ->s06-0-0

. ESLTHEMSEBD TR 2B
ULNERREET Do
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V=BT 5B E) Sca

o f5l1

— foundry2.otemachi.example.ad.jp

HiEge BLEES HEAR
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V=R T BT E)

- B2
— sjc3-nrt3-stm4-2.sjc3.example.net
A
yll:-l\lu\ %gll\\ @%ﬁﬁ:ﬁ E ( PRO) EQ Lmna\\
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V=R T BT E) Sasa
« 53
— 506-0-0-2488M.br2.PAO2.example.net
A3—Tx—2R V—3% FEHR
[B] #% 2R BE ( PR?)
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IW—RIZET D ERERE)
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514

— 192.168.0.1.example.ne.jp

1515

— 192168000001.example.ne.jp

1516

— pool-192-168-0-1.example.ne.jp

1517

— 1.0.168.192.example.ne.jp

Dec/6/2005
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R DGR ICET 25 8

Ssa)
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o ISP-ALISP-BD LS
— ISP-ADNTRL RAZFE| Y
—10.11.12.12/30

* ISP-A:10.11.12.13
* ISP-B:10.11.12.14

ISP-A |SP-B

>

10.11.12.12/30
13 14
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HEEOEGRICETIERMEE) 282
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« BERMICIZISOLVIREZT H(LTHDR D)L
MNEL,

ISP-A \ |SP-B

10.11.12.12/30

A3 14
$ORIG N 12.11.10.i n-addr. ar pa

13 PTR gel-2.router.jp.isp-a.net.
14 PTR i sp-b. peer.isp-a.net.
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MR oERRICEATIEERMEE) 992
e OLVIREDTED,
ISP-A | ISP-B
10.11.12.12/30
A3 14
$ORIG N 12. 11. 10. i n-addr. ar pa. $ORIG N 14. 12. 11. 10. i n- addr . ar pa.
: @I N SQA (
13 PTR gel-2.router.jp.isp-a.net. :
‘14NS ns.isp—b.ad.jp.‘ )
\ NS ns.isp-b.ad.jp.
PTR ge3-0.router.isp-b.ad.jp.
4octet(/32) I/ T HEE A
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IPV6 7KL A2 IGT 5
HERERE(ZDUNT
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IPV6 7 RFL RIZX G A ERS
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e IPV67KL R
— =2 H—N\GEEIF, NBIZTHhMYPTWTRLREF
FTHRET HDH—HZH,
* DNSIZ&THDL. FLEEM,
— LW B934T ME MACZRLARFTTIZLTEENR
ESNDENZLN,
» DNSIZE# T DD ILIFTRER],
— DTATUND B TR E THREITIKEFELLZLAR
TEAADKL, ELVSERLHD,
o BHADDAIEZDIEENA, A MZBFLTIELFEL,
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J—rT—5im
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BiE oo

$ORI G N exanple.co.jp. < directive

thomas | 12H IN A ]{172.16.7.153]]\\

AAAA2001:db8::1 |

[ A A \ \\
\
A \
\ |
|/
\ |/
\ |/
|
[/
[/
|/

| owner TTL class type RDATA

zone data Resource Record(RR)
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LB SAsal)

e owner
— TEEMN TS E. XEBICHARMIZIEE SN fzowner
MEIE#AND,
e TTL
— $STTL(HA T AILSOAD Minimum) THEE L 1= 1E
* class

— RFC1035
s RRICATHICIEESN classh 5IEM NN D,
— BINDS,BIND9

¢ 12DV —0T—R2I77AIVAIZIXRETERLY,
» named.conf®zone A T—hk AU FTIEE
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CNAME
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CNAME & [Hfa[ A2
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o ownerlaliasT#Hh 5.

« canonical’z & I[ZRDATATH 5,
— ownerlZRDATAELDaliaszFDIT+4 ., TlEZLY,

ww | N CNAME server 237

| \

ZobMdias Z o5 hicanonical name
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LTINS E
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« CNAMEZZEZLT-ownerlZxtLT. thDRRZE
ZLTIXUMTFELY,

ww | N CNAME server 237
WX 10 po
(X5 A,
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LTIEWDIFRENZ EFRE)
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« user@example.co.jp&lV\IA— L TRL RZE{ELY
T:l/\o

@ IN SOA ns hostmaster (

2005120601
1H
15M
4W
15M

NS ns

CNAVE po ; MXEENGELF A
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LTIEWDIFRENZEFRE)
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« 22BMNDCNAMEHLS A,
— BIND4Tl&round robin& 5= kL{EH 1=,
— BIND8Tld&multiple-chnames yes& iR E I L IEEZ 1=,
— BINDOTIEA A,

ww [N CNAMVE backendl
CNAME backend2
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LTIEWDIFRENZ EFRE)
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¢ NSHOMXMDRDATAIZ. CNAMETE Z L fzalias%
EVTIEUMFAELY,
— RFCO74(ZIE., K<L, ELVDSBEDZENENNTH S,
— RFC2181IZlEmust not be an aliasEZE L\ TH S,

@ |IN NS ns

ns

(T4 A,

CNAME caber net - sauvegnon

Dec/6/2005
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LIGEWVADLWNTE
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« CNAMEMDCNAMEIZ#T5,

- FIRS R E

aliasl IN CNAME alias?2
alias? CNAME alias3

al i as3 CNAME alias]l

Dec/6/2005
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LEEWLA DN &(f5r )
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— RFCTIZZIELTULWEWA, M [ IXXERETEMET B
&L ELS KSR BN,

— BINDSTIZ8E%. BINDOTIX16ER CIER 1L F$TH 5,

— djbdns(dnscache) 45 LLVEED).

— 1R THAGEE(IRFCE R, 2Bi THATERFC
ER T,

- BY MOV ToYH—N\TEHGL BF MO Fvy

ay—NIZIKTE,
» I55I1EBINDI=A 516k FE TANX X I TIEAK I djbdnsIZFE A
NI=55E TP Ik,
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CNAMEZY —2 Do A[ITEHZEDE Ssa)

Towver: Inc.

$ORI A N exanpl e. co. j p.

ww | N CNAME rental 800. exanpl el.
ad. | p.

« www.example.co.jp® % E A& [dexample.co.jp
DEEFIZIXEMBICIX)HETEGL,
— examplel.ad.jp®d3a> 7Y H—/\(DNSOD:
=authoritative tr—/\) A E- o & WWWILT
YDELBEAMNTEE,
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CNAMEZY —2 DHNANRAITBHZEDEIRFRE)
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$ORIGIN example.co.jp.
www IN CNAME rental800.examplel.ad.jp.

$ORIGIN examplel.ad.jp.
rental800 IN A 192.168.64.129

l
rental800 IN A 10.11.12.13

| 192.168.64.129| 10.11.12.13
¥:X7/[0) L)
aVFY aVTFY
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CNAMEZY —2 DHNANRAITBHZEDEIRFRE)
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o FHREIRHEELIRZE LInternet Week 2002 DNS
DAYDFHFTSADTLEUSE,
— DNSE AP

— http://jprs.jp/tech/material/IW2002-DNS-DAY-
morishita.pdf
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TTL
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TTLEE
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e TTL=Time To Live
— Xyl ah—N\HAHAIRRERRLIZEEZIZ, Fryia
LIZREFLTHEIREHAM,
— AT =ML F eyl at—N\~NDER R,
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negative cache
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o queryLT=RRAFFELGM>1=EEIT, LIEBL
DE. FICLRRMDqueryZ N3 Scache,
- WEBE, FST70vIDHEIBELNS BRIIEREIC,
- BERMGRROIETIFGL FRELEGMOTELVDEE
#cache,
« RFC2308
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negative cache(f& <) SAsa
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o I5—TRITHI-I=IGEETIELEL, BARBMIC
[FELGEWNEVSREBEE-EES,
— BRTZDEDHELY,
« NXDOMAIN
— RZHENEHo1=HY. ZDtypeMRRMTEZ SN TULVELY,
« NODATA. NXRRSET
o I5—TRITHEISIIGE. RITEMO-KBRIT
[ <BETEGA A T Y —/N(EERIE
LTEULTHELLY,
* BIND8.2MBSX it o
- $TTLOEA
— SOADMINIMUMDEKRDZEH
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negative cache(f& <) SAsa
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o minimumlE, FELEZVRRZF vyl at—/N
[Cqueryen f-&E1Z, #HF Dnegative cachel
REFSE SR
— ATV —n\hnFryiat—nNIIxHTEHER

RN

e BINDDF+y at—/\Tl&. authorityh 518
MENF-minimumZzIEEAIZET . LREZHRTE
TE5,

— max-ncache-ttl
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+—LH—s\hnegative cachelZ 006
XL =2 EDE ——

o FyyaHd—n
— negative cache DEEMNEA SN Tz, &LV E,
o OAVTUYH—N
— BATRMIICTTLAMEESN TLVELRRISERT 57 74
JLEDTTLAMINIMUMMBSSTTLIZZE Hof=, &LV E,
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B SASu0)

« TTLIZECTHRES 57
« ERRIZERIIZHETE
thomas 1d IN A 172.16.7.153

* $TTILTALITATTEDY—FDRRODTTLD
TIAILNEERTE
$TTL 1d
@IN SQOA thonas. exanple.co.jp...(..)
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19— =
. $TTL
— RFC2308TCEASNT=,

— BINDTIE8.2h 553t i
— =274 F  STTLLBORRIZ/ER,

— IzWvEnamed N ELEEH T,
« BIND9.0.x. 9.1.xTlEITS—IzH 3,
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« SOA®minimum>Z4—JLF
— BIND8.2&YHITIEZDEMNEKEFDTTL,
— BIND8.2 A% Tldnegative cache £ TORFEFFHARIZ
BRNZEHST-,
s 86400EMERFEL TIEULMFARLY,

s BELGVL(DM ) RREREICE T vyiaY—nNE &
#%1B. RCRREREITESL., ELVSERKT,

— BIND8.2LL [ THRRIZEARIIIEE ML, $TTLEAE
[T IEminimumDENEHLND,
e 9.0.X. 9.1.x%kK<,
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LB
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- $TTL

— RFC1912(Common DNS Errors,1996)
o 1~5AMNHEEHY
o MXPA—)LY—/\DA, PTREEEFHEEDIELRRIZ1I~2

BREABED,

— DNSEHEL0OA (VY. BEOLELEHAN)IZEZELE:
o RREZATODBEIEIRAELLS900=15<HNETHHE S LM,
o« A—RNSUHIZIF0ZRTDEH DL,

- BB Y AMLZELONBRERID)RTHELS:
« 600&H900EM3600&MEEFREELMENZ LY,
s SUUROEVDIEREHEILT B8

— 1996 FIZLERNIXARITAETAMKLEHTLNSDD

T.TTLAEZILTEKLV?
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LD HNAL N2 (F )
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* minimum
— RFC2308(DNS NCACHE)
o BFICHERIEEZ LAY, I TIX1200=2053 275> TLNVB,
— BINDS8,BIND9
» max-ncache-ttlD 7 74 JL+[E£10800=38FH,
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FyyladiELA
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e DXy a—/I\DF vy allEH-H>TLES
f=T—A&. ATV —N\AITIEESLELSE
A A

o Tyl ah—/\AITHTIZIE
— namedZ#H/iEHT 5,

— rndc flush(BIND9.2.0 CH4#EE /)
— rndc flushname name(BIND9.3.0 CH4EEIE N)

« rndc flushTnegative cachelZ&>1=1&$RtHZ
T=5
— rndc flushname T R D £ A% 5 %E L THnegative
cachelZBEZA M oT=,
— BIND9.3.0TEER
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B % 3R 50 (BINDIK7E)
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« SOARSTTLORFE DRI
— w(week). d(day). h(hour). m(min)
BEDBEMAFEZHHLLY,

« ARM®MSetting TTLsDIERZ(X

— All of these TTLs default to units of seconds,
though units can be explicitly specified, for

example, 1h30m.
ETHFYR)ENTHS,

— ARM: BIND9 Administrator Reference Manual

Dec/6/2005
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(DERRENS
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(DERREN A
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@ IN SOA ns hostnaster (
2005120601
1h
15m
4w
15m)

« SOAZECIRT 2DITHT(, ) BNEFT 5,
s fDECHTIERMIFLY,
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() DELRERF (=)
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o TH. (&) IFSOADEXD—ERTITALY,

— Parentheses are used to group data that crosses a
line boundry. In effect, line terminations are not
recognized within parentheses.

« RFC1035 5. MASTER FILES; 5.1. Formatd&Y)

0.f.e.d.c.b.a.9.8.7.6.5.4.3.2.1 (
IN PTR gordon. exanple.co.jp.)

HATWWSEWALTES..IET,
— BIND9IZ TZE1-A . BINDSTIEHEMNITT—IZ,
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$GENERATET AL YT47
(BINDIKTE)
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$GENERATE
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« VT3
$GENERATE 193-254 dhcp$ A 172.16.7. %
=1¢=
dhcpl93 A 172.16.7.193
dhcpl94 A 172.16.7.194

dhcp254 A 172.16.7.254
LB,
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$GENERATE(#:Z)
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$CENERATE 193-253/2 dhcp${-192,3,d} A 172.16.7.%
LECE

dhcp001 A 172.16.7.193

dhcp003 A 172.16.7.195

dhcp061 A 172.16.7.253
IZEREN S,
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$GENERATE(#:Z)
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$CENERATE 193-254f 2

st ep

dhep${ - 192, 3, d} 193, 195, 197

Z7tvk 18 <R—X{o,d, X x}
A7t vk 1=193-192

dhc A 172.16.7.[193]

| 'I‘E,_ |
3#T
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serial, comin’ back!
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serial, comin’ back!
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— serial
* 32bit
« 0~4,294,967,295=(2"32)-1
o HABNHDRD2,147,483,647(=(2"31)-D)ED K (EnkY K
=1 AW
* NMDHI2,147,483,647E D (EnkY/NELY,
4,294,967,295M (0,

2004120201
+2147483647
=4151603848

0 2004120201 \| 72949672295
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serial, comin’ back!(¥& )

ErcafBand Towex Inc.

— 4294967295k Y KELIETEIF—IT11 5,

Sep 4 14:43:18 thomas named[35341]: general: error: dns_rdata_fromtext:
localhost:3: near '4294967297": out of range

Sep 4 14:43:18 thomas named[35341]: general: error: zone localhost/IN:
loading master file localhost: out of range

— 2004120201128 ELF=m>1=DIZ
3004120201524 FLTLZELY, reloadL TH
LR

» 3004120201 &YTKE<12004120201 K YT /NETE |
BEITHRE,

« secondarylZV —2ERi%,

« 2004120201IZ5% %,

« secondarylZV —2ERi%,
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serial, comin’ back!(¥& )
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* n=3004120201+(2"31)-1=5151603848>2"32
* N'=n-2"32=856636552

3004120201 < n'

n' < 2004120201

o n 3004120201 (2732)-1 n

— |

2004120201

Dec/6/2005 Copyright© 2005, Koh-ichi Ito, All rights reserved 120

60



ErcafBand Towex Inc.

.
(imil
(JLH
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rndc. key
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named®D EEY—)L
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 BINDS8: ndc
— T7AIWV AT LHRDOUNIXRAS ) oy R
— TCPY vk Y R—bEIN TS A, FREEHEE AL
DT, BEEFEZAHL,
* BIND9: rndc
- TCPY/ vy ZEH
— 2R =B THRAMBET VLR TES,
— TSIGTEEE
e BINDS8TTCPY 7 vh #3158 EIFIER
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rndc
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o mdclERyrT—IFATHIARZXrDnamedIZH
TOERATES,
e rndc.conf
— RIEH
— TIHIEDTHERE
- TIHILEDEE
* named.conf
— mdch DT IEREFLZITHIrvk
— 7O RHIR
o ACE
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rdc(#E=)
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o FYNT—ORBTOTVEANEHRED T, FHE
AVEE,

e BI— RRAISTIEATENIEINL\DTHNIL
— named.conflZcontrols{ R F— kAU REE ML,
— rndc.confBAESZELY,
— rndc.key&EWLVST7AILEED,

 rndc-confgen -a

« named&rndec M A Hrnde.keyES B L TENE

95
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rdc.keyh b &
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e named

— named.conflZcontrols{}AV %z (T [
« 127.0.0.1&:10953/tcpt= 1+ TEL =T
» letc/rndc.key® $2 TEREE
— named.conf@controls{}{Zkey{}M 7% L inet... M
e inet...ICLIzA>THLZIT
« /etc/rndc keyD TS
— named.conf[ZZZDcontrols{}M & (X
o [EEIMAcALDT I ERE/FLRITEHV I EERLIEL,
* rndc

— rndc.confA iz IF [ etc/rnde. keyl 2R E SN =T
953/tcp@IlocalhostIZ7 7t X
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o BIFHMZOHNIL, rndcThamed |27V ERATE

o

— rndc-confgen -aTrndc.keyZ £ f 9 % & . permission
400 THERLT B,

— rndc.confZF T{EH &Z (Lowner,group,permission(Z
FEMDBE,

— (2, HlZ [FwheellZBLTULVD AlEsulLi{THrndc
FERITTETDHLOLEEDA,

— named.confDkey A T—hAVMIEHFENNBE,

o BIFMIZIZkeyRT—h AV N EBYIRT I ERED RN T7AIL
IZYIYH LT, included 3 h5xEHHY.
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15 DHRART
2D MnamedZEFHH 9
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18 DHRAT2DMnamed
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Fyylatr—nNeaTIoYY—NER TN,
TEHRAMDEBUTRKBHELN,

— LBPCHELEY  FreeMOSHZIZLI-ELV->TH...
RECEES T HLaddress in use

)Y —ZADFEEZEEET LN,

— queryz=fFb 2175V 7 vk

— (NndcZEFL2IT5V/7rvk

— B2 named.conf

— E&H 9 named.pid. named.statsii &
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18 DRART2DMOnamed(#i ) 60,
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o INETRASOVYYMEIPTRLRAER—LBES D
THAlENS,
— query= bRt 5 R—FBEEIXE3INLEINEELY,
SIP7RLRZFELR TS,
— ifconifg emO ... alias(FreeBSD)
— ifconfig eth0:0 ... (Linux)
* named.conf
— named -c /etc/named-contents.conf
* named.pid, named.stats. ...
— named.conf® options{}

o ARDTALIR)Y)—IZchroot() LTHKLY,
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localhost&EZ D FRE

private addressD# FRE

link local address®# % &(254.169.in-addr.arpa)

— FhZFhallow-transferc7 2t X %R

— V—VERX [XDNSDEMED HF TIXELVEBERICASD T,
DoSTAYIDY—ILIZIEY B S,

allow-query T7 9t X iR

— localhostx =N T (2,
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AT —IN
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e recursion no;

o allow-transferCiE ] (27 7t X HlR

« zone "." IN {type hint;...};IFE SN,
— BIND9TIIbuilt-inD T —42MNSHBIN 5 H,
— BIND8Tl&fetch-glue no;##ET 5 &,
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« BWHGFETIEDHRAMZ
~192.168.0.1
~ 192.168.0.2

D2DDIP7RLRAZFHRS,
o Xyl aH—/\[£192.168.0.1TiEHT 3,
o OAVTIYH—/NE192.168.0.2TIRHT B,
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Ssa)
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options {
directory "/etc/nanedb";
al | ow query {

WY 4tacl ;
s
all ow-transfer {

| ocal host ;
i

fet ch- gl ue no;
pid-file "/var/run/ named- cache. pi d";
l'isten-on {
192. 168. 0. 1;
1
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controls {
uni x "/var/run/ ndc-cache" perm 0600 owner

53 group 53;

}

zone "." IN{
type hint;

file "nanmed.root";
}s
zone "local host"” IN {
type master
file "l ocal host";

1
# | ocal host %oprivate addressDFRELEE
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options {

directory "/etc/ nanedb";

all ow-transfer {

HH7acl ;

b

fetch-gl ue no;

recursi on no;

pid-file "/var/run/ named-
contents. pid";

l'isten-on {
192.168. 0. 2;
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controls {
uni x "/var/run/ ndc-contents" perm
0600 owner 53 group 53;
1
zone "exanple.co.jp" IN {
type master
file "exanple.co.jp";

i
# BRELELEICELT
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ndc

ErcafBand Towex Inc.

ns# ndc -c /var/run/ndc-cache status

named 8.4.5-REL Fri Oct 1 12:22:57 JST 2004
kohi @s:/.and_mt/ al phonse/ u/ share/usr/local/s
r ¢/ bi nd/ bi nd- 8. 4. 5/ src/ bi n/ nanmed

config (/etc/named-cache. conf) | ast |oaded at
age: Wed Sep 21 11:41:47 2005

nunber of zones allocated: 64

debug level: O

xfers running: O

xfers deferred: O

soa queries in progress: 0O

query logging is OFF

server is initialising itself
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options {
directory "/etc/nanedb";
al | ow query {

B H7zacl ;
1
all ow-transfer {
| ocal host;
b
pid-file "/var/run/ naned-cache. pi d";
listen-on {
192. 168. 0. 1;
1
1
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controls {
inet 192.168.0.1 allow {
| ocal host;
1
1
zone "l ocal host" IN {
type master
file "local host";

1
# | ocal host %oprivate addressD#FERELEL
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options {

directory "/etc/nanedb";
all ow-transfer {
| ocal host ;
} _
recursion no;
pid-file "/var/run/ naned-

contents. pid";

listen-on {
192. 168. 0. 2;
b
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controls {

b

inet 192.168.0.2 allow {
| ocal host ;

}

zone "exanple.co.jp" IN{

¥

type master;
file "exanpl e.co.jp";

# MRELEDLEIZHLT

Dec/6/2005
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ns# rndc -s 192.168.0.1 status
nunber of zones: 1

debug level: O

xfers running: O

xfers deferred: O

soa queries in progress: O
query logging is OFF
recursive clients: 0/1000

tcp clients: 0/100

server is up and running
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STRAIE SASu0)

o ZMEEE® T4 (LInternet Week 2003 DNS
DAYTOHORHBEIADTILEVSHE,
— DNSH—N—DRELHKRTE
— http://jprs.jp/tech/material/IW2003-DNS-DAY-
secure-dns-minda.pdf
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EDN—T30F
FEZIELIN?
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EDN—23 7 FEZIELLN? 900
EroasfBand Tower Inc.

s BICAMNGLTUTTEERAD,
— bind-announce@isc.org
— janog@janog.gr.jp
— http://jprs.jp/tech/

o FN—Tarh)—RENT=6., HETEE AR
ETCVWVELDIEBHRFER T, KX XGL/N\—D3
V797,

— &#FhR TenbugL=r—XtH 5,
« 8.3.0,84.3

s WRAN— 3 DX 74— LR RINT-

HREEIFEHILEIZRS,
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o X2 TAERIZISCOWWWR—DSHR
— http://lwww.isc.org/index.pl?/sw/bind/bind-security.php
o THEI[ZYTTI1XTHL...

— 8.x

. 8.3.7

e 8.4.3~8.4.6(8.4.3IZIXR| DERENHSHD THE-LTILLMFAELY)
- 9.x

« 9.2.3~9.25

« 931

. SEERERRR)DECHEF2) T LEDRM
‘X R DOMoTLVELY,
— BEIhTVAN—2arn5L, I,
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EDN—230FFZ XN (5 E)
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. THEAN—S3L OBECEMEN DL
5. BEFITA—a Ty ILTLERIE?
- E3FE-THRFFFLET L2 BAMEEND (T

» configure --prefix=/usr/local/bind-9.y.z
+ BIND8I&src/port/OSname/Makefile.set TE& E
* In -s /usr/local/bind-x.y.z /usr/local/bind

- BRION\—2aVERFETEDDTYYRLNE,
« XFFHFDOIAVE
- TBRDFESTHN—2avMEETETLENES L,
FTIZPONTNBEIHLDTT
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-u(setuid),-t(chroot)
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named -u
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setuid()§ 347>y

namedZi2 &L T. rootDFEFX L EFIERITE
L1=&ZATIErootiZsetuid()L T. rootDIFEE K

Z95,
namedD 7O REFE - BN T-EEIZ, 1T

Hhh

FOBREOABRZRIRT H&ITKY, EFa)Ta

R LSS,

named.pid&EEHT TsL YR *rndc.key’a &

DTV EAEDRBNDLE,
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named -t
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« chroot()3 %47 av

e named®FO+EXDrootT ALY )ZEKR Y Droot
TALIORM)DSERTLHEIZKY, TEEZDroot
TALOMIKY LG DTALORIIZIETIEART
=LA

e namedDTOFREFE S BLNTI=EEIZ, T7MIL
DATLHRDTIERATESHEZXRET S LIS
KUY, X TosERLESE S,
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-ué-t
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* named -u

— TALIRI DR T7AILDT I RIEDFENBHE,
e named -t

— namedZ(FDTAL IR V) —FEKTE S,
S>-ud-tIETFEMEA WY,
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named -u bind -t /sandboxMZEH(BINDS) S

Towver: Inc.

ACED

chroot()

syslogy/ 7w kopen()
> named-xfer’é E@]

named.pidxEZHL T

chown() named.pidzEFHL T

J 7 chown()
setuid() > syslog’/ /7w ~open()

reload,reconfig
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named -u bind -t /sandboxM FEE)(BINDS:fi =) S9G

« named.pidZZEH T uidh, EE)E % Lreload >
reconfigd LEETELS,

« /sandbox/var/run/log(syslog/ v R) H L E,
— syslogd -l /sandbox/var/run/log(FreeBSD)

e NACHLDT I ERFFEZI(THY 7 ykE
/sandbox/var/run/ndc,

e slavelZZ:%&ZE . named-xferldnamed®¥70
T RELTEEIINS,
— /sandbox/usr/libexec/named-xferhHE,
— /sandbox/usr/lib/libc.so,... BNIHE,
— 3 L<IEnamed-xferZstatic link,
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named -u bind -t /sandbox®# jj(BIND9)
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[ED)

\

syslog/ v open()
chroot()

v
setuid()

i

named.pidxZEEH L
reload,reconfig I named.pii’é%%tljb

rndc.keygdrHiL syslog/ /7y kopen()
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named -u bind -t /sandboxMZ E(BIND9:#:E) 96

- EBEIE% (Xchroot()RilIZopenlog()3 %A\, reload
‘oreconfig® E& (24 openlog() 3 5.

— syslogd -l /sandbox/var/run/log(FreeBSD)

s INEENDL. BEIEZOOVIFIENDDI(Zreload ¥
reconfigLfzBF R TR MNi&ktInb,

 rndc.keyld 21— bindIZEHELNELITELY,
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ErcafBand Towex Inc.

o /procxRE7%L &1 CPUTEILICTLEST=,
— Fedora Core 2+SMP kernel+HTT CPU

o Jetc/localtimeZ R %L EtimezoneAUTCIZA -

TLEWL. logDZA LRZ TR =,
— FreeBSD
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stubL YV )L/,
KL KTIM?
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EDstubL YV JLNEFF-TLNBD

HEELTLNETH? ——
 BIND8®MIibbind
— Jusr/local/bind/libZE EIZA 2 A—ILEN S,
 BIND9®MIibbind

— configure IR ELAG LN OV /RS IILT HEINELY,
OS®libc

— BEMICIEELLEVNE, COATSoorp v En 3,
X aTAfix? 2O UIEERERFTOBINDIFELY
M THILRLKEE!

s
— KELELV
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-
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BhYlz SAsal)

o COTIEREDIEVWVSRASAREANLGNSIFEFE
FoI-HEIXTEEHATLEAD...
o IL—LIT—9RIV—oT—3RERImREBELT
— RFCHRYZa7IILIZENINTVTH,. EohfUR
FEEINFEYLABEIER
— BEDDNS DAY SE VI Ty T LIz, IEFTTIEALY
[+ ERIADIER
— tipst°know how
HBALEL=,
s SEDBEIANDZHOHZIZIATIEISINLILNTT,
e HYUMNESTEUVELT=,
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