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= Winny, Gyao, YouTube, ...

o SNMP

- (5-tuple)
- :NetFlow sFlow IPFIX

° Sampled NetFlow (version 5)




NetFlow

UDP
: TCP
(ORed)
( )
- TCPRST or FIN
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saddr, daddr, sport, dport, proto, ToS, input iflndex
byte count, packet count, start time, end time, output iflndex
TCP flags, next hop, src AS, dst AS
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(Cumulative Distribution Function, CDF)
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° (Complementary Cumulative Distribution Function, CCDF)
- CDF
F(x) =1-P[X <=X]
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Cumulative distribution
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daily per-user inbound/outbound volumes
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° NetFlow
- sport/dport
°83% TCP
protocol port name (%) | port name (%)
TCP * 97.43
(< 1024 13.99) 81 - 0.15
80 http 9.32 25  smtp 0.14
20 ftp-data 0.93 119 nntp 0.13
554  rtsp 0.38 21  ftp 0.11
443 https 0.30 22 ssh 0.09
110  pop3 0.17 others 2.27
(>=1024 83.44) | 1935 macromedia-fsc  0.20
6699  winmx 1.40 | 1755 ms-streaming 0.20
6346 gnutella 0.92 | 2265 0.13
7743  winny 0.48 | 1234 - 0.12
6881  Dbittorrent 0.25 | 4662 edonkey 0.12
6348  gnutella 0.21 others 79.41
UDP * 1.38 | 6257 winmx- 0.06
6346  gnutella 0.39 others 0.93
ESP 1.09
GRE 0.07
ICMP 0.01
others 0.02
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o RBB(residential broadband), DOM (other domestic), INTL (international)

- IP Geo-IP
o SUTFPOINT: ISP
= Digital Envoy Netacuity:
°62%
°90% (RBB DOM)
- P2P
src\dst | ALL RBB DOM INTL
ALL 100.0 84.8 11.1 4.1
RBB 77.0  62.2 9.8 3.9
DOM 18.0 16.7 1.1 0.2
INTL 5.0 4.8 0.2 0.0
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