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BISIKREDIEHE (cont'd)

[0 sFlow T—42%F|BL=#&H

B 10 s EDOFALKEDE I O—RETHEOTNS

Daily Report of Suspected p2p traffic 2005/12/08 00:00:00 - 2005/12/09 00:00:00
THIS REPORT MAY CONTAIN FALSE POSITIVES!

~— down traffic(tcp or udp, except well-known ports, num_of uniq_srcaddrs > 10) -—

dst_addr | fadn_dst_addr | first_time | last_time | nunCof captured—flows | total bytes | num-of unia_srcaddrs |
163.221. 156. XXX 2005-12-08 00:16:54 | 2005-12-08 23:59:08 944 1570404 26
163. 221.170. XX 2005-12-08 00:02:54 | 2005-12-08 23:59:08 217 386790 12
163.221. 146. XX 2005-12-08 12:57:02 | 2005-12-08 20:32:06 127 270591 18
163.221.183. XX 2005-12-08 06:11:58 | 2005-12-08 23:59:08 12 260062 12
163. 221, 130. XXX 2005-12-08 00:41:54 | 2005-12-08 12:11:01 410 103424 21
163.221. 250. XX 2005-12-08 14:09:03 | 2005-12-08 22:37:08 40 58972 28
163.221.238. XX 2005-12-08 00:01:54 | 2005-12-08 23:19:08 62 56994 18
163.221.157. XX 2005-12-08 01:08:55 | 2005-12-08 17:05:04 3m 26405 86
163.221. 157. XXX 2005-12-08 00:58:55 | 2005-12-08 20:25:06 15 20196 14
163.221. 139. XX 2005-12-08 00:37:54 | 2005-12-08 22:14:07 38 17321 18
163. 221. 52. XXX 2005-12-08 19:53:06 | 2005-12-08 22:02:07 96 11418 11
163. 221. 130. XXX 2005-12-08 19:45:06 | 2005-12-08 22:33:08 108 9625 15
163.221. 130 XXX 2005-12-08 00:08:54 | 2005-12-08 22:08:07 14 2256 11
163.221. 170. XX 2005-12-08 00:15:54 | 2005-12-08 23:54:08 17 1049 17
163. 221. 52. XXX 2005-12-08 01:51:55 | 2005-12-08 23:48:08 14 1013 12
163. 221. 246. XX 2005-12-08 11:05:01 | 2005-12-08 23:40:08 22 1010 22
Internet Week 2006 AREIP2P7 T —Sav B D=0 D 33
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XE ‘k ﬁE',O) EI. E cont'd
== | N
— )
— .
O sFlow T—42Z=FAL=&H (cont'd)
i .
B BitTorrent DR—rZ{EH
~— down traffic(BitTorrent (6881-6889/tcp)) ——
| dst_addr | fadn_dst_addr | first_time | last_time | num_of captured flows | total bytes | num_of uniq_srcaddrs ‘I
| |
| 163.221.158. XXX | | 2005-12-08 20:14:06 | 2005-12-08 20:14:06 | 3 1982 | 3]
—_ . > ~ >
®m 1 HIZ1G UEDEHO—
—— mass downloading hosts (>1GB/day) —
’ dst_addr | fodn_dst_addr | first_time | last_time | num_of captured flows | total bytes | num_of uniq srcaddrs |
| 163.221.44.XX | | 2005-12-08 02:28:55 | 2005-12-08 23:59:08 | 2834 | 21181308 | 2]
| 163.221. 157 XXX | | 2005-12-08 00:00:54 | 2005-12-08 23:59:08 | 2794 | 15342698 | 13|
| 163.221.139. XX | | 2005-12-08 00:00:54 | 2005-12-08 23:45:08 | 1665 | 4155397 | 14 |
| 163.221.156. XX | | 2005-12-08 00:00:54 | 2005-12-08 23:59:08 | 1501 | 3933945 | 31
| 163.221.158. XX | | 2005-12-08 00:59:55 | 2005-12-08 22:04:07 | 1316 | 3143420 | 2
| 163.221.157. XX | | 2005-12-08 00:59:55 | 2005-12-08 07:25:59 | 239 | 2631520 | 38 |
| 163.221.157.XX | | 2005-12-08 00:48:54 | 2005-12-08 23:21:08 | 80 | 2173455 | 18 |
| 163.221.126. XXX | | 2005-12-08 00:00:54 | 2005-12-08 23:59:08 | 640 | 1988602 | 17
| 163.221.247. XXX | | 2005-12-08 12:00:01 | 2005-12-08 15:05:03 | 171 | 1846124 | 15 |
| 163.221.156. XXX | | 2005-12-08 00:01:54 | 2005-12-08 23:59:08 | 1046 | 1806954 | 50 |
| 163.221.157. XXX | | 2005-12-08 00:11:54 | 2005-12-08 23:52:08 | 740 | 1769744 | 45 |
| 163.221.38.XX | | 2005-12-08 00:03:54 | 2005-12-08 23:59:08 | 182 | 1322428 | 136 |
| 163.221.157. XXX | | 2005-12-08 00:01:54 | 2005-12-08 23:59:08 | 226 | 1154441 | 79 |
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McAfee IntruShield (Alert Manager)
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McAfee IntruShield (P2P Polic
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McAfee IntruShield (Winny)
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McAfee IntruShield (Response)

[0 Sensor Actions

Edit Atrack Detail for Attack: PZF: Winny Tralli: Detected

Attack | Response | MlertRiters | Notfications
| Enable Alert
Sansor Actions

¥ [nabde TCP Reset:  Sowrce *

Send ICMP Hast Unreachable to Source

[¥] Custonstze Rocking Setting:
| Biloeck Artack {Drop Packets)
Mot AILACKS Can b biockod only whil: Bhe Sensor is fnning in iniie mod,
Fos UDP and ICMP traffic, only the attack packet is blocked. With TCP traffic,

the entire attack flow |s blocked; as a bast practice, McATes recommends that
ol AlS0 L0 thes Enabile TP Reset resnt

This attack is not a McAfee “Recommended for Blocking™ sttack.

[] Fareweall Action: Dy PacKets from Souce I -
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Snort + SnortSnarf

suan SnortSnarf start page

Al Snort signatures
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O P2P 77Uy —I 3> DIBRIK
B P2P 7Y =3 DB NS
B F—n\LARyrT—4H
B U 2 BitTorrent
B ERREENE
O ERHEIN
B ERRYS—IZDT
B FEEREORE
B Winny 3%
O IDS
B IDS EZLLEBN
B IDS Ti{T4->TWAcE
B iR TlE ERICRTHFELLS
O F&o
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IDS TITE- TV, L

O ¥k RGET 2V I DR
B Worm Virus
[0 Bagle, LovGate, MyDoom, NetSky, Sober ...
B BOT (< RoBOT)
O SDBot, SpyBot ...
B BackDoor
O Back Orifice Trojan ...
B PUP (Potentially Unwanted Programs)
O Adware-gain, Adware-MySearch, Hotbar ...
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IDS TfTHE-TLVAZ & (cont'd)

O LU HTTP, SMTP ZE0F—42%FIH
B CCTEOYRLLWT—A2EIE
0 80 HER—KZ HTTP LISt &S
0 25 JER—KZ SMTP LISt 212
O —BRTHTEDOIY VD 80 or 25 BIR—KEED
O 3—o&. BUKITS
B PUP OfTEIN\I—2IZHLEITINS
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IDS TIT/E-TLYHC & (cont'd)

O LUy HTTP, SMTP ZE0OT—4%FIH
B CABRICT—2EMI%T 5L
O Src IP T sort
OO0 Dest port T sort
O Dest port 80 (8000, 8080) & 25 {FikIZiFH
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IDS TfTHE-TLVAZ & (cont'd)

O LUy HTTP, SMTP 057 —42%FIH
B CALCERRATEET
O BE IP hoDEEX HTTP or SMTP ##5it
B Ao DOEANERIEHSNTULSATEESERX
= FHOEALI=- Web R—CDEFE ..
= PC TOFXF—RrO—9% BEAER ...
B HTTP DI5E: BRHETEGEA o= P2P OREEMX
B SMTP D54 : SPAM DFRIETICH-TULVSRIEERERX

B }-3A P2P b Virus B DEKTY
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IDS TIT/E-TLYHC & (cont'd)

O &iAEft7s BOT
B AESNTWEL YT RFYIZ5oh o0
O IRC activity 7o—r&Fz vy
O Fryb—n\homaedRIT TS
O vomhd e
B K=0 SPAM A—JL
B hostsweep (HEEL)
O BCFvyb—NIZEGELTOASLDZ—HITR
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IDS TfTHE-TLVAZ & (cont'd)

O CAGLDERZFET
B skype (LogonProcess, VersionCheck)
B H—FI T UMBHM Robots.txt
O NMEYDBNTRATEET
B HTTP R—hrZ&ERALTz MediaTunnel
O $###Ki%klL Real, MSN, Asahi ...
B Ayt T @ alive (MSN, Yahoo!, AOL)
B hostsweep, portscan
B |Pv6 over IPv4 tunneling
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B EEREOEE

B Winny 3%

IDS
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B IDS TfT-TLSZE

B iR TlE, ERICRTHELLS
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Bifx: T REREICRETHFELELD

OO0 McAfee IntruShield

" B
O HAEKRFDREDIKIR
B

O VPN (OpenVPN or L2TP) ##H T

B TERE
O KRERGASEZET
B Bohi-15$R

O SRz ERHL-EFRICEN TS I
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O P2P 77— 3 DK
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B F—NLARYET—H
B i 2 BitTorrent
B FERFEEE
O EREM
B ERAKRJI—ZDNT
B EEREOEE
B Winny 3%
O IDS
B IDS EZLLEBN
B IDS TfTH-TLSZE
B R Tl ERICRTHELELS

O FEHD
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ORIl or 45111 or [EFRI?
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