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GET IMS (If-Modified-Since)

. GET
@ @
—
Not Modified WWwWw

Pragma: no-cache

WWwWWwW
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e Cache-control (HTTP/1.1)

(no-cache, no-store)
(max-age, max-stale, min-fresh)
(only-if-cached)

(public, private, no-cache, no-store)
(no-transform)
(max-age)
(must-revalidate, proxy-revalidate)
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JPCERT/CC
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— E-Mail NetNews

IP
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2° JUser addr

@ User addr @ Cache addr =——
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WWW
 http_via
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» Apacheserver Proxy Module
- 80 Proxy
» Proxy Checker

— http://cache.jp.apan.net/proxy-checker/
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Squid.conf
acl al s¢0.0.0.0/0.0.0.0
acl manager proto cache object
acl localhost src 127.0.0.1/255.255.255.255
acl SSL_portsport 443 563

acl Safe_portsport 80 21 443 563 70 210 1025-65535
acl CONNECT method CONNECT

http_access dlow manager localhost
http_accessdeny manager
http_accessdeny !Safe_ports
http_accessdeny CONNECT !SSL_ports
http_accessdeny all
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. 44

* 61
— http://cache.jp.apan.net/survey98/
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Hit Ratio

[0 Object
M Volume
OICP

1 1,

0%-10% 10%-  20%- 30%-  40%- 50%-  60%-
20% 30% 40% 50% 60%  70%
Hit Ratio
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Object 40%
Volume 20%
11J4U 36%, 17% (700Kbps), 1SP 30%, 30%
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— Mirror-lmage, CacheFlow, Microsoft
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Proxy Server:
cache.foo.com:3128 @ — < >
&

WWW
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www.foo.com
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wwwO0.foo.com
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http://www.com/1/
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http:/IWWW.COM/2/ ey

http:/Awww.com/3/ /
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www.com
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WebArena
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NEWS(1)

Usenet

News Group

(C) nabe@slab.ntt.co.jp Internet Week '99 Tutorial (12/16/99)

NEWS(2)

News
News Group -
* News Group

T NNTP
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NEWS(3)
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NEWS(4)

— Inktomi Traffic Server
e 1999

NNTP Cache
News Cache
Entra
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— Inktomi, Network Appliance, InfoLibria, Entra
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Sream(2)

e Real Networks
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— [R& D —
Proxy
I

Cache
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Inktomi
Network Appliance
CacheFlow

Novell
Dell
InfoLibria
Entra
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* Web Polygraph (IRCACHE)
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(2)

« IRCACHE bakeoff (March/99)

reg/sec

InfoLibria (large) 1680 (Cluster:4)

InfoLibria (small) 690
Novell/Dell (large) 1500
Novell/Dell (small) 400
Peregrine 620
Squid 96

* 10reg/sec=1M bps(ATRC
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©)

DataCommunication (July/99)

CacheFlow (CacheFlow 5000)
Cobalt (Cacheraq 2)

Eolian (InfoStorm RA2)

Dell (Novell ICS by Dell)
Novell (Novell ICS)
NetCache (Netcache C720)
NetHawk (Nethawk/1.0)

price($)
191,990
2,599
9,200
69,820
293,967
23,125
8,300
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reg/sec
2000 (Cluster:2)
30
70
2300
6000 (Cluster:3)
440
540
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RTT+ICP
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2
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Ej/'
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The Internet

26



Squid + F

— 1M bps

reeBSD

PC+FreeBSD +Squid

— 256 MB

— 3M bps
* 30

- 512MB

— 5M bps
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- CPU

— Squid

(C) nabe@slab.ntt.co.jp

Squid + FreeBSD

Internet Week '99 Tutorial (12/16/99)

CPU
Multi CPU

Internet Week '99 Tutorial (12/16/99)
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* noatime

- LOG
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oS (Log

* Log
— access.log

e ICP+TCP

e 130 byte/

* gzip-9
- 1/5

10

- log: 13M
- log: 2.5M

— store.log

 access.log
— cache.log

(C) nabe@slab.ntt.co.jp Internet Week '99 Tutorial (12/16/99)

28



log

10 access.log
— store.log
10 *130= 13 MB/
Log : 60 MB /
25MB /
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* MAXFILES

- MBUF
* NMBCLUSTERS
- 1024

- 0OS
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cp /sys/i386/conf/GENERIC CACHE
* maxusers 32 -> 256
— options MAXFILES =2048
» options NMBCLUSTERS = 10240

config CACHE

cd ../../compile/ CACHE
make clean

make depend

make

cp kernel /kernel
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— tar-xzf squid-2.2.STABLE5-src.tar.gz
— cdsquid-2.2.STABLES

» ./configure

* make

* makeinstall
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Squid.conf

Squid.conf
acl all sr¢ 0.0.0.0/0.0.0.0
acl manager proto cache_object
acl localhost src 127.0.0.1/255.255.255.255
acl SSL_ports port 443 563
acl Safe_ports port 80 21 443 563 70 210 1025-65535
acl CONNECT method CONNECT

http_access allow manager |ocal host
http_access deny manager

http_access deny !Safe ports
http_access deny CONNECT !SSL_ports
http_access deny all
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Squid.conf

— acl userssrc 127.0.0.1/255.255.255 123.456.0.0/255.255.0.0

— http_accessdeny !users

— http_accessdeny !Safe ports
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Squid.conf

8
Cache_dir /usr/local/squid/cache 800 16 256

1/3
ATRC 512MB
e 100MB Free
cache_mem 80 MB

maximum_object_size 128000
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Squid.conf

* Mall \VETRETES
— ftp_user squid@your.cache.com
— cache_mgr root@your.cache.com

* DNS
— dns_children 5 -> 32
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Squid.conf

abort
* quick_abort_(min|max|pct)

10
maximum_object_size

refresh_pattern
Reload IMS
reload_into_imson
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Squid.conf

forwarded_for off

acl local dstdomain your.com
always direct allow local
never_direct allow all
cache_peer no-query
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Squid.conf

— --enable-icmp
— query_icmpon

— NetDB
« WWW




— Owner nobody
* /usr/local/squid/log
* Jusr/local/squid/cache

* /usr/local/squid/bin/squid -z

— Jusr/local/etc/re.d/squid.sh
* Jusr/local/squid/bin/ RunCache &
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$SQUID/bin/squid -k rotate

sleep 120

mv $SQUID/log/cache.log.0 $ARC/cache $DAY
calamari < $ARC/cache. $DAY > $STAT/stat.$DAY
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/http
URL (ident)
/ mime

942289905.074 537 129.60.215.113
TCP_MISS/200 1949

GET http://foo.com/index.html -
FIRST_PARENT_MISS/cache00.jp.apan.net text/html
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TCP_HIT TCP_SWAPFAIL

TCP_MISS
. ERR_CLIENT_ABORT

TCP_MEM_HIT .
. ERR_NO_CLIENTS

TCP_DENIED .
. ERR_READ ERROR

TCP_NEGATIVE _HIT * Www
ERR_CONNECT_FAIL

- WWW

— HTTP not found (404)
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e Squid

TCP_REFRESH_HIT

TCP_REFRESH_MIS
. WWw

TCP_REF_FAIL_HIT
. IMS
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Log(

— TCP_CLIENT_REFRESH
. no-cache

— TCP_IMS HIT
. IMS

— Not Modified

— TCP_IMS_MISS
. S
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Log(

NONE

DIRECT
« WWW

TIMEOUT_DIRECT

* ICP
PARENT_HIT

PARENT_MISS

SIBLING_HIT
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Internet Week '99 Tutorial (12/16/99)

Log(

FIRST_PARENT_MISS
FIRST_UP_PARENT
SOURCE_FASTEST
CLOSEST DIRECT
CLOSEST_PARENT_MISS
CLOSEST_PARENT_MISS

DEFAULT_PARENT
SINGLE_PARENT
ROUNDROBIN_PARENT
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— pl-checker (proxy latency checker)

 timeout \YE

. pl-checker proxy-server 3128 http://target-url 10
nabe@slab.ntt.co.jp
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(2)

» Multi Router Traffic Grapher (MRTG)

- Router

— Squid
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e Web Chat

(C) nabe@slab.ntt.co.jp

e FreeBSD

Internet Week '99 Tutorial (12/16/99)

— |F Filter + Squid i pf-transparent
e Cisco

- WCCP1.0

— Port redirection
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» PAC (Proxy Auto Config)

— proxy Javascript
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 WPAD (Web Proxy Auto-Discovery protocol)
- PAC URL

» Dynamic Host Configuration Protocol (DHCP)
* Service Location Protocol (SLP)
* Well-known (WPAD)
— http://wpad.your.domain/wpad.dat
* DNS (SRV TXT)
50
* LAN
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 cache peer parent TCP-port | CP-port

 cache_peer sibling TCP-port | CP-port

cache peer_domain
cache _peer_access
neighbor_type_domain
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— PAC
 Super Proxy Script
— proxylndex = Mod (CheckSum(URL), N)

— CARP (Cache Array Routing Protocol)
. URL

» Proxy Array Membership Table
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Proxy-only

— CacheDigest

— ICP
* |ICP
* Multicast ICP
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1)

* APAN Tokyo Root Cache Server (ATRC)
— APAN (Asia-Pacific Advanced Network)

Pentium 11 300MHz 512 MB Memory
9.1GB Disk x 3 (Ultra-Wide 10,000 rpm)
RAID Controller (PCI to SCSI)

— DPT PM3343UW/3+64MB Cache
100BASE-TX
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(2)

Pentium 11 300 Mhz >12 MB memory

64MB Cache

100BASE-TX RAID Controller

9GB (10,000 rpm) Disk x 3
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GB/Day
( ): 20%
( ): 10%
(ICP ):10%
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100 ISec (

30 /Sec (5

3M bps

CPU Usage: 50%
TCP

MBUF
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. (
— Windows Media Broadband Jumpstart initiative

— Content-delivery networks, Caching systems

— DSL access, Cable access

— Content developers and distributors, Internet advertising
services
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Anycast

- ATM?

— IPV6

— GlobalFeed
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Global Feed
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()

e HTTP: moved temporally

e Stream:
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e Akamai
- WWW
— DNS

e |Inktomi

e [nfoLibria
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) Akamai
Inktomi

(WebSpective) InfoLibria

SandPiper
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(Digital 1sland/SandPiper)

* Digitd Idand

— e-Business

e SandPiper FootPrint

— Digital Island

* E*Trade, Cisco Systems, Intuit, Novell, CNBC.com,
Mastercard, Value America, Microsoft
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(Akamai)

* Akamai
— FreeFlow
. FreeFlow
« DNSResolve
— Cisco
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xxX.akamaitech.net D Http://foo.com/index.html

Ej <img src =“Image.gif “>

yyy.akamaitech.net <img sc =* r*tp:// xxx .akamaitech.net

yyy/foo.com/Image.gif” >
zzz.akamaitech.net
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(Akamai)

50
JPIX
— OCN
Linux
Cache Interface Protocol

ISP

* CNN, Yahoo, Apple, Go Network
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— SkyCache
» Akamai

Internet Week '99 Tutorial (12/16/99)

— Edgix  HotMedia
 Déll Internet Caching Appliance

— iBeam
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e Frontier Global Center
— FreeFlow
— Global Crossing

e Adero AderoWorld
NS

e Mirrorimage  instaDelivery

- $1,000 per 1M bps
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Exodus ReadyCache

— Service Metrics Inc(
Intervu
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Exodus
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[ nktomi
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— ->
— WWW -> Stream
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— http://cache.jp.apan.net/people/nabe/pr/IW99/ref .html
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