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|IPsec  Interoperability

IPsec

SWAN, ANX, ICSA, Interoperability Workshops
NTT (98/5,98/9,99/5), vpnops (99/4,99/6)

Manual IKE(shared secret) IKE(X.509)
rekey reboot
VPN  Firewal
VPN Firewal
Firewall VPN
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Firewall
Firewal VPN
Firewall
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BIND 8.2

WAN

VPN NAT

IPsec NAT
VPN
VPN
IPsec  NAT
AH -
ESPonly - ( ESP

11 ( ) NAT
tcp/udp  port 1 N
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Source/Destination | P address, Port , TCP

PPTP/L2F/L2TP

PPTP (Point to Point Tunneling Protocol)
Microsoft Ascend
RAS GRE(Generic Routing Encapsulation)
TCP port 1723
RAS
MPPE RC4 40bit, MS-CHAP
MS-CHAP RADIUS
MSCHAPv2
IPX IP

PPTP  Cisco L2F (Layer 2 Forwarding)
L2TP (Layer 2 Tunneling Protocol)
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PPTP

Windows NT 4.0 Server

LAN “Routing and RAS Update”
Extranet Switch, MN128SOHO/R (
PPTP

Ascend MAX, 3COM Tota Control

Windows NT 4.0, Windows 98
Windows 95 + “DialUp Networking 1.3 Upgrade”

IPsec  PPTP
IPSec PPTP
LAN o)
Remote Access o
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©)
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LAC (L2TP Access Concentrator) LNS(L2TP
Network Server)
PPTP

| Psec/IKE L2TP+IPsec

L2TP

I Psec PPP

Cisco, Ascend, 3COM / (LAC LNS)

Nortel Extranet Switch (LNS )
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SSH VPN

UNIX, Windows, Macintosh

Windows Linux
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517 5200
ISBN4-931356-98-2

384 4500
ISBN4-88135-746-8

VPN/VLAN 430 3600

ISBN4-7561-3191-3
"IPSec The New Security Standard for the Internet, Intranets, and
Virtual Private Networks", Prentice Hall, $44.90, ISBN0-13-011898-2
"Virtual Private Networks", O'Reilly, 180 , 4790 ,ISBN1-56592-
319-7

http://www.netone.co.jp/doc/index.html

PC - -

http://www firewall.gr.jp/docs/

Firewall Defenders
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