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[ ]
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v o
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NAT (Network Address Translation)

° RFC1918
o NAT RFC1631

o NAT
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NAT(RFC1631)

T0:210.xxx.180.60 From: 192.168.1.1

T0:210.xxx.180.60 From: 202.yyy.139.65

210 xxX.180.60 . . 192.168.1.1
From::210.xxx180.60 T0:202.yyy.139.65 202yyy.139.65
Tl
202.yyy.139.65-66 192.168.1.1 / From::210.xxx.180.60 To: 192.168.1.1
102.168.1.1-2 >
NAT BOX
T0:210.xxx.180.60 From: 202.yyy.139.66
~/ ¥—_{| T0:210.xxx.180.60 From: 192.168.1.2
From::210.xxx.180.60 T0:202.yyy.139.66 202.yyy.139.66
Tl
\\/ 192.168.1.2 Client B
NA / 192.168.1.2
I

From::210.xxx.180.60 To: 192.168.1.2
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NAT(RFC1631)

° (NAPT)
— Network Address Port Translation (NAPT)
— RFC2391(LSNAT: )
- |IP Masquerade NAT Plus NATe Advanced NAT...€tc.

— 1024 - 65535
64511

2000/12/18

24



NAPT

° NAT

— NAT
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NAPT

T0:210.xxx.180.60:80 From: 192.168.1.1:2222

T0:210.xxx.180.60:80 From: 202.yyy.139.65:1024

K —— ‘// Client A

210.xxx.180.60:80 . . . . 192.168.1.1
From::210.xxx.180.60:80 T0:202.yyy.139.65:1024 202,yyy.139.65:1024

Tl
192.168.1.1:2222

S

From::210.xxx.180.60:80 To: 192.168.1.1:2222

202.yyy.139.65

NAPT BOX

T0:210.xxx.180.60:80 From: 202.yyy.139.65:1025

7\ '\\ T0:210.xxx.180.60:80 From: 192.168.1.2:2222
202yyy.139.65:1025
From::210.xxx.180.60:80 T0:202.yyy.139.65:1025 Tl
192.168.1.2:2222 Client B
NA / 192.168.1.2
R

From::210.xxx.180.60:80 To: 192.168.1.2:2222
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PROXY

° PROXY
TCP/UDP/IP
— PROXY
°
— PROXY
— PROXY
— PROXY
PROXY

(TCP/UDP
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Web

PROXY

— PROXY

- UDP
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PROXY

URL
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o Packet filter — Stateful Inspection
— CheckPoint

* Proxy — Adaptive Proxy
— Network Associates
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Stateful Inspection

e CheckPoint Firewall-1
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Adaptive Proxy
* Network Associates
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(Private addr)
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NAT Proxy

NAT(L:1)

Proxy (Private addr)
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Internet

Firewall (1)
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Firewall (2)
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— S/Key, SecurlD
— RADIUS

2000/12/18



— Proxy

2000/12/18

|P



vy

2000/12/18



. VPN
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— Windows
— UNIX

— (Windows/UNI X etc
GUI
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— root
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Load balancing
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