IPsec IPv6

(1J )

1998 12 15

InternetWeek 98

()

Internet Week98

1998 Kazuhiko Yamamoto , Japan Network Information Center




1.

2. IPsec
VPN IPsec
IPsec
IPsec NAT
IPsec IKE
IPsec IKE
3. IPv6

IP
IPv6 NAT
1Pv6

&

1Pv6
4. 1Pv6
IPV6 in IPv4
5. Q&A

Internet2
1Pv6



1.

IPsec 1Pv6
IKE( )
1Pv6
2. IPsec
VPN IPsec
TCP/IP

(Encapsulating Security Payload)
(Authentication Header)
VPN(Virtual Private Network)

IPsec VPN(Virtual Private Network)
IPsec TCP/IP
IPsec
IPsec
IPsec
TCP/IP
IPsec

VPN

IPsec

IPv6

IPsec

VPN



SSL

TCP/UDP

1P

IPsec

(O]

S-MIME  PGP-MIME

Socket Layer)

web

TCP

TCP IP

SSL(Secure

Netscape

IPsec






IPsec

VPN
TCP
TCP

TCP

UDP

1P
IPsec IPsec

IPsec VPN(Virtual Private Network)
SSH IPsec
SSH telnet
telnet
IPsec
Virtual Private Network
SSH
telnet FTP
IPsec
PC
SSH
TCP SSH TCP
IPsec TCP
web telnet
SSH TCP

TCP IP IPsec

TCP
TCP



SSH

TCP

IPsec

UDP

TCP 200

TCP SSH TCP

IPsec
IPsec
SSH UDP IPsec
IP

(confidentiality)

(integrity)

(authentication)

(non-repudiation)

(traffic analysis protection)

(denial-of-service protection)

4
SSH S-MIME

IPsec

IPsec



100
"denial of service"
SPAM SPAM
SPAM CM SPAM SPAM
SPAM SPAM

SPAM

100



(1)




(2)

I
L 4 4 bl 1234 ———» 3712 .

|——

)

MAC(Message Authentication Code)

MAC(Message Authentication Code)
MAC



(3)

MAC(Message Authentication Code)

MAC

MAC

(4)

(MAC

)

9

IPsec

IPsec




MAC

SSL

MAC

MAC

Netscape

SSL

MAC

SSL

MAC

IPsec



()

I

MAC

/\/\I

IPsec IPsec
MAC

MAC



IPsec
: AH(Authentication Header)

: ESP(Encapsulating Security Payload)

(Transform)

IPsec IPsec

Netscape

Netscape Netscape

40



web FTP

(transform)

(1)

32

Security Parameter Index

SPI(Security Parameter Index)

SPI(Security Parameter Index)

4

transform SPI

IPsec RFC 3 2410
RFC1825 IPsec IPsec

IPsec



(2) MAC
Message Authentication Code

H(Password+Message) - a719abh80

IPsec

MAC

MAC

MAC

MAC



(3)

0 8 16 24 32

1 1 1
Security Parameter Index A

SPI

Security Parameter Index



20

1763

o

2000



IPsec

AH ESP
IPv6 AH TCP
IPv6 ESP TCP
AH ESP
VPN(Virtual Private Network)
IPv6 AH IPv6 TCP
IPv6 ESP IPv6 TCP
IPsec
IPsec

VPN

ESP IPv6/TCP

AH



IPsec

B« 365

A

l
@<@P, == BEYEE

4

SPD
Security Policy Database

SAD

Security Association Database

IPsec

SA
IPsec IPsec

IPsec
IPsec SA(Security Association)
AH
SPI
Security Association Database
IPsec
PolicyDatabase)
DES H MAC MD5

Association Database) SPI(Security Parameter Index)

SAD

AH

SPI

SPD(Security

SAD(Security



AH SPD SAD
SPD

AH
SAD
+
AH HMAC-MD5 SPI
SAD
SPI
AH HMAC-MD5
SPD

AH

SPD SAD
SAD SPD SPD

SAD

HMAC-MD5

SPI SPI  SAD
HMAC-MD5

SPI

IPsec
IPsec



IPsec

Virtual Private Network

IPsec
IPsec NAT
IPsec NAT
IP :AH
IP - ESP
NAT : IP
NAT IPv4 1 IPv6 NAT
IPsec NAT NAT
NAT
IPv4
NAT
NAT IPsec IPsec NAT
NAT IP
IP
NAT
NAT NAT
NAPT
4 4

TCP UDP



NAPT

TCP UDP
NAPT ESP
NAT
FTP FTP 1P
133.5.
10.0. TCP
NAT 1P
IPsec
1Pv4 NAT NAT IPsec
IPv6 NAT IPv6
IPsec NAT
NAT

IPv6



SA

IKE(Internet Key Exchange)

SA

IPsec

UDP ( )

IPsec SA

SA

SA SA
IKE

IKE IPsec
IKE
IPsec SA

IPsec



(1) IKE Phase I

Initiator Responder
pre-shared-key pre-shared-key
SA1(DES, MD5, pre-shared, g, p)
SA2(3DES, SHA, pre-shared, g, p) >

SA(DES, MD5, pre-shared, g, p)

<€
Xi, Ni g~ Xi, Ni
>
gAXr, Nr Xr, Nr
gAXixXr < g7 XiXr
KEY IDii, HASH-I > KEY
< IDir, HASH-R
IKE SA
uUbP UNIX
IKE IKE
SA SA
IPsec
SA IKE SA
1 2 IKE
IKE
IKE IPsec
IPsec IKE
IPsec
2 SA Diffie-Hellman
Diffie-Hellman B B A
Initiator( )
SAl DES MD5
pre-shared
pre-shared pre-shared

pre-shared



g p Diffie-Hellman

responder

Initiator
Hellman
Diffie-Hellman

g™Xi g Xi

Initiator g™ Xi, Ni

g™Xi g™ Xr
g Xi Xr
Initiator
g™ XiXr
DES

Diffie-Hellman

responder

9

Responder

B

XiXr

"Man-in-the-Middle"

Diffie-
g™ Xi
g Xi
Xr Nr
g™ (XiXr)
A



(2) IKE Phase 11

IPsec SA
Initiator Responder
IKESA IKESA
SAL(ESP, IDEA, SPIi)

SA2(ESP, 3DES, SPlii), Ni, HASH(1) >

< SAL(ESP, IDEA, SPIr), Nr, HASH(2)
KEYMATI KEYMATr

KevmaTr _HASHE) 5 KEYMATI
out ESP, IDEA, SPIr, KEYMATr out ESP, IDEA, SPIi, KEYMATI
in ESP, IDEA, SPli, KEYMATI in ESP, IDEA, SPIr, KEYMATr
2 IPsec SA IKE SA
2 IPsec
SA
responder
IPsec SA
pre-shared
IPsec SA
IKE 1
IKE 1 2
SA
IKE SA

IPsec SA



IPsec IKE

DOI(Domain of Interpretation)

MD5, SHA-1(MUST)
DES

DES, NULL(MUST)
3DES, CAST, BLOWFISH
IDEA, 3IDEA, RC4, RC5

Diffie-Hellman

IPsec IKE
Number Authority)

IANA
2 IDEA
RFC MD5
(MUST)
DES  NULL(

NULL
DES) CAST BLOWFISH

IKE SA

MUST

Diffie-Hellman

IPsec IKE
60 IPsec

VPN( )

IANA

DOl

SHA-1

IANA(Internet Assigned

IPsec
RFC

DES

MUST

IPsec

MUST

3DES(

DOl

DES

MUST



YAMAHA KAME
IKE

IPsec IKE

60
VPN

KAME
IKE
IKE

etc.

60

YAMAHA KAME

IPsec

IKE

60



3. IPv6
IP

CIDR
IPv4
1P
IP or IPng(IP next generation)
IPv4

JPNIC NAT
NAT

IP IPv6

IPv6 NAT

NAT IPv4

IPv6 + IPsec +

NAT



NAT
IPv6
NAT IPsec
IPv6

IPv6

IPv6 + IPsec +



IPv6

2732 =43 - 27N128=3.4 x 10738

TOS
( )
&
IPv4
1Pv6 IPsec
IPv4 2 32 43
IPv6 128
IPv6 IPv4
6
&
DHCP
IPv4
5
1Pv6
1Pv6 IPsec
IPv4 IPsec
IPv4 IPv6

&



(1) IPv4

0 8 16 24 32
Ver | Type of Service
Time to Live
( )
TOS
( )
TTL- (Hop Limit)
1Pv4
IPv6
(2) IPv6
0 8 16 24
Ver |
4 2
255
4

IPvd 20 IPv6

40



IPv4 IPv6 255 255
IPv4 255 IPv6



(3)

IPv4
=TCP
TCP
TCP UDP
TCP UDP
TCP
IPsec
1Pv4 IPv4

IPv6

=TCP

TCP

IPv4

IPv6

IPsec

IPv4

TCP

IPsec



(4)

0 (Hop-by-Hop Options Header)
1 ICPM
4 1Pv4
6 TCP
13 UDP
41 IPv6
43 (Routing Header)
44 (Fragment Header)
50 <IPsec>
51 <IPsec>
58 ICMPV6
60 (Destination Options Header)

ICMP: Internet Control Message Protocol

UDP TCP 6 13
50 51 IPv4 50



()

16

24

8
ICMP

change en-route

IPv4

(for IPsec)

HIPI

64

I1Pv6



(1)

16 4

3ffe:0501:0008:0000:0060:97ff:fe40:efab
ff02:0000:0000:0000:0000:0000:0000:0001

II/II

0 128

16 10

IPv6

0
3ffe:501:8:0:60:97ff:fe40:efab
ff02:0:0:0:0:0:1

0 II::II
3ffe:501:8::60:97ff:fe40:efab
ff02::1
3ffe:100::/16

IPv4 4
1Pv6
1
IPv4
1 3
IPv4

128

CIDR(Class-less Inter-Domain Routing)
IPv6

/0

16

64

10



URL "http://"
Netscape
HTTP

IPv6
UNIX X-Window System

(2)

® EC
1 ——0 @Hé@ B0
G i

IPv6

KAME DNS
IPv6 & DNS
DNS well-known
DNS
DNS



(3)

000
001
010 (was )
011 (was )
100
101
110
111
IPV6 3 8 000
001 CIDR
111

(4) ( )

0000:0000:0000:0000:0000:0000:0000:0001 or ::1

0000:0000:0000:0000:0000:0000:0000:0000 or ::

IPv4

0000:0000:0000:0000:0000:0000:XXXX:XXXX
( ):163.221.202.11

IPv4

0000:0000:0000:0000:0000: ffff:xxxX:XXXX
() =ffff:163.221.202.11

1

IPv4 127.0.0.1 IPv4

UNIX
1Pv6 w1 1



IPv4 IPv4 4

IPv4 IPv6
IPv6
ffff
IPv4 IPv6
TCP UDP IPV6
IPv4 IPv6
UDP TCP IPV6
ffff TCP UDP
TCP UDP ffff
ffff TCP UDP
5)
0 £7) 64 % 128
6800000 0000 0000

() fe80::260:97ff:fe40:efab

0 32 64 96 128

600 0000 oooo|

*

() fec0::1234;260:97ff.fe40:efab
IPv6

& fe80 8



IPv6 &

IPv6

2 2 65,000
IPv6 2

A 1 8 IPv4
fecO



(6)

TLA | NLA SLA

TLA(Top Level Aggregator)
8192

NLA(Next Level Aggregator)
NLA1, NLAZ2,...

SLA(Site Level Aggregator)

3ff3:501:8:1234:260:97ff:fe40:efab

IPv6

IPv4 CIDR
IPv6

TLA

TLA
8,000

8200

NLA



8,200

(7)

ff| | | 0000 0000 0000 0000 0000

@ 0 O N B

32

ff01::1 ( )
ff02::1 ( )
ff02::2 ( )

ff

ffo1l::1

ping ffo1::1

ff02::1 2 ff02::1 ping



2 ping

KAME
IPv6 10
IETF 10

(8)

ff02 0000 0000 0000 0000 0001 ff A

3 I

( ARP)

() fe80::2056:01ff:fe12:3456 - ff02::1:ff12:3456
ff00:0000  ffff.ffff

&
&
&
1)
(IEEE802 )
00:60:97:40:ef:ab
(EUI64 )

260:97ff:fe40:efab

fe80::260:97ff:fe40:efab

ff02::1

ping6

ff02::1

ARP



fe80:260:97ff:fe40:efab - ff02::1:ff40:efab

MAC 6 PCMCIA

3 fffe 1

fe80

ARP



(2)

IPv6

(3)

(to ff02::1)
(to ff02::2)

etc.

+

() 3ffe:0501:0808::260:97ff:.fe40:efab

ICMP




IPv6



(4)

ARP
MAC

ARP
IPv4

IPv6

FDDI

ARP
ICMP

IPv4

ARP

IPv6

IP

IPv6

IPv4

~—~

(ARP

1L

PC

ARP



IPv4
IPv4

IPv4

IPv6

MTU

@ >(®) >O——0

1500 4532 4532

MTU
TCP  MSS(Maximum Segment Size)
1500
MTU 1
MTU
MTU
MTU

IPv6 MTU
1280= 1024 + 256

(was 576)

IPv4 IPv4



FDDI 3

TCP
TCP
1Pv6
1,500
TCP IP
TCP TCP MSS
1,500
TCP MSS
TCP
MTU
1,500
MTU
MTU
1
1Pv6
IPv6 1280 1024 256

MTU

IPv6

TCP
IP

1,500



0 8 £L6 24 32
/Ll
More
TCP ( )
UbP IP
TCP UbP IP
TCP MSS UDP
IP
IPv4 IP
IPv6
ping 1
FDDI 3,000
IP 3,000
1,500

1,500



IPv6
IETF  IPng
http://playground.sun.com/pub/ipng/html/ipng-main.html

Bay Networks, Cisco, 3Com
&

WIDE INRIA
NRL, UNH, etc.

IETF
BSD KAME NRL INRIA
IETF FreeBSD OpenBSD
NetBSD BSD/OS
WIDE 1Pv6
1Pv4
NANOG JANOG 6REN
web www.kame.net
v6
BOF IETF

KAME



4. 1Pv6

1Pv4 1Pv6
IPV6 in IPv4
1Pv6 1Pv4
IPv4 in IPv6
1Pv4 1Pv6
IPV6 in IPv4
v6 v4 IPV4 in
IPv6
1Pv6 1Pv4
IPv4 IPv4 =
[zre|[zra]  [zr][zra] [zpua]
t ¥t 1
DNS 1Pv4
BITS(Bump In The Stack)
oS
1Pv4
I1Pv6
1Pv4 1Pv6
1Pv6 1Pv4 1Pv4
1Pv4

IPv4



(0N

IPsec BITS(Bump In The Stack)
IPsec Windows2000 IPsec Windows98
Windows98 IPsec (O]
IPsec BITS
3COM
KAME web
IPv6 in IPv4
1Pv6 1Pv4 _
IPV6 [ | 1198 |II’1.-E||
1Pv4
1Pv6 1Pv4
TP of MFwRol
1Pv4 IPv6 s F11
1Pv6
IPsec
1Pv6
1Pv4 1Pv4
IPV6 in IPv4
6bone
1Pv6
1Pv4
1Pv4
1Pv4 1Pv6

IPv4



IPv6
1Pv4 1Pv4
IPv6 IPv4
1Pv4

-~ o ¥ I e
(&4 1) 3 ' Tlowe
IEvd f IEvE - 38
i . -fCHP
TP e~ HEH 8 g ) Flewzfl
(SOCKE) o e ;1: VA EREYW
IErd ||| IEvE TCrRtha
. " FLueHL
i
fayor [emedere | gpioes
Teva ||| eve #-EA T IRR
N SR A )
NAT 1Pv4 IPv6
1Pv4 20 IPv6
40 IPv6
IPv6
1Pv4 ICMP
"source quench" IPv6 ICMP
4 ICMP 6
TCP SOCKS TCP over version4
TCP4 TCP4 TCP6 TCP4
TCP6
TCP 6 4

TCP



v4.com

1Pv4
IPv6
1Pv4
DNS

IPv4

DNS

IPv4

NAT

HTTP

IPv6
v6.org
v6.org IPv4

IPv6 ( )
IPv4 ( )

IPv6

IPv4  v4.com v6.0rg

v6e.org IPv6
v6.org IPv6
IPv4
IPv4 IPv6

IPv4

HTTP

telnet

[Ty

vl xom

TCP

DNS

IPv6 IPv4

IPv4

IPv4
DNS



"= i e—%

IPv6 A B

IPv6 IPv4
IPv4 IPv6
DNS



(1) A B

A
IPv4 IPv6( )
B
IPv6 - IPv4( )
IPv4
DNS IPv4
KAME TCP FAITH IPv6
IPv6 &
KAME
IPv6
4
SSH ssh.iij.ad.jp
KAME SSH IPv6
4 1J
NAT A IPvV4
IPv6 IPv6 IPv4
B
IPv4 IPV6 IPv4
IPv6 IPv6

IPv4



) C D

C
IPV6 - IPv4a( )
IPv4
DNS IPv4
D -
IPv4 - IPv6( )
IPv6 C
D D
IPv4 IPV6 SOCKS64
A D
C
B
B IPv4
C
DNS
A
B



5. Q&A

Internet2X
BGP AS
RIPNG OSPF
OSPF IPv6
KAME
AS
RIPNG OSPF
Internet2
APAN
1Pv6
IPv6
NAT
NAT
1Pv6
NAT
6REN v6

RIPNG
BGP4
AS
BGP4
Internet2
1Pv6
IPsec
1Pv6

IETF

IPv6



