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o FEE (Authentication)

o A (Authorization)

o FHE T (Confidentiality)

o SEE ™ (Integrity)

o &A1k (Non-repudiation)
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15 (1-1) ~ ESS-ID D[k ~

o MUAIEB A
Closed System or Network
AT ILABERE

o EELBAR
802.11 ME—a &1L 5
JO—JYJITRMI®LT,
o &L
o ILBITTBM, LRARUXIZ SSID [FANELY
o BHA®D SSID IZTEMT DI5GB DHILE



XT3 (1-2) ~ MAC EBEE ~

o BfrEHRT S MAC PRLR(DYRRM %
EX TE
AP [ZE2RUIZERET 5
RADIUS DY —/N\—[ZKRTFT S
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WE(2) ~ R (YT ERL) ~

o MAC ZRLAMDEEFRILEHE |

o IEFROMAC PRLARIEDANVY L XA LETREHEIZEDIT
HLENWTES !

11a/h GomboGard@F 04T 21|

#4E FERERRE | B3t | uv-2 |

cy b= PASATE RO O AT (R IRTEE S B TEETZIONTED
UL T, SCEOEEERL T E .

# ifconfig ethl down

JOMTrEx [T

11a Hetwork Rate Threshold for Roaming ol Igggg,qﬁp,p,ggoo # |fCO nflg eth 1 hW ether 12 34 56 aa bb CC
T1a Metwork Resi Threshold for Roaming o o
11b Metwork Rate Threshold for Roaming  ~ TEAELBL M) # |fC0nf|g eth 1 up

11b Metwork Fzgi Threshold for Roaming

Locally Adminiztered Address
Map Registers

Metwork Connection

Metwork Mame (SSI00

Power Saving

Roam Configration

Transmit Power Gontrol

ok | weutn |




Xt 5k (2) WEP

o WEP (Wired Equivalent Privacy)
MET (Confidentiality)
xéli (Integrity)
sosl (Authentication)

o What on Earth does this Protect?




WEP AL1E

Lo

o EMLESUERBICER

eV miEhn |
_ ICV =CRC32(Data)
Frame Header Data FCS
Frame Header Data ICV FCS

RC4 (1IV || Key) € (Data || ICV)

Frame Header Kle\g/TD Data ICV FCS
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EX iE=e ET



Stream Cipher

Key = K

=

2 2

Ki Ki
Ci
v v
D—> [Bakign |—> D —>
P

Property 1.

f C=P, @K Then P @ C=K

Property 2:

| f C,=P,® K, and GC,=P,®K,
Then C,©C,=(P,9K,) & (P,®K)= P, ® P,
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WEP® BB =

o EE N 40bit L4550
Brute Force THEN5,

RIITIXIFEALE @iﬁéﬁb\ﬁﬁ(e.g. 104 o
128 bItS)h\*I]J Jﬁbo

o ICV [Z CRC32 #zHWL\TLY%

r

ICVIIIE S IE X R TIEHAHH . CRCEIRILHE

%—El’ﬂﬁﬁf'li?&l,\
HEMATHINTULVELY,

o —DMDEZEEL TS

EALBICRAGES7ILOUXLTHEIDNDE

1"

ERFEIDIXEFLLALY,
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WEP O ] 28 /2 (cont’d)

o2 DEI AN=X LAY
R —)LLEELY,

olV MDZERH /NI N(i.e. 24bit)
PWNAHRESN TULVELY,
JL—LZEZ1EASTIEE . 200

bytes/packet, 10% utilized T 14 BfET
ﬁ*ll NnNs.

ol)7 b/fIAZEXL,.JJ
oFMS %




Bit Flipping Attack

o CRC [& XOR [Zx LTI THS !
CRC (M XOR A) = CRC (M) XOR CRC ()

oM HBDEED bit & set L=Y, clear L1=Y
I HCEIITELLD, bit ZREESHEAH &I
TEH !

0/|0(0|0|0(0]|0

ole—|r |ED|r
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FMS K2

o S. Fluhrer, 1. Mantin, A. Shamir, Aug. 2001
o Key Recovery

o &
A BiEhd RC4 stream DOEFID /N A HI->TLVT,
IV BH5EDEHZiHT-T 155 . Key Byte 5% DIERT
guessT=5
o KT Weak IV: (B+3, Oxff, N)
o key OESIZEHILNALEL!
o 4,000,000 ~ 6,000,000 /\4y~T 40bit WEP %fis%
TZS
o HGAEEIET 1,000,000 /Ny N EE CHESET]
5Mbps, 200 bytes/packet T, 3125 #

14



RC4 [ZHE5eh ?

o ETDHEMEIXH LI, —RRHIZIKIFEA
EEIREZELY

o WEP A58 MDI& RC4 DELNVAZED L
BEAT-DoTH5

o0 RC4 %#1ELEZIXRE

IV 72 MD5 X5 SHA1 T/\w>a19 5
o f5l) SSL or TLS

RO BENAINHIZIE 256 /N(M)ZEETS
o f5l) GTK over EAPOL
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ME(3) ~ WEP Cracking ~

o AirSnort
http://airsnort.shmoo.com

o WEPCrack
http://wepcrack.sourceforge.net

o bsd-airtools

http://dachbOden.com/projects/bsd-
airtools.nhtml
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xf%, (3-1) WEP plus

o Agere 802.11b Firmware 8.10 or
later

Weak IV Z#(+5
=D IV EZ5UF LIZRDS
o Al)wyhk
FMS IZ (TN
o T A)yhk
IV DZERZEHIZINET S
Fv Ty MKE
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802.11 M&E:

o WEP Z{#5 !

STA AP AP (% Challenge
(128bytes) X H
v y
T STA [dENn% WEP T
Auth-Req Seq#1 5=1bLT AP ~xd
> AP [FZEDTL—LDE
Auth-Chal Seg#2 ASUEFTYY

__________________________________

> | WEPTORES L

Auth-Result Seg#4
>
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802.11 Authentication Management Frame

2 2 6 6 6 2 0-2312 4
Frame | Dura- Dest Src BSD Seq Frame FCS
Cont’l | toin Addr Addr ID Ctl Body

Algo- | Trans | Status Challenge
Rithm#| Seq# | Code Text
2 2 2 128
N\
e
BE%0
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IV

KEZD2

AP
STA
= A = ]
T~
Auth-Req Seg#1

Ilb\'%\ Uj ES:E;

Auth-Req Seg#1
> <
Auth-Chal Seqg#2 Auth-Chal Seg#2
< — >
e — S
Auth-Resp Seg#3 Y K
_______________________________ » | — KeyStream ™
Auth-Result Seq#4 e N
< Auth-Resp Seqg#3 ;
Success! . < ,5 I/\\/
Auth-Result Seqg#4
>
Success!!
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WEP Is completely broken!!

*M E'l‘é- %é’l‘i EIL‘.\E




x5 (3-2) 802.1X

o Port-Based Network Access Control
o a.k.a 802.l1laa
o MEIE A —H—AR—X | TEBALELELD !
o BEEENTHAZTIRHILED !
EEHEDORT—ZE)T4—
eIt ARDIEEMEZETFSITS ]
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802.1X MDFERER

STA AP RADIUS
== Ilz
L *
PAE PA?\ [TTT]
Supplicant Authenticator Authentication
Server

< AN
EAPOL RADIUS
v\J /v
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802.1X M EYE

- [
&
-
Supplicant ‘\Authenticator rr AUh
Server
Start >
¢—— EAP-Req/Identity
——— EAP-Resp/ldentity > |dentity ———pt
A a
< _ _ P
- Supplicant authenticates Auth Server )
e )
< =
= Auth Server authenticates Supplicant )
—— EAP-Success
v
v« _ad
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TLS (Transport Layer Security)

o TLS Version 1.0
a.k.a SSL version 3.1

o Certificate ~N—X

o 4 TLS ?7?
A RS
tyia i
IGLZ(TANGN TSN

T
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EAP (Extensible Authentication
Protocol)

o PPP Mo EFEN=TAMIIL
B i’y Request — Response #@7Orajl
o CHLETHLLBRLGEIENTES

MD5 (4)

EAP-TLS (13)
EAP-Cisco Wireless (17)
EAP-TTLS (21)
EAP-3Com Wireless (24)
PEAP (25)

MS-EAP-Auth (26)

26



EAP Type

EAP Open/ Mutual | Authentication Credentials Key User
T Propriet Auth Material | \ame RFC
ype | Froprietary | Al Supplicant | Authenticator | Vat€M30 10 clear

MD5 Open No Username/Pwd None No Yes 1321
TLS Open Yes Certificate Certificate Yes Yes 2716
TTLS Open Yes Username/Pwd | Certificate Yes No IETF Draft
PEAP Open Yes Username/Pwd | Certificate Yes No IETF Draft
LEAP | Proprietary Yes Username/Pwd None Yes Yes NA
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WPA ) B#E

o KB HBIMESS T4 D HERR

o A—H—R—XNiE;

o DEMEYR—r9 5L

o B A—H —-tyia - N\rybEDH
b

O FREEH—/\—ZFRELLGIN &

o0 2003FFIZFIATIgEIZGEHTE

o YD TFT7vITYI L—FAEE
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WPA (Wi-FI Protected Access)

o0 802.11i Y Ttvhk
O &L

802.1X + EAP
o MEM (lES1t)

802.1X ERIBEEC 0
TKIP

o SEE
Message Integrity Check (MIC) “Michael”
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WPA XTvJ

o TIYLIT—avth—in\E)T4—DHER

o0 802.1X FBiEE PMK (Pairwise Master
Key) D EL

o TK (Temporal Key) DEH
o GK (Group Key) DE&EH
o BBILHLUVEESHFI VY
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TIVI—a s —I\EYT4—
d)ﬁEnm\

= <
Supplicant Authenticator
Probe Request >
< Probe Response + RSN |E
802.11 Open Auth Request >
< 802.11 Open Auth Response
Association Request + RSN |IE >
< Association Response (success)
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802.1X 2if& PMK DERfH

- [
|| — ;
. — . Auth
Supplicant Authenticator T
Server
Start >
¢—— EAP-Req/Identity
——— EAP-Resp/ldentity > |dentity ———pt
A a

< _ _ P

- Supplicant authenticates Auth Server )

e )
”ﬁé = _ _ S ”%9
PMK | Auth Server authenticates Supplicant J pmK

—— EAP-Success
v
v« _ad
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Temporal Key WEH ~ 4 way
handshake ~

Supplicant Authenticator

T

MK PMK
e ghonce < Alones 2

[ EAPOL-Key (ANonce)

EAPOL-Key (SNonce, MIC, RSN [E) —J»

[PTKJ

<4—— EAPOL-Key (ANonce, MIC, RSN |IE) ——
| nstall keys

EAPOL-Key (SNonce, MIC) ——p
v v Install keys
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Group Key MEH ~ 2 way
handshake ~

Supplicant Authenticator

P ,,

Lo
e

[ GTK ]
14— EAPOL-Key (GNonce, MIC, IV, {GTK} ) ——
‘ EAPOL-Key (GNonce, MIC) ———p» ‘

v v
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Pairwise Key Hierarchy (for TKIP)

Pairwise Master Key
(PMK)
256 bits

Pairwise Transient Key (PTK)
512 bits
EAPOK-Key EAPOL-K ey Temporal-K ey Data
MIC Key Encryption Key 128 bits MIC key
128 bits 128 bits 128 bits
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Group Key Hierarchy (for TKIP)

Group Master Key
(GMK)
128 bits

Group Transient Key (GTK)
256 bits

Temporal-K ey Data

128bits MIC key
128bits
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PRF (Pseudo Random Function)

H-SHA-1(K, A, B, X)

— HMAC-SHA-1(K,A|[O]| B || X)
PRF- n(K, A, B) = PRF(K, A, B, n)

wheren be 128, 192, 256, 384, or 512

PRF(K, A, B, Len)
for i < 0Oto(Len + 159)/ 160 do
R« R||H-SHA-1(K, A, B, i)
return L(R, O, Len)
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PRF® {5 FH I

o Nonce

PRF-256 (Random number, “Init Counter”,
Local MAC Address || Time)

o PTK for TKIP

PRF-512(PMK, “Pairwise key expansion’,
Min(AA, SA) || Max(AA, SA) || Min(ANonce,
SNonce) || Max(ANonce, SNonce))

n = 384 for CCMP, WRAP and WEP

o GTK for TKIP

PRF-256(GMK, “Group key expansion”, AA ||
GNonce)

n = 128 for CCMP, WRAP, and WEP
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TKIP (Temporal Key Integrity
Protocol)

o IV ZEfE M YL5R (24 -> 48 bits)
o IV —F U RNEDHTE
o Per-packet-mixing Function

o Michael MIC (Message Integrity
Code)
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TKIP Frame Format

rES1bxt
< EeExR >
4 4 >=1 8 4
IV /Key ID Extended IV Data MIC ICV
| dummy N Tl
RCaKeyRrCaKey RCAKey | Resy'd! ! ! TSC2 | TSC3 | TSC4 | TSCS5
[0] [1] [2] e
1 1 1 1 1 1 1 1

Bit 5is set and

Bit4is

cleared

Extended IV flag
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Per-packet-mixing function

TKA@%%ZD

TA

V16

V32

TTAK

80 bits

N by ~
e —
| - 4

WEP$

128 bits _ 6?
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What's Michael ?

o Niels Ferguson [C&>TEAbNT-Ayvt—
FADTANEHD—1E

o 8 octets @ hash [EZ4£RL

o MSDU [ZxLTiThhd

o SFoLNovNIL,

Destination MAC address

Source MAC address
Data

42



Why Michael ?

o BEZbMNT= CPU HA4U)LIXZED
MD5 4> SHA-1 (&{#EZ 4Ly
HEEFEEICESDELHY

o BT LEDT—ILIE 20 bits DREZFD

&

REMONTNDOROEALGHET 2729 A
DAyt —oFFEoI-EN ST

o Countermeasure HHE
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Michael Countermeasure (AP)

o Multicast Frame @ MIC Failure

1) Group Key T, VILFFT Y RAFDEEZFIED.
04 #E28kL . blackout timer (60f)) B89 %,

2) blackout FIZHE MIC failure AdH-1=15E8 (%,
blackout A\ Z(T5E T Group Key DERZEFD,

3) 2 way handshake [Z&% Group Key D4R,

o Unicast Frame @ MIC Failure
1) A4 %528 L . blackout timer (60%)) %A,
2) 802.1X ZL—LUNDEZEERA YT,
3) blackout FIZEE MIC failure A’H o155 (.
blackout H\fi#(T5FE T Pairwise Key DA KEFD,
4) 4 way handshake [Z&% Pairwise Key DA Rk,
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Michael Countermeasure (STA)

o Multicast Frame @ MIC Failure
1) Group Key DHIFk,
2) Access Point [ZHTLLY Group Key &#JJ I Xk,
3) B DEEH

o Unicast Frame @ MIC Failure
1) 802.1X FL—LUNDIL—LDZEZIEFRMT,
2) Access Point [ZHiLLY Pairwise Key &)Y T Xk,
3) B MitEk,
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Is Michael subject to DoS ??

1'l'

O "__I:IHH E’]‘ li_f

o EIFIZIEB LU EmE
IV replay protection Zm 1< Y,
ICV DF 7% N\ALEITNIEESELY,

o LHEFHHEL DoS NHAHL ALY !
Disassociation or Deauthentication K%
RF jammer
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PreShared Key (PSK) Mode

o RADIUS Z#{HRALGWL(HETELGWMIEEZETE
Hr—Ld1—R

0 802.1X CEHLTCW-EnZ=FHHXETHRE
2
PMK Dfdfh

802.1X LIfEMENE(4 and 2 way handshake, #®
BH . TKIP, %) [ non-PSK BFERE#H

o PMK (256bits) & AP, STA MAIZEE
o Pass Phrase M5 256 bits PMK 49 5
DHREFEBRFRTE

PKCS#5 PBKDF2 (Password-Based Key
Derivation Function)
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WPA PSK [EZEH? ~active attack 5~

o (WEP ERIFR) T ABIIZIX per-user T
@R TESH, (CNEF- WEP LRI#R)IF
FELTHDEETESS NTHED PSK %
L3
PSK ZHI> T\ (EthDI—F—Dr5 71y
gliﬁanJL—C%%)
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WPA PSK [ZZ&ZEH ? ~passive attack #F~

o PSK = PBKDF2(PassPhrase, SSID,
SSID length, 4096, 256)

o Pass Phrase : 8 ~ 63 X =
o n X0 Pass Phrase DI hAE—
2.5* n+ 12 bits

64bit DI rOE—ZFA5-HIZIX21XFIE
E.104bit DI rOE—ZBBIZIX37XFE
*EFE_LZ‘E
o +9EEEMNEL Pass Phrase #{E5&
dictionary attack AJEE !
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PSK In IPsec vs PSK in WPA

o IPsec M PSK [LEREEIZLAMEDZZLY !
B[ H<ET DH BRI K>THLND
{%IZ PSK M523 >TLVTH. passive IZ decrypt 35C
EIEXTEE

o WPA M PSK (PMK)IZEBDAERKIZEEET S

PTK = PRF-512(PMK, “Pairwise key expansion”,
Min(AA, SA) || Max(AA, SA) || Min(ANonce, SNonce)
|| Max(ANonce, SNonce))

Nonce [E7VIIT—L 3 VBFIZRBINS
ThZERYEMALTLE-T=5 deassociation attack
THNIERLY!

50



Pass Phrase i ® WEP key 4 fX

o BRETIHGLD, BZLDARUFT —MNEELT
L5
o LCG-based derivation for 40bits key

o MD5-based derivation for 104bits
key
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Linear Congruential Generator

o LCG (m! a, b1 yO) “ Yn+1 — a ™ Yn +
b (mod m)
m, a, b, y, [FEE (EAFEFRESDED
L)
0 ZLDFA473)D rand() THEHLNTLVD
o LCG (231-1, 7°=16807, 0, seed)
aka MINSTD
Microsoft
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40bit Key Derivation from Pass Phrase

p| |y |M
pls|s|a
s|lal|r |h
||l
2 2

seed

32 bits

20[g]
fRyYIRL

32 bits

34

f8

a9

27

61

b

/f

&

a3

35

59

c3

f3

/f

6a

3e

a3

59
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IhAE—DIET (1)

M1y P
als|s|p
hir|la|s
o lel] ||

vV Vv
32 bits

o Seed D% octet M MSB [Fi49 0 (2755 !
0 00:00:00:00 ~ 7f-rf:7f: 7t
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I MAE—DOET(2)

34

f8

a9

27

61

b

/f

2

ab

a3

35

59

o Seed O Bit 24~31 (&}
© 00:00:00:00 ~ OO:ff:ff:ff

:JEIRER
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FEERRAIC

0 00:00:00 ~ 00:7f:7f:7f (21bits) M
S—REFARNIEEL !

o MBYKE(ZX I St 1A 40 bits M
21 bits ~DET
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WEP®DfE=E R (FB15)

o #EE N 40bit &=L
o ICV [Z CRC32 Z#HULYTL\4
o —DDREEFELERITH

o SEDERAAN=X LH ALY

o IV MZEMEA /NN (i.e. 24bit)
o JIUAILEEIZE N

o FMS K%
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802.11i (a.k.a WPA2)

o CCMP (Counter-mode with CBC MAC
Protocol)

AES HVEITEE
o WRAP (option)
o TKIP (option)
o Secure IBSS
o Secure fast handoff
o Pre-Authentication
o Security Capability Discovery
O ...
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CCMP

o Counter-mode CBC-MAC Protocol
AES % “Counter mode” TlEF
AES T “CBC-MAC” 35t&E

o BFLEEA MR ZRIFICEIRT S !

o RFC 3610
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Counter-Mode

O O O

Counter O

l

E
po\ 4R CC\)
>0

Counter 1

l

E
plmc

V=

N
-~V

E%1t%é<ﬁﬁ7°ntxfﬂ

i{f 51 1b BT BE
SR LTIER

ZRIZETELTHITS

Counter 2

v

E
p2\ /4R C%
>0~

o HAyt—olx7avsH4A4XIC

ELAZL
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CBC-MAC

pO pl pl pn
NV A4 A4 NV
v —>@ > > > D
NV A4 A4 NV
E E E E
[ ] [ ] [ ]
A4 \V/ \V/ A4

cO cl c2 cn (MAC)
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WEP, TKIP and CCMP

WEP TKIP CCMP
Efm?)l/j‘u RC4 ~ca AES
104 (encrypt
#E (bits) 49, 112084 e ((aut%p ) 128
IV (bits) 24 48 48
b CBOES | CcRC32 Michael cCM
Eyﬁﬁm%é &L Michael CCM
Anti-Replay- L U .

Attack

62




O DAV LRIIELRE??
A AN
o BL.FELVAZENE
o SHIAVLRZE->THARLX"?
YES!
o EULZVAZFRLETNIE
EE (- TLS !
o AEIFBLZEILITED
[ERcaFEJAN
ISR AN
+ R IR E - TES !
o MR ETFNTFIZEEZAELD !
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i

anj

h —
A

Ee
=

AES
AP
CBC
CCMP
CFB
CRC32
DoS
EAP
EAPOL
ECB
ESS
FCS
GK
GMK
ICV

IE

v
LCG
LEAP
MAC
MD5
MIC
OFB
PAE
PBKDF

PEAP

Advanced Encryption Standard
Access Point

Cipher Block Chaining
Counter-mode CBC MAC Protocol
Cipher Feedback

Cyclic Redundancy Check 32bits
Denial of Service

Extensible Authentication Protocol
EAP over LAN

Electronic Code Book

Extended Service Set

Frame Check Sum

Group Key

Group Master Key

Integrity Check Value
Information Element
Initialization Vector

Linear Congruential Generator
Lightweight EAP

Message Authentication Code
Message Digest 5

Message Integrity Code

Output Feedback

Port Authentication Entity
Password-Based Key Derivation
Function

Protected EAP

PKCS

PMK
PPP
PRF
PRNG

PSK
PTK
RADIUS
RC4
RSN
SHA1
SSID
STA
TA
TK
TKIP
TLS
TTAK

TTLS
WEP
WPA
XOR

Public Key Cryptographic
Standard

Pairwise Master Key
Point-to-Point Protocol
Pseudo Random Function
Pseudo Random Number
Generator

PreShared Key

Pairwise Transient Key
Remote Access Dial-Up System
Rivest Code (or Cipher) 4
Remote Secure Network
Secure Hash Algorithm 1
Service Set Identifier

Station (client)

Transmit (MAC) Address
Temporal Key

Temporal Key Integrity Protocol
Transport Layer Security
TKIP-mixed Transmit Address
and Key

Tunneled TLS

Wired Equivalent Privacy
Wi-Fi Protected Access
Exclusive OR
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