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Intrusion Detection System (IDS)
Q (IntrusionDetection)




(Misuse Detection)

(Anomaly Detection)

(HostBase)

o DragonHostSensor RealsecureServerSensor
(NetworkBase)

o DragonNetworkSensor Snort
RealsecureNetworkSensor




( ) Snort
Bagle

alert tcp $SHOME_NET any -> $SEXTERNAL_NET any (
msg:“Suspicious virus warnning v2 !1”;
content:“Attached file";

content:"password™;)

alert tcp SHOME__NET any -> $SEXTERNAL_NET 25 (
msg:"'Suspicious virus warnning v1
content:"Hello user of Go.jp™;)




192.168.0.0/16
TCP

192.168.0.0/16
/ 25 SMTP
A

AN N
alert tcp 192.168.0.0/16 any -> 1192.168.0.0/16 25

(msg:“Virus warnning";content:"Hello user of co.jp";)
—

N

# (C) Copyright 2001,2002, Martin Roesch, Brian Caswell, et al.
# All rights reserved.

# $1d: icmp.rules,v 1.18 2002/08/18 20:28:43 cazz Exp $

Hemm
# ICMP RULES

# Description:

# These rules are potentially bad ICMP traffic. They include most of the

# ICMP scanning tools and other *"BAD" ICMP traffic (Such as redirect host)
#

# Other ICMP rules are included in icmp-info.rules

alerticmp SEXTERNAL_NET any -> $HOME_NET any (msg:“ICMP ISS Pinger”; content:*|495353504e475251]”; itype:8;
depth:32; reference:arachnids,158; classtype:attempted-recon; sid:465; rev:1;)

alerticmp SEXTERNAL_NET any -> $HOME_NET any (msg:"ICMP L3retriever Ping"'; content:
"ABCDEFGHIIKLMNOPQRSTUVWABCDEFGHI"; itype: 8; icode: 0; depth: 32; reference:arachnids,311; classtype:attempted-
recon; sid:466; rev:1;)

alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"1CMP Nemesis v1.1 Echo"; dsize: 20; itype: 8; icmp_id: 0;
icmp_seq: 0; content: **|0000000000000000000000000000000000000000] **; reference:arachnids,449; classtype:attempted-recon;
sid:467; rev:1;)

alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"1CMP PING NMAP"; dsize: 0; itype: 8; reference:arachnids,162;
classtype:attempted-recon; sid:469; rev:1;)

alerticmp SEXTERNAL_NET any -> $HOME_NET any (msg:"ICMP icmpenum v1.1.1""; id: 666; dsize: 0; itype: 8; icmp_id: 666 ;
icmp_seq:0; reference:arachnids,450; classtype:attempted-recon; sid:471; rev:1;)
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IDPS

Target Based IDS
UTM (

SIM (

PFW(

)
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= IDPS (Intrusion Detection
a

Q

Prevention System)

| TargetBasedIDS

o Linux+Apache

Nimda

Windows+IIS

MBSD Snort-JP
http.//www.snort.gr.jp/docs/N+12005SnortBOF.pdf
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UTM (Unified Threat Management)

a

IDS/IDPS /
(HTTP SMTP)

o UTM

SIM (Security Information Manager)
o UTM

a
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0S
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BOTNET

1 BOT

HTTP Controlled DDoS Bot Description:

This bot is quite ungiue, | haven't seen it done
anywhere. Basically it's a trojan which works from
the internet, and not through a mIRC server. This
program downloads all the required settings it
needs through a HTTP server, note: all the settings
are encrypted using my very own developed,
secure 3-bit encryption.
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'BOTNET

= BOTNET

'BOTNET

(

)
BOTNET
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= PEW
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2 UTM(

) SIM(
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a ISBN479731253X
The mosy psychoid

o http://www.psychoid.net/
Snort The Open Source Intrusion Detection System

o http://www.snortorg/
Network Attack Visualization G. Conti; DEFCON 12; August 2004.

o  http://www.rumint.org/gregconti/publications/20040731-DEFCON-12-Conti.ppt
MBSD Snort-JP

o http://www.snortgr.jp/docs/N+12005SnortBOF.pdf
Target based IDS review and discussion in Information Security

o http://infosecuritymag.techtarget.com/ss/0,295796.sid6_iss306_art540.00.html
Pigeye Snort TargetBasedIDS SFC

o http://sourceforge.net/projects/char-siu/

o http://www.vogue.is.uec.ac.jp/-koike/security/CSM.pdf
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