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SSID

= MAC

= WEP

802.1X

= WPA

WPA2 / 802.11i
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WEP (Wired Equivalent Privacy)

|
o) (Confidentiality)
o) (Integrity)
o) (Authentication)
|
o What on Earth does this Protect?

e

| IcV
ICV = CRC32(Data)
Frame Header Data FCS
Frame Header Data ICV FCS
Tv=24bit |
+ +
KeyID = 2bit S RC4 (IV + Key) €D (Data + ICV)
Frame Header Data e FCS
Key ID
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WEP v

A 2003 9

IV 24

LAN

C 2004 9

INTERNET WEEK 2006/12/06

Copyright © 2006 Fivefront Corporation, All Rights Reserved.

. daaaa

o i.e. 24 WPA 48
WPA

o IV e.g. WEP
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" S
Stream Cipher

i)
|
>

Key = K

AN
7

,,

Property 1: If C,=P, @K, Then P,;® C,= K,

Property 2: If C,=P,® K, and C,=P,0K,
Then C,®C,=(P,®K,) & (P, ®K)= P, ® P,
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= WEP
. IV (KS)

= (M@ KS)D (M, DKS)=M, © M,
o M; M,
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= S. Fluhrer, I. Mantin, A. Shamir, Aug. 2001
= Key Recovery
|
o RC4 stream
o IV Key Byte 5% guess
n Weak IV: (B+3, 0xff, N)
= key o
= 4,000,000 6,000,000 40bit WEP
m 1,000,000
o 5Mbps, 200 bytes/packet 3125

-
WEP Cracking Tools
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bsd-airtools (dwepcrack)

o d-airtools.html
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AirSnort
http://airsnort.
shmoo.com

http://dachbOden.com/projects/bs
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o IV

o Weak IV
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o WEP

= RCA4
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SSL/TLS WPA TKIP

RC4

SSL/TLS

256
GTK over EAPOL
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Korek
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= PoC “chopper” posted by Korek in Aug. 2004

n “Korek “

= FMS Key Recover

||
o Aircrack
o WepLab
o Airsnort
(@)
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Korek

m FMS
Korek 10 20 WEP

o Active Attack
e.g. aircrack aireplay

= 10 104bit WEP
o 802.1X
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" JE RIREASS -
Korek

= FMS

[ |
o FMS
o Korek 10 20
[ |
o Korek
= aircrack WeplLab AirSnort
o e.g. AirSnort e.g.
aireplay
= ARP Injection 104 WEP 10
O 802.1X
n MIMO
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= aircrack

o http://sid.rstack.org/videos/aircrack/whax-
aircrack-wep.html
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WEP

m 40bit
o Brute Force
O

= ICV CRC32
o ICV

o
o MAC
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e.g. 104 or 128 bhits)

CRC
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WEP

o} 1
utilized 14

nFMS Korek
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(cont’d)

l.e. 24bit
200 bytes/packet, 10%
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= Good Bye WEP!
o What on Earth does this Protect?
o 802.1X rekey

= Hello WPA / WPA2 aka 802.11i
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2003
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WPA (Wi-Fi Protected Access)

= 802.11i
o 802.1X + EAP

802.1X
TKIP

O

@)

o Message Integrity Check (MIC) “Michael”
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= 802.1X PMK (Pairwise Master Key

m TK (Temporal Key
m GK (Group Key
|
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TKIP (Temporal Key Integrity Protocol)

m IV 24 -> 48 hits)

m Per-packet-mixing Function
= Michael MIC (Message Integrity Code)
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Per-packet-mixing function

§TA MAC
— LIVie: IV 16

1IV32: IV 32 ;
i TTAK: TKIP mixed Transmit :
Address and Key

128 bits

| ivie | 1va2
|

WEP
IV + RC4 key
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WEP vs TKIP with RC4

A A

WEP | WEP |WEP|WEP | WEP | WEP | WEP WEP | WEP | WEP | WEP | WEP | WEP
- IV[O] | IV[1] | IV[2] | Key | Key | Key | Key | Key | Key | Key | Key | Key | Key | Key | Key | Key
[0 | (A1 ) [2 | [3] | [4 [ [5] | [6] | [7] | [8] [ [9] [[10]][21]][12]

/\/
P RC4 PRNG n C——> | Key Stream
/\/

WEP |WEP |WEP | WEP|WEP | WEP | WEP | WEP | WEP | WEP | WEP | WEP | WEP | WEP | WEP | WEP
— |Seed|Seed|Seed|Seed|Seed|Seed|Seed |Seed Seed |Seed|Seed | Seed [ Seed | Seed|Seed | Seed
[0] | [4] [ [2] | [3] | [4 | [51 | [6] | [7] [ [8] | [9] [[10]|[11]][12][13] ] [14] | [15]

Y Y
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What's Michael ?

= Niels Ferguson

= 8octets hash
[ |
o Destination MAC address
o Source MAC address
o Priority
o Data
= MIC Key
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Why Michael ?

- CPU
o MD5 SHA-1

O

E 20 bits

= Counter-measure
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TKIP

[LEE Y]
FIVEFRONT

< >
4 4 >=1 8 4 4
MAC
hdr IV /Key ID Extended IV Data MIC ICV FCS
i Bit5is setand \ el
' Bit4is cleared AN \‘\,\
WEP i
TSCL | geed1 | TSCO | Resvd; || TSC2 | TSC3 TSC4 TSCES
1 1 1 1 1 1 1
‘ ’ dl | -
| »
V16 V32
KeylD
Extended IV flag
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PreShared Key (PSK) Mode

= RADIUS
O
= 802.1X

O

o PMK

o 802.1X (4 and 2 way handshake,
TKIP non-PSK

= PMK (256bits) AP, STA
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= 40bit

o 104 Brute Force

m|CV CRC32
o Michael MIC
o MAC
o MIC Key

0 802.1X PMK
o PSK
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WEP (cont’'d)

0 802.1X
o PSK

ulV l.e. 24bit
o 48

oV

nFMS Korek

o TKIP  key mixing function IV Key
Stream
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WPA(TKIP =

TKIP  WEP

B 2004 9
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WPA(TKIP)

33

n l.e. PMK?

@)
o PSK
] WPA-PSK
|
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Group Key

BSS
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Group Key

- BSS
Group Key

GTK

INTERNET WEEK 2006/12/06 Copyright © 2006 Fivefront Corporation, All Rights Reserved.

LYl
FIVEFRONT

36

18



|
@)
= FMS
n
= WPA TKIP
@ 802.1X
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IEEE 802.11i

= 802.11i 2004 6
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» CCMP (Counter-mode with CBC MAC Protocol)

o AES
m TKIP
m WPA

o PMK caching
o Pre-authentication
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CCMP

= Counter-mode CBC-MAC Protocol
o AES “Counter mode”
o AES “CBC-MAC”

= RFC 3610
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Counter-Mode

Counter O Counter 1 Counter 2

J J J
R ﬁ ﬁ
poico plicl pzlcz

—PH— —PH— —PH—
u u
n o AES
u
u
u
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CBC-MAC
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pOo pl p2 pn
J J J J
v —>D ——> @D ——>@D D
B .’ B -
—| E —> | E

cO cl c2 cn (MAC)
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CCMP Encapsulation

P&

= her
FHATE
F0w
DERY
r [ A E—
MER
AES
A=
E—FTD .
p— 5 | R
iy “fip MPDU~
D

el T
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WPAZ2

= WPA2 802.11i WiFI
Alliance

o WPA2 802.11i

= 2004 9

o) 100
Personal & Enterprise
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WPA Korek =

= WPA Korek
o WPA RC4

|
O

|
o FMS Korek Key Key Stream
o WPA TKIP  key-mixing
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WEP, TKIP and CCMP

WEP TKIP CCMP
RC4 RC4 AES
(bits) 40/104 /128 104 128
(bits) N/A 64 64
Y% (bits) 24 48 48
CRC32 Michael CCM
Michael CCM
Anti-Replay-Attack
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Rogue Access Point

|
@)
|
@)
n “Evil Twin” "Access Point
Phishing” "WiPhishing”
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Evil Twin / WiPhishing

AP

STA
[ ] _ = « .
&

ju O

= AP
o associate
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war driving

= Evil Twin

7
A~ !)
— ﬂ
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o LAN
ID /

o ID/

o) etc.
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m Airsnarf
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[HIII11]] ===
Al

rsnarf

|
o Linux, httpd, dhcp, sendmail, iptables, Perl DNS
module
|
o or AP  associate
o dhcp IP DNS
o URL resolve
o httpd
ID/
O
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= 2005/04 Wireless LAN
Evil Twin

o http://news.zdnet.co.uk/0,39020330,39195956,00.htm

|
o SSID "Free_Internet_Access” "BTOpenzone” “T-
Mobile”
o 45
©)
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= INTEROP (May. 2005) at Las Vegas
= DefCon (Aug. 2005) at Atlanta
. AP

@

L
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Evil Twin

= 802.1X

LT
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= J
Evil Twin

|
0 AP  MAC
o SSID
o AP  MAC
o MAC
O
|
o AirDefense Personal, etc.
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= WEP
FMS
Korek

n WPA / WPA2

o O

o WEP

o WPA /WPA2
m Evil Twin

O

INTERNET WEEK 2006/12/06

LY
FIVEFRONT

WPA / WPA2
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AES Advanced Encryption Standard PKCS Public Key Cryptographic
AP Access Point Standard
CBC Cipher Block Chaining PMK Pairwise Master Key
CCMP Counter-mode CBC MAC Protocol PPP Point-to-Point Protocol
CFB Cipher Feedback PRF Pseudo Random Function
CRC32 Cyclic Redundancy Check 32bits PRNG Pseudo Random Number
DoS Denial of Service Generator
EAP Extensible Authentication Protocol PSK PreShared Key
EAPOL EAP over LAN PTK Pairwise Transient Key
ECB Electronic Code Book RADIUS Remote Access Dial-Up System
ESS Extended Service Set RC4 Rivest Code (or Cipher) 4
FCS Frame Check Sum RSN Remote Secure Network
GK Group Key SHA1 Secure Hash Algorithm 1
GMK Group Master Key SSID Service Set Identifier
ICV Integrity Check Value STA Station (client)
IE Information Element TA Transmit (MAC) Address
v Initialization Vector TK Temporal Key
LCG Linear Congruential Generator TKIP Temporal Key Integrity Protocol
LEAP Lightweight EAP TLS Transport Layer Security
MAC Message Authentication Code TTAK TKIP-mixed Transmit Address
MD5 Message Digest 5 and Key
MIC Message Integrity Code TTLS Tunneled TLS
OFB Output Feedback WEP Wired Equivalent Privacy
PAE Port Authentication Entity WPA Wi-Fi Protected Access
PBKDF Password-Based Key Derivation WRAP Wireless Robust Authenticated
Function Protocol
PEAP Protected EAP XOR Exclusive OR
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