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»“We reject kings, presidents and voting. We believe

in rough consensus and running code”,
Dave Clark (1992)
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- B DRSS DREE _ Challenge Areas |
FER . LWL o1zt
> HY A X (Bmm~) Bt ZEEED
>{ECPUTEHRE (8 or 16-bit, {904 8~16MHz) iE# L
> /DITNVATE (~128 KB)
> R)—TEF—F T 5 e A B 0

NSO EE I DMBEIETFTIE “Smart Object” &FEATILNS ZJOka)LDE#(L
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L L N ‘: Bﬂ Té I ETF d) EJ I-E-I [Smart Objects Workshop}

IETF80, Mar 2011

Lightweight Impl.
lwig WG
IETF80, Mar 2011

LLN[R] (8833 DR
HAF

Internet of Things BoF
IETF78, Mar 2010

Cross Layers Issues BoF
IETF82, Nov 2011

4 Constrained\

Envinronments
core WG

4 Low power and\

Lossy Networks
roll WG

IEEE 802.15.4
6lowpan WG

\_ |ETF71, Mar 2008 )

KIETF76, Nov 2009

.

- Z-Wave
IETF61, Nov 2004 ch\; Power WiFi Zigbee IP
LoWPAN LLNIﬁI('J'}RFﬁTjU
g [, r—iavzakal
HELLU SIS T Ejn A B DIEAE AL
65&'3’% wﬁﬁﬂs = =/HomePlug, SmartGrid Bar-BoF,
%ﬁ‘lt Autumn 2008 Autumn 2009
Zigbee & WiFi
IEEES%&:frfr;ZZOOOO% EISAQ(%I; OpenSG/UCAIug, collaboration, Sprint
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What is 6lowpan WG?

= |Pv6 over Low power Wireless Personal _ Challenge Areas
Area Networks
»Co-chairs: LWL oIz
Carsten Borman (Bremen Univ.) B9 AHBEERED
Geoff Mulligan (consultant) B#E{L
= Mission

»>802.15.4-based Ry kT —VIZXx9 5. IPv6
Adaptation Layer® % T &IPv6{L #x D i 5k

= RFCs and Significant Documents
»RFC 4919: Problem Statement, and Goals
»RFC 4944: Transmission of IPv6 Packets
»RFC 6282: Compression Format
»6lowpan Neighbor Discovery
»General Header Compression
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What are 6lowpan protocols ?

= 802.154R—ZXDL2Y) 2 ETCP/IPH TN vy 41B8 5,
> 2%, 802.15.4-2006 %t & F=o71-,
>IHRTEIL. IEEE P1901.2%° IEEE 802.15.4kEANDGALRE SN

TWha,
IEEE802.15.4
= \\What's new ? »>127B frame size. »40B Header (Min.)
: »Data Rate: 20~250Kbps  »1280B MTU.
»|Pv6 Header compression >Maximize battery life. >ND in multicast.

NILEZT1—ILRZHIBR
~wy4 —Fx—>Chained header by a dispatch field.
oA E NN SIEHR e.g. EUI-61
FYRT—IDEEMNLFRAMNDED e.g. prefix, version

»Fragmentation and Reassembly

»ND Optimization
multicast packet o i
L2 DRI DImE
border router® 7KL X
header comporessD 1= D 1E*k
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6lowpan ND Message Exchange

%5 1) ) ‘e
9 6LN ~BLR \/&‘BR
self-assigned LLA o ES_SL_LA_O— —_———

default route, < RA: PIO+SLLAO+6CO+ABRO

prefix,
contexts,

NS: ARO+SLLAO

DAR (ARO+SLLAO)

DAC (ARO+SLLAO)

< NA: ARO Response <

Lifetime Expired
NS: ARO+SLLAO S

v v v

3DMIPv6 ND option&., 22 DICMPV6 typeZ E &

6LRM 5. 6lowpan context (6CO), Authoritative Border Router (ABRO)Z &%,
B6LRAV5 . Address Registration (ARO)Z{E L 7-=6LBR~ D & &k -DAD D EHE,
DA Request/ConfirmationZz{£ AL 7-=. 6LBRTMHDAD®D E},
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What is roll WG?

= Routing Over Low power and Lossy networks ~ Challenge Areas J

» Co-chairs:

JP Vasseur (Cisco)
David Culler (UCB)

= Mission
»LLN&ESmart Objectsi@l I+ D #Z R HIENIZBE 9 HERRED FEIR

“Low power and Lossy networks (LLNs) are typically composed
of many embedded devices with limited power, memory, and T 25 4 662 A

processing resources interconnected by a variety of links, such as jﬂ h:}bd)gﬁﬂg
IEEE 802.15.4, Low Power WiFi.”

= RFCs and Significant Documents
»RFC 5548: Requirement for Urban
»RFC 5673: Requirement for Industrial
»RFC 5826: Requirement for Home Automation
»RFC 5867: Requirement for Building Automation
»RFC 6206: The Trickle Algorithm
»RPL Specifications
» Security Framework
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What is RPL ?

" BERGALLNR 7 )7 —2a0 OB RIS
»Urban, Industrial, Home Automation, Building Automation.
»MP2P, P2MP and P2P

= BIIREYIZEILCY) D EICEEODODAGHEZE A 5E
>RGN TIT)r—a DERIZIGU-BEHE/N\NREBETES,

= Metric-based next-hop selection

>»DODAGZIBEY HEHD A )y IZEIETE I 6E,
> AR1)w%: node state, energy, hop-count, throughput, link reliability

= LLN[R] [T D/ N A L4
> Trickle : DAGDIREEIZIG U THIEI/ Ny EHZEEE

> BERKREEFTEOERGE/—RTH/ 7y MNRE A AT RE
Storing / Non-Storing, RPL routing header
»2 DD /INAEEEEE
é%%‘:ﬁ*ﬁﬁ?‘é#ﬁ%ﬁ e.g. DODAGD ARy I EDH1-15EF
BRRIIEE T 1S eg. VO VDIREAEIELI-HESH
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Forwarding path by RPL

MP2P P2MP

O Root
O Router
O Host
é Traffic
m—— Path

= |[CMPVG6 type (155): RPL Control Message
= 9D MICMPV6 codeZ E &

= 2K codelZ L FMD4D
DIS: DODAG Information Solicitation

»DIS/DIO messages for MP2P DIO: DODAG Information Object
DAO: Destination Advertisement Object

»DAO/DAO-ACK messages for P2ZMP DAO-ACK: DAO Acknowledgement
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What is “core” WG ?

» Constrained RESTful Environment _ Challenge Areas J

» Co-chairs:
Carste Borman (Bremen Univ)
Cullen Jennings (Cisco)

= Mission
>M2MERIFOT7 ) r—3>7ara)LDERTE

= RFCs and Significant Documents

»CoAP Specmcatlon.s LLNAHRET7 Y
core, block, observe, Link Format 17-_93§/j’|:| k3L
>HTTP Mapping DIRE

» Group communication framework
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What is CoAP ?

= Specialized for M2M applications Protocol stack image
»RESTful protocol ofa LLN device
»Simple small header < 10B Application
» Stateless single message exchange
»Asynchronous transaction support CoAP REST
»Observation mode (a.k.a. publication/subscriber)
»>Caching CoAP Transactions
»UDP binding with reliability, and multicast UDP

Retransmission

Block-wise transfer

= Strictly specification of a HTTP proxy
»Internet media type support.
»HTTP compatible response code.

m

receiver is requested to make a response to get a resource, no change.

ACK response to CON POST to create a resource.
NON receiver is not requested any action PUT to update a resource.
RST reset the receiver’s state, typically used in the

asynchronous mode. DELETE to delete a resource.
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CoAP message exchanges

= Confirmable message

#

v

= Non-confirmable message

CoAP CON GET temperature

CoAP

=

CoAP ACK 200 OK 25.3
<

>

#

Presen tation_ID

<

v

=

jCoAP NON PUT temperature

© 2010 Cisco and/or its affiliates. All rights reserved.
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HTTP 200 OK 25.3
<

TCP 2-way termination
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What is Iwig WG ?

= Lightweight Implementation Guidance _ Challenge Areas J

» Co-chairs:
Zhen Cao (China Mobile)
Robert Cragie (consultant)

= Mission
> HEAAHEER A [TDTCP/IIPAR YO REH AR
DYERK

= Significant IDs

»Lightweight Implementation Guidance

LLN[R] (8853 DE
HEHAR
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= Provisioning
»Device/Service Name
»Security Key

.« Media Adaptation

(Object Management)

= Di ‘ DNS-SD
ISCovery HTTP CoAP PANA
~.-IP Address/EUI-64 ‘ L2

UDP

-« Registration

Application

Trans
port

> Service
“,>Resource

- Routing
-« Application helper

= Management
» Network/Device/Resource

lllllllllllll 1D ©Z07T0"CIscoand/o

Internet |

etc...

IEEE 1901.2

IEEE 802.3 IEEE 802.11 IEEE 802.15.4

PHY/
MAC

TORIJLERBEFBEEIZIZAVEATINS,
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T/ ADIPEAMTE & HELEFE IPSO

|
= Alliance established in September, 2008 Il Kmﬁance

- 57 members (Feb 2011) La'igifr BOSCH Ifron
: MiSSiOn 'gl‘s.él(')' m sensinode Proto6
v'Smart Object (E/) ~DIPD i A D HEEE ) infusiors o SIES
VRS R - BEE 1R — RO ruffrsy 1B Gougle
VIETFZFDMZE LB D EEHR—b+ SAP
VBEEHRABROEE &  Jonson Y0

EMERSON.
Climate Technologies contrOIS

= Formal Liaison
IPv6 Forum = On-Going Activities

Zigbee Alliance o Interoperability Testing

Alliance o Tutorials, Webinars

http://ipso-alliance.org/resource-library
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AX—F TR D= DIPH 1T ) EE

" SGIPOEBSTITENRTE PAPO1 ELTXXEL | ..

SG:> < > lETF

L TV Smart Power

PAPO1 Fred Baker, Cisco Directorate

= AY—rJ )Yk D=ODIP7—FToFrET0ORa)L Yk

IPEiTEZDERIERESR
TRLYD VT DEER
I\ MERIEFUT (OSPF,ISS,BGP,DYMO,OLSR,RPL)
FS52 RR—RET (TCP,UDP,SCTP,DCCP)
(IS5 H T (DNS,DHCP) Internet .P:Sptocols for the Smar’: Grld
tExAYTFADEER S s e e
IPv4/IPV6RER DT E A -
NATFirowal BADE A

deployment from th

SGIP: Smart Grid Interoperability Panel https://datatracker.ietf.org/doc/draft-baker-ietf-core/

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 29



]
DD IEED

= |[nternet of Things BoF
= Smart Objects Workshop
= Cross Layers Issues BoF

= 6Lowpan Hackers BoF
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BiTDEED

= 6lowpan WG = core WG
6LoWPAN HC/ND CoAP: M2MiE {5 = B#ELLI=BETnka
IPv6/TCP/UDPAYA M E#E AV DEEFTETE R
IIPv6EfEEER T ORL D REIL INAF) AyE—T1E
IPV6/ Sy DB EBHERL JEREA. 7 OvoERiE. PUB/SUB
HTTPTYEL T DESE
= roll WG

RPL: LLNICREZEREHI#HT O |
gEssEchlL/—rcbBEag - IWIg WG

EHEEKRE AN v AR MEEREICETIEEEZDXEL
B S BRI EAE A TR

RPL: IPv6 Routing Protocol for Low power and Lossy Networks
CoAP: Constrained Application Protocol
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REHDFEED

= M2MAR kDT —213Mm B ELEXITTET =,
= 7OV —230DEBRRIEIZEKY ., ENOEMEERTHIERNH D,
= ZDOT=HICTCP/IPHE T D AN EET-EESh TLVS,
IETFIZHEULT,
= LLNIZEREELI-TCP/IP T DIZZEL A HEA TS,

>6lowpan-hc: 74 77— 3 8l

>6lowpan-nd: IPv6 NDD & i#E{t

»>RPL: LLN[@] (+#2 & il ) Kz U7 N4y MR 2 2 1l
>CoAP: M2MA] 1738 {5 $ 1T
« EELERUSMNCH, MIMOEEEGEEE A LS50 DEH
MNITHN TS,
PEREHAZTADIER
»Workshop
»6bLoHax
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