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[ 18000
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MS-SQL Worm propagation attempt 1715 SQL
Slammer

ICMP PING NMAP 1592 ping
ICMP PING CyberKit 2.2 Windows 1535 ping
ICMP PING speedera 575 ping
Bobax/Kibuv Windows XP UPnP SCAN 559
SHELLCODE x86 inc ebx NOOP 53

2004/9/3 © Japan Registry Service Co., Ltd.




o
O
m
O (
m
O DoS,DDoS
o
( )
o
m

2004/9/3 © Japan Registry Service Co., Ltd.



2004/9/3 © Japan Registry Service Co., Ltd.



2004/9/3 © Japan Registry Service Co., Ltd.



O

n ( )

O

O

m IDS
O

NO,

O

O

O

O

2004/9/3 © Japan Registry Service Co., Ltd.



O

O
OSPF

®m BGP

CPU

ISP

CPU

- BGP

2004/9/3

© Japan Registry Service Co., Ltd.



B Private Address

H BGP
O (DoS )
2004/9/3 © Japan Registry Service Co., Ltd. 10



Private Address

IP
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access-list 101 deny
access-list 101 deny

access-list 101 deny
access-list 101 deny

ip 10.0.0.0 0.255.255.255 any
ip 172.16.0.0 0.15.255.255 any
Ip 192.168.0.0 0.0.255.255 any
ip “ IP” any

N

-

S ——
Src| Dst

127.0.0.0/8
Source IP 169.254.0.0/16 IPv4
IP 192.0.2.0/24
233.0.0.0/8
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BGP

router bgp 65500

neighbor 10.0.0.1 remote-as 65501
neighbor 10.0.0.1 prefix-list 1 in

|

Ip prefix-list 1 seq 1 deny

ip prefix-list 1 seq 5 deny 10.0.0.0/8 le 32

Ip prefix-list 1 seq 10 deny 172.16.0.0/12 le 32
ip prefix-list 1 seq 15 deny 192.168.0.0/16 le 32
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192.168.0.0/16 static route

AS 192.168.10.0/24 eBGP
/24
192.168.10.0/24 IP
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[ http://www.janog.gr.jp/meeting/janogl4/abstr
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Swatch, Tripwire
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