Windows
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m Internet Information Server
m SOQL Server
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m Explorer
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MMC

C MMC
B mmc/a
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MMC
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1S

B %SystemRoot%¥system32¥Logfiles

m IS
o

m Web
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ODBC

m \Windows 2003 Server 11S 6.0

O
r

m P
m IS

ClientHost, Username, LogTime, Service, Machine, ServerlIP,
ProcessingTime, BytesRecvd, BytesSent, ServiceStatus, Win32Status,
Operation, Target, Parameters
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1S

IP IP
IP IP
URI Stem HTML CGil
URI
HTTP
Win32 Windows
Cookie Cookie
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1S

m URI

m #Fields: time c-ip cs-method cs-uri-stem sc-status
m 00:57:12 xx.xx.xx.xx POST /iishelp/iis/imisc/Query.asp 200

= URI

m #Fields: time c-ip cs-method cs-uri-stem cs-uri-query sc-status

m 00:58:45 xx.xx.xx.xx POST /iishelp/iis/misc/Query.asp
SearchType=0 200

m 01:14:55 xx.xx.xx.xx POST /iishelp/iis/misc/Query.asp SearchType=3 200
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1;+ NET+CLR+1.1.4322)
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CHWEDS TORT(

m URI
m URI

2gr | EETONT |

WAROD AT,

]
v

BiT (date?
BRE ( time )
IR0 MAT
W BFA T IR PELA (c-ip )

[ 3=—% (cs-username )
[ H=— (s-computername )
== PR (e-ipd
[ H=ti= A=t (s-port )

v bl ce-method

-~ |vw| URI Stem & ce-uri-stem )

- WIURL AT ¥ ez-uri—query J

[ FOFDIIREE  (sc-status )
] Win32 DIARE | sc-wind2-status )
S AEEN M Cec-bytes )

I BEN M Coe-bytes )

[ ok [ Feoty | [ R

J |
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J
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m GET URI POST

Cookie
#Fields: time c-ip cs-method cs-uri-stem cs-uri-query sc-status cs(Cookie) cs(Referer)

02:35:53 xx.xx.xx.xx GET /iishelp/iis/misc/search.asp Searchset=3&SearchString=
200 ASPSESSIONIDGGQGGVFC=IFFFPKHBBLNMNEIFJJBPHOMB
http://localhost/iishelp/iis/misc/default.asp

02:35:55 xx.xx.xx.xx POST liishelp/iis/misc/Query.asp SearchType=3 200
ASPSESSIONIDGGQGGVFC=IFFFPKHBBLNMNEIFJJBPHOMB
http://localhost/iishelp/iis/misc/search.asp?Searchset=3&SearchString=

(@ INTERNET | SECURITY | SYSTEMS® 14
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Web
GET URI
POST

m XSS
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m DS
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m /cgi-bin
2005-01-25 04:44:31 192.168.35.52 GET /cgi-bin/main.cqi

board=FREE_BOARD&command=down_load&filename=../../../../ 80 -
192.168.35.217 - 404 0 3 1800 150

2005-01-25 04:44:31 192.168.35.52 GET /cgi-bin/main.cqi
board=FREE_BOARD&command=down_load&filename=../../..[..[..[..[..]..]..].
Jetc/passwd 80 - 192.168.35.217 - 404 0 3 1800 178

2005-01-25 04:44:31 192.168.35.52 GET /cgi-bin/main_menu.pl - 80 -
192.168.35.217 - 404 0 3 1800 97

2005-01-25 04:44:31 192.168.35.52 GET /cgi-bin/majordomo.pl - 80 -
192.168.35.217 - 404 0 3 1800 97

2005-01-25 04:44:31 192.168.35.52 GET /cgi-
bin/makechanges/easysteps/easysteps.pl - 80 - 192.168.35.217 - 404 0 3
1800 119

2005-01-25 04:44:31 192.168.35.52 GET /cgi-bin/man.sh - 80 -
192.168.35.217 - 404 0 3 1800 91

(@ INTERNET | SECURITY | SYSTEMS® 17
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m Intelnfo

2005-01-25 05:12:46 192.168.35.52 GET /..%2f..%2f..%2f..%2fwinnt/system32/cmd.exe
/c+dir+c: 80 - 192.168.35.217 - 404 0 3 1800 137

2005-01-25 05:12:46 192.168.35.52 GET
/..%5c¢..%5c..%5c..%5¢..%5c../winnt/system32/cmd.exe /c+dir+c:¥ 80 -
192.168.35.217 - 404 0 3 1800 148

2005-01-25 05:12:46 192.168.35.52 GET
/..%5c..%5c..%5c..%5cwin2000/system32/cmd.exe /c+dir 80 - 192.168.35.217 - 404
0 31800 136

2005-01-25 05:12:46 192.168.35.52 GET
/..%5c..%5c..%5c..%5cwindows/system32/cmd.exe /c+dir 80 - 192.168.35.217 - 404
0 31800 136

2005-01-25 05:12:46 192.168.35.52 GET
/..%5c..%5c..%5c..%5cwinnt/system32/cmd.exe /c+dir 80 - 192.168.35.217 - 404 0 3
1800 134

2005-01-25 05:12:46 192.168.35.52 GET /..%5c..%5cwinnt/system32/cmd.exe /c+dir+c:
80 - 192.168.35.217 - 404 0 3 1800 123

(@ INTERNET | SECURITY | SYSTEMS® 18
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® Nimda URI

GET /scripts/root.exe?/c+dir

GET /MSADC/root.exe?/c+dir

GET /c/winnt/system32/cmd.exe?/c+dir

GET /d/winnt/system32/cmd.exe?/c+dir

GET /scripts/..%5c../winnt/system32/cmd.exe?/c+dir

GET /_vti_bin/..%5c../..%5c../..%5c../winnt/system32/cmd.exe?/c+dir
GET /_mem_bin/..%5c../..%5c../..%5c../winnt/system32/cmd.exe?/c+dir
GET /msadc/..%5c../..%5c../..%5c/..¥xc1¥x1c../..¥xc1¥x1c../..¥xc1¥x1c../winnt/system32/cmd.exe?/c+dir
GET /scripts/..¥xc1¥x1c../winnt/system32/cmd.exe?/c+dir

GET /scripts/..¥xcO0/../winnt/system32/cmd.exe?/c+dir

GET /scripts/..¥xc0¥xaf../winnt/system32/cmd.exe?/c+dir

GET /scripts/..¥xc1¥x9c../winnt/system32/cmd.exe?/c+dir

GET /scripts/..%35c../winnt/system32/cmd.exe?/c+dir

GET /scripts/..%35c../winnt/system32/cmd.exe?/c+dir

GET /scripts/..%5c../winnt/system32/cmd.exe?/c+dir

GET /scripts/..%2f../winnt/system32/cmd.exe?/c+dir

(@ INTERNET |SECURITY SYSTEMS®
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IDS

m DS

m Nimda
m URI

m IDS

2005-01-25 04:44:58 192.168.35.52 GET /.%2e/.%2e/.%2e/winnt/boot.ini - 80 -
192.168.35.217 - 404 0 3 1800 112

2005-01-25 04:44:58 192.168.35.52 GET /.%2e/.%2e/.%2e/winnt/repair/sam._ -
80 - 192.168.35.217 - 404 0 3 1800 116

2005-01-25 04:44:58 192.168.35.52 GET
/..%2f..%2f..%2f..%2f..%2f../windows/repair/sam - 80 - 192.168.35.217 - 404 0 3
1800 133

2005-01-25 04:44:58 192.168.35.52 GET
/..%2f..%2f..%2f..%2f..%2f../winnt/repair/sam - 80 - 192.168.35.217 - 404 0 3
1800 131

2005-01-25 04:44:58 192.168.35.52 GET
[..%2f..%2f..%2f..%2f..%2f../winnt/repair/sam._ - 80 - 192.168.35.217 - 404 0 3
1800 133

(@ INTERNET | SECURITY | SYSTEMS® 20
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m IS idq.dll ISAPI extension buffer overflow

2005-01-25 05:24:22 192.168.35.52 GET /null.ida
XXXXXXXXXKXXXXXKXKKXXXKXXKXKKXXXKXXKXKXXXKXXKXKXXXKXKKXKXXKXKXXXXXXXKXXX
XXXXXXXXXKXXXXXKXKXXXKXXKXKKXXXKXXKXKXXXKXXKXKXXXKXKKXKXXKXKKXXXXXXKXXX

XXXXXXKXXXXXXXXXXXXKXXKXKXKXKKXXXXKXXKXKXXKXKXKXKXXKXKXKXKXXXXXXXXXXK
=x 80 - 192.168.35.217 - 404 0 2 1800 286

2005-01-25 05:24:22 192.168.35.52 GET /null.ida
XXXXXXXXXXXXXXXKXXXKXXKXKXXXKKXXKXXXXXKXXKXKXKKXKXXKXKXXXKX XXX XXX
XXXXXXXXXXKXXXXKXKXKXXKXKXKXKKXKKXKXKXKXXKXKXKEXKXXKXKXKXKXXKXKXKXKXK
XXXXXXKXXXXXXKXKXKXKXKKXKXKXKKKKXKXKEXKXXKXKXKEXKKXKXKXKXKXXKXKXKXKX

x=x 80 - 192.168.35.217 - 404 0 2 1800 287

2005-01-25 05:24:22 192.168.35.52 GET /null.ida
XXXXXXXXXXXXXXXXXKXXXKXXKXKKXXKKXXKXKKXXXKXXKXKKXXKEXKKXKKXXKXKKXKXXXXKXXX
XXXXXXXXXXXXXXXXXKXXXKXXKXKKXXXKXXKXKKXXXKXKKXKKXXKXKKXKKXXKXKKXKXXXXKXXX
XXXXXXXXXKXXXXXKXKKXXXKXXKXKXXXKXXKXKKXXXKXXKXKKXXKXKKXKKXXKXKXXKXXXXKXXX
XXXXXXXXXXXKXXXKXXXXXXXXKXKXKXKXXXXXXXXXXXXXXXXXXXXX=X 80 -
192.168.35.217 - 404 0 2 1800 338

(@ INTERNET | SECURITY | SYSTEMS® 21

© 2004 Internet Security Systems. All rights reserved. Contents are property of Internet Security Systems



(@ INTERNET |SECURITY | SYST

IPS

ida.dll

-

s Event Details 3/14

Event Details Mame

Ewvent Details Yalue

| DateTitne 2005-01-25 14:24:25 JST

iTau Marme HTTR_IS Index_Server_Owverflowy
| Alert hlame HTTP_lIS Index_Server_Owverflow
!Sever'rtv High

Chservance Type ntruzion Detection

Combined Event Court

Cleared Flag |:|

Target IP Address 92.168.35.52

Target Ohject Mame 1]

Target Object Type Target Port

Tarnet Service hitp

éSu:uuru:e P Address 92168357

;Su:uurceF‘u:ur‘t Marme 2435

|Senzor IP Address 92 168.35.52

!Sensur Matne Eerver_sensor

=]
)

I1S idg.dll ISAPI
extension buffer
overflow

(HTTP_IIS Index Serve

About this signature or
vulnerability

RealSecure Server
Sensor, RealSecure
Desktop Protector,
BlackICE Agent for
Server, RealSecure
Guard, RealSecure
Sentry, BlackICE PC

Event Attribute Value Pairs =) Protection, BlackICE
Aftribute Mame Attribute Yalue ﬁ:.":sr I;;:‘tg::::"e“
algjorithim-icd PO02608 HEtwﬂrrk i
arg EE S SRS LSS ESEEEEENSEESE ST
R RN R D 0 0 0 D S R R R, : e
RN 0 0 0 X X X n X R e e -n-”S Si‘gnaturE ﬁEtECtE an
a0 0 0 B N B D N X R e, att;_lm Dt tt? E;CCESE{jaﬂ IIS
B e e e e o e e ggrfégEIDggggﬁx;g
B e o SEWECE) Dbject Wl‘m ﬂVErl'&f
B A A A A A lDr‘I.g argUmEntE. -rhl-ﬁ
A R R event could indicate an
AttackSuccessful 2 attacker's attempt to crash
BLOCK Defaultt the 115 service or execute
CestinationEthernetAddress 00:50: 56:C0:00: 05 arbitrary code on the
&R &Protocolid i system by exploiting a
SystemAdert TOMKHS0E buffer overflow condition.
UREL rullicda
|URL-lencth 252
Default risk level [“If]
Event Mumber ; 3 2 . [ >_|_
[ ok ] [ Cancel ] [ Informatiarn... J [ Copy... ] [ Export... ] l Help... ]




& http://tokwk=031/wkD2/Default.aspx — Microsoft Internet Explorer =)0l ES)
el lE) REE FJTW BalADGE

vk ALTHE) -
09 N B | LPHree & B " 7rap| s

SAAT A 25T

{scripﬁ}
alert ("E")
<fscript>

E
ol

€] &

N l ﬁ Local :Lr]’cr_anet
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1S

m <script> </script> POST
#Software: Microsoft Internet Information Services 6.0
#Version: 1.0
#Date: 2005-01-24 20:20:43

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip
cs(Cookie) sc-status sc-substatus sc-win32-status sc-bytes cs-bytes

2005-01-24 20:20:43 192.168.35.52 GET /wk02/Default.aspx - 80 - 192.168.35.217
CookieLoginAttempts=4 200 0 0 994 405

2005-01-24 20:21:08 192.168.35.52 POST /wk02/Default.aspx - 80 - 192.168.35.217
CookieLoginAttempts=4 200 0 0 1132 820

m Web

u W3C GMT
m Microsoft GMT
[ |

(@ INTERNET |SECURITY SYSTEMS®
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IPS

i= Event Details 1/14

Evert Details Mame Evert Details Yalue : Iil
Date/Time 2005-01-25 05:21:09 JST HTTP POST

Tag Mame HTTP_POST Script contains

Alert M HTTP POST Scri = )

m POST S:Wmime Sy 2 malicious script
Ohzervance Type Htrusion Detection (HTTP_POST_Scrij =
Combined Event Count 1
Cleared Flag L] About this
Target IP Address 192 168.35.52 signature or
Target Ohiect Mame Gl v“[n era hi“w B

m |IS Target Object Type Target Port
Target Service hitp R
ealSecure
Source IP Address 1892168 35217 Server Sensor,
SourcePort Marne 2961 BlackICE A.gen‘i;
Senzor IP Address 192.168.35.52 for Server,
Sensor Mame zerver_senzar 1 RealSecure
Desktop
— Protector
Fuent Attribute Vahie Pairs BlackICE Server
Attribute Marme | Aftribute Yalue Protection,
alogorithirn-id 2000635 BlackICE PC
.ﬂ.ﬁa;kSuccessful 2 Protection,
DestinationEthernettddress 00:50; 56:C0:00:03 RealSecure
fiield TextBoxi Sentry,
|ANAProtocald 5 Eﬂﬂﬁeﬂﬁgﬂe )
protocol hittp uﬂl r ia ries,
SErver tokyek =031 N“EEE S Erck Se o
Systemient L e - :
LIRL . kO2/Detault asp: . T
e u ,m% e - I1s signature
walle 5 =S ;
= . detects if an HTTP
-IIIIIIIIIIIIIIIIIIIIIIII. PD’S-rEDmmaﬂd
contains a |-v-|
| int= L]
=2 Event Mumber ; %1 | |il :j:;”m| o (]
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Date/Time : 2005-01-25 05:21:09 JST
Tag Name : HTTP_POST_Script
Alert Name : HTTP_POST_Script
Severity : Medium

Tag Brief Description :

Observance Type : Intrusion Detection
Combined Event Count : 1

Cleared Flag : No

Target DNS Name :

Target IP Address : 192.168.35.52
Target Object Name : 80

Target Object Type : Target Port
Target Service : http

Source DNS Name :

Source IP Address : 192.168.35.217
SourcePort Name : 2961

Sensor DNS Name :

Sensor IP Address : 192.168.35.52
Sensor Name : server_sensor_1

IPS

Attribute Value Pairs for Event Number : 1

Attribute Name :
Attribute Value :
Attribute Name :
Attribute Value :
Attribute Name :
Attribute Value :
Attribute Name :
Attribute Value :
Attribute Name :
Attribute Value :
Attribute Name :
Attribute Value :
Attribute Name :
Attribute Value :
. SystemAgent
Attribute Value :
Attribute Name :
Attribute Value :
Attribute Name :
Attribute Value :

Attribute Name

algorithm-id
2000635
AttackSuccessful
2
DestinationEthernetAddress
00:50:56:C0:00:08
field

TextBox1
IANAProtocolld

6

protocol

http

server

tokwks031

TOKWKS031

URL

Iwk02/Default.aspx

value
<script>..alert+('..</script>

26



SOL

O Web SQL

N SQL
SELECT UserlD FROM UserTbl
WHERE UserName = txtUserName AND Passwrd = txtPassword

m "OR 1=1
SELECT UserID FROM UserTbl
WHERE UserName = txtUserName AND Passwrd = txtPassword OR 1=1

(@ INTERNET |SECURITY SYSTEMS®
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[] SOQL
#Software: Microsoft Internet Information Services 6.0
#Version: 1.0

#Date: 2005-01-24 21:00:37

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username
c-ip cs(Cookie) sc-status sc-substatus sc-win32-status sc-bytes cs-bytes

2005-01-24 21:01:11 192.168.35.52 POST /hacmebank/Login.aspx - 80 -
192.168.35.217
CookieLoginAttempts=5;+ASP.NET_Sessionld=4nhskaykui2jor450gjzpm5
530200539 753

2005-01-24 21:01:11 192.168.35.52 GET /hacmebank/welcome.aspx - 80 -
192.168.35.217

CookieLoginAttempts=4;+ASP.NET_Sessionld=4nhskaykui2jor450gjzpm5
5200 0 0 6657 529

(@ INTERNET | SECURITY | SYSTEMS® 28
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m POST

(@ INTERNET |SECURITY SYSTEM

IPS

-

i# Event Details 4/12

Event Detailz Mame

Event Detailz Yalue

DatelTime 2005-01-25 06:01:07 JST
Tag Mame HTTP_Post Field
Alert Marne HTTP Post Field
Sewerity Loy

Obzervance Type rtrusion Detection
Combined Event Court I

Cleared Flag |:|

Target [P Addrezs 192 1653.35.52
Target Object Mame Gl

Target Object Type Target Port

Target Service hitp

Source IP Address 192 16835217
SourcePort Marme E3e3

Senzor IP Address

192.165.35.52

Senzor Mame

Zerver_senzar 1

[ _Event attribute Value Pairs B
Aftribute Mame Attribute VYalue

aloorithim-id B00000E

AttackSuccessful 2

DestinationEthernetAddress 00:50; 56 CO: 0005

field Lxl=erMame

1&MAPratocalld ]

SErvYer okwwk =031

Systemnsgent TR E03]

RL acmebankiLogin.aspy

value | HOR+1=1- |

Event Mumkber : (4

Eu rd, IackIEE -

Agent for Server,
RealSecure
Desktop
Protector,
RealSecure
Server Sensor, M
Series,
RealSecure
Network Sensor:

This signature
detects HTTP
POST reguests
and lists any
information
disclosed as a
result of this
command.

This security event
is categorized as
an audit event. It
is not necessarily
indicative of an
attack or threat to
your network.

This signature detects
the POST data
passed.

Default risk level M

(& | (*]

Cancel

] [ Informmatior... ] [

Copy...

) et ) [




m \WebDAV

m Nimda CodeRed

m Web

m SOQL
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SQL Server
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SQL Server

m SQL Server

m SQL Server

m SQL Server
] SQLServer 192.168.35.217: 1433

m SQL Server Agent
m SQL Server Agent

m SQL Server

|
m SQL

(@ INTERNET SECURITY SYSTEMS®

© 2004 Internet Security Systems. All rights reserved. Contents are property of Internet Security Systems.

32



SQL Server

A R M IO T 1 EE|
ARt |
BiTiax 2005/01 /25 w—265x MSSOLSERVER
B3| hl: Al FERIR ey
TEFEREN: ¢ {0 A 80 IDT: 17085

J—H—ilx N
Ty =500k TORWKS0
=RBAD

18454 :
3 ==t OO AZRRIILELE . 3555 - IF SRR,

EEsBGEERL. http /Yo microzoftcomwlink /events.asp O[S A~ 120
A—] ®EE LTS

F-BIr & )BTk

aooo: 16 43 00 00 O 00 00 00 .H...... H

00%: 0a 00 00 00 54 00 4f 00 ....T7.0.

ooin: 4k 00 57 00 4b 00 B3 00 K.W.K.5. j
ok | #eln | EEw
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_ SQL Server

SQL Server T>— 04 A+P—3 |
T8 74l |
5 —— A Awtr—=
A7 S0L Server T3 — 04 Awir—3
=
A logon
HiT - 2005-01-25 06:23:11.80
Autr—i 2 —H— b QOO AFRILELE, 156 - JE{ 88 %, ;|
hd
.............. BTALES ey |
E5]|WELe

(@ INTERNET |SECURITY SYSTEMS®
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R SQL Server Agent

SQL Server I—3J1xF I3— 0% - TOKLAPO31

T )RR AT A A
FEERIT: |‘g‘f~ztm§£ j 2 LRIEFR A

SFNBEFTIC |

C¥Program Files¥Microsoft S0L Server¥MSSOL¥LOGESOLAGENT.OUT MAEE 01 fTH0x

fE8 BT/ Futr -3 ~
€ 2005-01-12 171229 [102] S0L Server ODBG F34/4 Ji—2i3l, 3815042
@ 2005-01-12 171229 [103] BS1AMERLTLE Net 513U DEMSSHRN.DLL TH. O—H)l RAR H—/5.
& 2005-01-12 171229 [310] 1 {EDFOEsHe 511 MB O RAM fitgEEnE0E b
€ 2005-01-12 171229 [339] O—A)b 22 -5 TOKLAPD3! T, Windows NT 51 @600} Service Pack 1 %32
@ 2005-01-12 171229 [364] Messenger # —E2MERGENTIEHE A - NetSend 1BZILEEENZH A
€ 2005-01-12 171229 [126] SOLSERVERAGENT % Windows NT #—£32 o0 —)WDiRE FTRELTOES
(Ty  2005-01-12 171229 [260] 2—)b ol aRETERE A GEER : 2L J077 - MANERENTOER A
1y 2005-01-12 171229 [396] GPU D7 FIMARBITESENTOEE A - Onldle T30 Arda—Md#mELEEA |

W

Rl L AL
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SOL

SQL 707745 - [®E - 1 (TOKLAP031)] B
@ IrE RED HTA BEER O V-O oouEoid AL HHE - 8 x
POASSTEMAME > e 2515 W hHE
EventClass | TextData | ApplicationMame | NTUserName |LoginMame |GPU | Reads |Wites | Duration | CGlientProced
Tracestart
ExiztingConnection — network protocol LPG set quote..  SQL ATY P13 hosura A0 mMINEhoeUra hah2
ExiztingConnection —— netwark, protocal LPC zet quote.. M5 SCQLEM hoeura A0 mMINEhoeUra 4548
ExiztingConnection — netwaork protocol TGRAIP zet qu..  Met SgiClient D BookStare ]
RPC:Completed exes zp_reset_cohnection Met 5glClient .. BookStare ] 1] 1] ] ]
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m “ HAVING 1=1--

|
O ‘FSB_USERS.user _id’ GROUP BY
‘FSB_USERS.user_name’
GROUP BY
‘FSB_USERS.login_id’
GROUP BY
‘FSB_USERS.password’ GROUP BY
‘FSB_USERS.creation_date’
GROUP BY
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m user_id, user_name, login_id, password, creation_date
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aLstmtStarting Select * FROM FSB_USERS et SglClient D za
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SGLStmtStarting SELECT # FROM FSBE_USERS WHERE LOGIM_ID=" Met SglClient D =
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iE}{EG MASTER ®F CMDSHELL DIR--" AMD FASSWORD=" -
4 I _rl_‘
b le=2AEEFTLTIES fT13. F]1 fT:13

| oW
(@ INTERNET | SECURITY | SYSTEMS® 47




SQL
Xp_cmdshell

is Event Details 3/14 ﬁ
Event Detailz Mame Event Detailz Yalue : |:|
DateiTirne 2005-01-25 15,35:36 JST HTTP POST
E HTTP_POST _XP Cmdshell =

!LT:HNI\?:I:E HT$F‘ POST P CmdthII command contains =

G e SQL command shell
Chzervance Type ntruzion Detection request B |
Combined Event Count 1 (HTTP_POST_XP_Cnu
Cleared Flag |:|
Target IP Address 192.168.35.52 About this signature or
Target Object Mame ol vuinerabii'rty
Target Ohiect Type Target Port
Target Service hittp

‘Source IP Address 192.168.35.217 RealSecure Network

| Sensor, M Series,

|SourcePart Name 14 BlackICE Server

|Sensor IP &ddress 19216835 52 Protection, BlackICE
Sensor Matme server sensar PC Protect’inn,

RealSecure Sentry,

B = S — RealSecure Guard

| Event Attribute Yalue Pairs. BlackICE Agent for
Aftribute MName Aftribute Yalue sServer, RealSecure
aloorithin-ic 2004502 Desktop Protector,
AttackSuccessful ) RealSecure Server
BLOCK Defautt Sensor:
DestinationEthernettddress 00: 50:56: CO:00: 05
[&MAPY otocolld E This signature detects
et ool 4 attempts to execute
server bakvka03] the sglServer
Sl %27 % 3E+EXEC+master xp_cmdshell+dir-- ¥p_cmdshell program

| Sustemansat LOIAAE0a1 DUy S HITR ROSE

LURL thacimebankiLogin.aspx command.
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