RIR

RIPE NCC
ARIN
APNIC




RIR

2. RIR

2005

RIR Regional Internet Registry —

RIPE NCC ARIN APNIC JPNIC
IP IRR Internet Routing Registry
RIR
APNIC
2.1. RIPE NCC
RIPE NCC 1P
RIPENCC 1 3 RIPE
IP
53
RIPE
211. 53 RIPE
2006 10 2 6 53 RIPE
RIPE
NCC RIPE
53 RIPE LIR Local Internet Registry
3 Plenary
3 WG 355
1
Plenary  NCC Services WG
Database WG IRT CRYPT-PW



RIR

(|
Plenary WG
1P AS 1 WHOIS 1P
IP
IP AS
BGP
2 2006 4 APNIC

RIPE NCC

Plenary APNIC  Geoff Huston IRR

IRR  route-set
route-set route
authorize( ) route (
) AS LIR
AS 1P
ROA(Route Origination Authorization)
2006 7
ROA
Plenary
RIPE NCC
NCC Services WG
2007 RIPE NCC 3 RIPE NCC 2006 APNIC
NCC Services WG RIPE NCC Alex Pawlik 2007
Evaluation Task Force( )4

1 RFC3779

http://lwww.ietf.org/rfc/rfc3779.txt
2 Secure Border Gateway Protocol(S-BGP)
--- RealWorldPerformanceandDeploymentlssues
http://www.ir.bbn.com/sbgp/NDSS00.S-BGP.ps
3 Newor Significantly Developed Activitiesfor2007
http://www.ripe.net/ripe/draft-documents/gm-october2006/ap-2007.htmI#3
4 RIPE Certification Task Force



RIR

Evaluation Task Force

2007
55 RIPE
APNIC
ARIN
IRR
IRR
5 RIPE NCC
RIPE
RIPE
IRT(Incident Response Team)
RIPE 5 Database WG
CRYPT-PW IRT
RIPE LIR 4

MD5-PW PGP-KEY X509 CRYPT-PW MD5-PW

2007 3 CRYPT-PW
LIR
-PW CRYPT MD5
CRYPT UNIX

RIPE NCC

IRT

CRYPT-PW

RIPE

RIPE

http://lwww.ripe.net/ripe/tf/certification/index.html
5 Routing Registry Consistency Check Project
https:/www.ripe.net/projects/rrcc/index.html



RIR

8
MD5 MD5 RIPE
65 6
CRYPT-PW
( )
52 RIPE
2300 CRYPT-PW
IRT
WHOIS 1P inethum
-C WHOIS
IRT WHOIS IP
IRT
IRT
LIR
RIPE NCC
IRT abuse-mailbox
abuse-mailbox inethum ineténum
abuse(
) abuse-mailbox 2004 1
47 RIPE inetnum/ineténum
IRT 100
60
RIPE
2.1.2.
RIPE NCC route object authorization
RIPE IP IRR

6 Crypted password generation
https://www.ripe.net/cgi-bin/crypt.cgi



RIR

LIR AS

AS
AS

1P
RIPE
ARIN IP

[

JPNIC route object
IRR
APNIC, RIPE NCC
APNIC authorization
NCC

a. RIPE

RIPE NCC
RIPE NCC
IP AS

route

AS

authorization(

PGP

RIPE

LIR



RIR

a mnt-route mnt-by
ISP route

route
mnt-by
aut-num
AS

LIR

32bit

admin-c

nic-hdl person
person

PGP-KEY, X509

AS

LIR

route

AS

RIPE NCC IP
route

tech-c
nic-hdl

IP
aut-num

10

ISP

IRR

aut-num

AS

role

CRYPT-PW, MD5-PW,
person

inetnum



RIR

mnt-by: < >

RIPE NCC

mnt-lower: < >

mnt-lower IP
mnt-by LIR

mnt-route: < >

mnt-route  route
mnt-by LIR

inetnum: 10.10.0.0-10.10.255.0

mnt-by: MNT-A

10.10.0.0/16 MNT-A inetnum MNT-A
mnt-lower
mnt-by AS (AS )
route mnt-route

inethum: 10.10.0.0-10.10.255.0
mnt-by: MNT-A
mnt-lower: MNT-B

mnt-route: MNT-R

10.10.0.0/16 MNT-A inethum MNT-A
MNT-B MNT-B
inethum

11



RIR

mnt-route inethnum IP route
mnt-by mnt-lower
MNT-A,MNT-B route
mnt-route MNT-R route

mnt-by, mnt-lower, mnt-route

12



RIR

2.2. ARIN
ARIN ARIN
2 IP
RADB’ IRR ARIN
IRR
IP
18 ARIN

22.1. 18 ARIN

Policy Proposal 2003-3 "Capturing Originations in Templates"
ARIN
AS

OriginatingASL.ist:

WHOIS
WHOIS IP prefix AS
60 30
IETF SIDR WG  chair RFC4272 Sandra Murphy
2006 2 ML
ARIN 150

7"RADB
http://www.nic.ad.jp/ja/tech/glos-kz.html#03-radb

8 Policy Proposal 2006-3: Capturing Originations in Templates
http://www.arin.net/policy/proposals/2006_3.html

13



RIR

(@]
PKI whois
oARIN
IRR
bulk
ftp
oARIN
(@]
IRR
oIRR
IRR mnt-by POC
IRR mnt-by route ARIN
o
POC mnt-by
route
(@}
3-6
oARIN
rwhois
ARIN
(OrglD)
( )
X2 ( )

JPolicy Proposal 2006-3

14



RIR

O
IPv4 IPv6
AS
1 1 IP
AS AS
ARIN
ARIN
(repackage)
WHOIS WHOIS AUP
Acceptable Use Policy NRPM Number Resource
Policy Manual 3.4 60
O
AS(Origination of prefixes by ASes)
authority
ARIN IRR
(IRR )route
ARIN

ARIN
ARIN

15



RIR

NetRange:
NetType:

OriginatingASList:

OriginatingASL.ist

AS

2006-1: Residential Customer Privacy °

1
ARIN Ray Plzak
oRay
PPML 46 16 2 3
o Samuel
ARIN
ARIN
ARIN
(@]
3 4

9 Policy Proposal 2006-1: Residential Customer Privacy
http://www.arin.net/policy/proposals/2006_1.html

16

Samuel Weiler



RIR

SWIP
5 7 (Randy Bush )
ARIN
WHOIS
O
8 52

JPolicy Proposal 2006-1: Residential Customer Privacy

JPNIC
o Samuel
O
2006 2 PPML ARIN17 2 NRPM 4.2.3.7.6
6.5.5.1 3.2 )
"Private customer - XYZ
Network" "Private Residence"
abuse Technical POC Point of Contact
WHOIS
(@)
IP
2003-3

17



RIR

2.3. APNIC
APNIC
APNIC 2
NIR
APNIC
22 APNIC
23.1. 22 APNIC
APNIC
2006
2007 4 APNIC
CJIAPNIC  IETF
IP AS
6 RFC3779%0
IP
IP

CA(Certification Authority)

IANA
RIR

X.509v3

ASldentifier(AS ) X.509v3

4 1

22 APNIC

PKI(Public-Key Infrastructure)
AS

CA

Internet Assigned Numbers Authority CA

IPAddr(IP

10 X.509 Extensions for IP Addresses and AS ldentifiers

http://lwww.ietf.org/rfc/rfc3779.txt

18

2004



RIR

S-BGP11 S-BGP BBN Stephen Kent

BGP

CJIAPNIC

APNIC

1 (2006/5/1-20066/30)

IETF SIDR WG

2 (7/1-8/31)

IRR
CP/ICPS
3(9/1-12/1)
LIR toolkit ( )
RIR Portal web (
1 7 66 IETF
22  APNIC
RIPE NCC
66 IETF
APNIC
22  APNIC
Asia Pacific OperatorS Forum APNIC  Geoff Huston
4

11 Secure BGP Project (S-BGP)
http://www.ir.obn.com/projects/sbgp/

19

JPNIC

APOPS



RIR

a.APNIC  Web

b. LIR

c. IRR route

d. Web
a AP 3
Portal web b ¢ d
2
LIR
—
RIPE NCC APNIC
22 APNIC APOPS
ISP
ISP
ISP
ISP CA
CA CA
ISP
JPNIC IRR RA(Registration Authority) 2
IRR ISP
IRR route

20



" ISP
ISP CA

22 APNIC

APNIC Web

RIPE NCC

IRR

NCC 2007
RIR

RIR

APNIC

RADB

RA
3
MyAPNIC
P
IRR
RPSL
LIR

21

S-BGP
2007 4
IRR
IRR
ARIN
IRR
RIPE NCC

route

RIPE



RIR

2.4. APNIC ROA IRR

22  APNIC JPNIC ROA

IP

What | want to share today:

» Two ideas for management logics of
resource certificates

Use of IRR for handy and legitimate
information for certificates

External RA for simple deployment

2-1 22 APNIC
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Use of I1IR for handy and legitimate information for certificates IRR

External RA for simple deployment
RA RA
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Operator's additional works

Managing certificates from a
registries (RIR/NIR)

b Managing certificates along with
ROAs
Route Origination Authorizations

ROAs means authorizations which are
taken by LIRs (address space holders) to
AS(es) to originate routes in the internet,

2-2

2-2

a. Managing certificates from a registries (RIR/NIR) RIR NIR
b. Managing certificates along with
ROAs ROA Route Origination Authorization

ROA LIR AS
AS LIR IP origin
origin AS
origination
ROA

deployment
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a. Managing resource cert.

» Resource certificates are better to be
issued by an CA who has not only
legitimate but also has handy
information.

"legitimate” allocation and assignment
from RIR/NIR

"handy" routing information
in IRR (managed by ISPs)

- "handy” is important factor for real deployment

2-3

Resource certificates are better to be issued by and CA who has not only
legitimate but also has handy information

legitimate allocation and assingment RIR NIR
handy routing information ISP IRR
IRR ISP ISP
ISP
IRR
"handy” IRR
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Handy and legitimate
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b. Managing ROAs

Whale range of address
that ong AS can adveriise = Adcress ranges
{in aliocated range) that one certificate has

» Operators will need to manage
grce)ﬁxes in certificates along with
S.

This requires further certificate
management system for operational use.
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2-6 ROA
b. Managing ROAs ROA Route Origination Authorization
prefix
prefix
LIR IP AS

Whole range of address that one AS can advertise (in allocated range)
IP AS
Address ranges that one certificate has

2 AS ROA
prefix
Operators will need
to manage prefixes in certificates along with ROAs This
requires further certificate management system for operational use.

LIR
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Complexity near the end of tree

» Each CA has to implement similar but
diflferent functions according to their
roles.

2. Arrange certificates with RDAs

LIRCA

4. Arrange certificates 3. Issue
with routers and ROAs 1. Request far

new prefixes for
5P Ca? e new customer

5, Configure routers for new certificate
"old certificates? or new certificates?"
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Complexity near the end of tree
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JPNIC

Each CA has to implement similar but different

functions according to their roles. CA NIR LIR
1. Request for new prefixes for new customer prefix
ISP LIR 2. Arrange certificates with
ROAs LIR prefix ROA 3. Issue LIR CA
4. Arrange certificates with routers and ROAs
ISP CA

5. Configure routers for new certificate
“old certificates? or new certificates?”
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Web

Summary
« Two ideas

Use of IRR for resource certificates
for handy certificates

External RA for ISPs
for simplified deployment

2
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Use of IRR for resource certificates IRR
ISP handy

External RA for ISPs

ISP
ISP simplified deployment
RIR IRR 2-10
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