-

IPV6DE SR RXBIREBEHRREICLD

H1=-75P2PH—E XD EIH

\

2004. 11. 25
NTTaZSa2=4—33> X (%)
BIFERE LkIRIP7—3XTO0F v 2 E

BRIXA K




AEX 2R EDORERIT




FP (LIRS e r%4® [&J ‘j: r; CNTT Communications

(BAN) ﬁiiﬁé'iﬁ%ﬂf—@%

10,000 Tt > s —
RIZHRIE?
8,000
IR
(E—FER)
6,000 EEEsE 20003 ¥ %
=y :
~ s
S . :
- A —y H
4,000 (EvFER) i A
S H . . . ~y
BiR
(RVRER) 3
2,000

.......

0 | .I I I I I I I I I I I |
1996 1997 1998 1999 2000 ... ..

Copyright © 2003 NTT Communications Corp. 3




NTT Communications

[EAD K I DEKTAZED...

¢« AEFA2RAUBIQUITOUSEEDEEHES !

o B, PR, LRDOZEGENX{aIH 2
—ZNI[EA—F RN ERFZENSTE
e ZTNICLTIXSHDAUA—3RybE/\YAVEFET=
F= ABIRITELY !
—mE eV RIRE
—RAEBUVEDESTE . FIT7001 D FTEERSEE

m

Copyright © 2003 NTT Communications Corp.



AEXRHR - RYRT—IDAA—D T

= A (2%
® EHEE A*‘ybq_gl
TAa—R/\UR1E |

i ENCILAE
/\°‘,i(:|> % RS
| Ipv6Z&;EHALT-
INYFV—1E

H#—E R

AE AR AR DA ROEN OB |

EHREBOR—F L AGTaARIT1ETA
TIVFE—FINLEILEFERYET—D
AT INIDY—LLRIGR—ARE T4

Copyright © 2003 NTT Communications Corp. (Hea: NRI-ITT‘H%TE’f—920065




1V —2IrDBR=Y—ERARE T

BRI CEEERRA YT S0
*T—EDTNFEHE EY FEIZOYTL
Ry —OBBILYFERSE LY

Copyright © 2003 NTT Communications Corp. 6



Ao8—%ybzERNIEYI X T/l e

OIL—% Rl HS)L—A RT AD RN

/ﬁf‘ﬁ@ﬁ%(:;éiﬁh \ Kﬁiﬁd)?ﬁﬁﬂ:&:éiﬁh \

.

EIZ& FRIRTTIEI
HEDUIICSEYIhEH - RIS AT — 5% RBERELTRE
- DEARN RIS LY HEHETREWNSA R +5

Copyright © 2003 NTT Communications Corp. 7



G —

’f g 9 *‘ Y I\& Hy L ) % <f% ATT Communications

BECRRABREBICHITAIPOZ A=y —a D “DERIE"HIERE,
B X, IPOSA=4S5—3a3 FRELERLRBAECRRADIFEL . ECRRAF YU REKRE B R,
BADSLE DD O—FRN\UFREBEERICKIIPAS A= Sr—2a VA0 HFEX,

BLANLENS, ZLDTRAL—HFITESTIK, REIPAZ A —2a V(AR RHET .
[EFENFERIOEIZELTLVERLY,

—

{4 VA= YMIEDF—T %, B J [Eiﬁ%ﬁ’\d)ﬁiﬁl:ﬁ%\ 1 ‘/’5!—*“/}

REHRERIEICKY . EREMICE R FDOEFEE. REEADTRIBX
| |

VA —RoNOBRMKESY

AVB—RINDIA—TURE 1D Fi-BRA~OREEEERELLTEEL
A B—RYbERFELEBENH IV —ERBIHOEFAIFELTORENER

Copyright © 2003 NTT Communications Corp. 8



NTT Communications

o EOT.G.IBICTAU2—RYFDEERRANE

o KEEYTA>IFFETEIEES

« LAWL. F:I.I:“ﬂFGllf(J
[ECTHITLVDOTHITH#HETEH )
FHasEELN BRI EHOLNTSES-

« S MELRDIE,
rZi T RS MME] !

Al

—NBHOTEEFRLADIAEFFR]

Copyright © 2003 NTT Communications Corp .



NTT Communications

o LMHE. TDRIIfFIH?
—EHEMEGREMRE)
—Z2H(exal)7T4)
—B(E - HUEEE
—IPAV IS DFREE
—/Pv6
o - ZFLTINLZASLI-MT-GiIn=R
etc.
A= DFRIIMEE>THIEHRA—T U |
—LHL.WVDOTH, ECTH, LTI —ToTHNIE
BWLWELWSED TIRENAS
OSa=TaEWSHEA T, BIEEMZEL.
—RFBETH5LDONEVUDATRER TG NEASH ?

Copyright © 2003 NTT Commun ications Corp._)% : ': S m m 1’) L) b‘\ m -t < é 10



IPVv6DE R XEM




AV B—F b DRELHR i

Today Tomorrow
JANY j= N | FYNRE-TITFATUR |
£ itk - B AR IR i -

ATy “Jﬁﬁ"’l I :E:L:’T—*‘/a‘/l
Client-Server l P2P, M2M l
w -_ Managed l

IPv4, Webl IPv6, SIP(M2m-X) l

Copyright © 2003 NTT Communications Cor D. 12




e

IPv47 L RADIRK (7L REFI &L HFHY)

T (55T (21 R IZ 85 (B A2 B — R M EDEYF |
(2T EL-R) GBS BREEESS BoRDEH (2002.8.7)

Gl [ ] [ ]
‘ 7’)70)4‘/9—*‘yl~ﬁ‘6t75‘1),ﬁﬂ(90&1&@?&)5#
BRI 478 x4 3R (I 5R) A ER S TLV 2 !

OHFE

FX M
OARIN IS
@ APNC

CCISHLAD SN 7 -
FELALATETLVEN >

—

FOT KT

052 1983 18 1EE5 1886 1987 198 188 1880 1EE 1992 1993 19 1985 1806 19T 1988 1998 2000 A0

(B OECDEHE

IPv6=THIFZRYRSE. TEBILT f=o1=C¢%
R -HE-RMAICKRRT 5F=HDTORIL]

Copyright © 2003 NTT Communications Corp. 13




I PV 6 0) fl:% 1& PATT Cormunications

- FRULRARHY32bit (2°4@) Hi5128bit (2'2%4E) 2 KIEHE K
— SATFEAIZEZBTRLR

- TS5 T A REE IR R
- EH(CImREERE

- R THIEBREREERR =
- XU TR ESE LT
- BEREERETIOOMEERERHE (PoRsrT—7

- S04 212G C-mE EEDA AT EE
- WIITF VY AMERELT IR ERE R
— BT —ADEZELEHIZTATEE m

Copyright © 2003 NTT Communications Corp. 14



Pv6DT7RLRSTEDLSLVMN  F

32bit (232{@) = 128bit (2128{#)

— IPv4: 4,294,967,296 {&
- HFEDOAO: %3 6,000,000,000 A

IPv6:340,282,366,920,938,463,463,374,607,431,768,211,456 {&

(IPv4) 7\ I 1{E D o D ED $i
= (IPv6) KEEDFIR T DR AIL

(IPv4) RS T1mm
= (IPv6) SR R D E & (D84,0005

I|II|II|III
IR AN

Copyright © 2003 NTT Communications Corp. 15



IPV6 CTILMHHFLLNY—7vh e

FhH

_,_Q_ p,. I
EERSEVATL TUL4E EIRV AV ERE Eﬂ%/iimllmﬂﬁﬁ*ﬁ

PVR

@'Home Network ( Office Network ( Sensor Network D

\ \ Always<or Fixed Access (AD /FTTH/VM) [ L

IPv6/1Py4 Networ 2P Secure & Ma ed End-to-ENtNP @
FYPREH—ER tﬂh')-rﬂf EX iﬁlﬁv*—vxyh
=reagi e BAZERA TR, EE
. RiEAELY P2PaSa=%—>3> HASER IJ7—LII7EE
o SREFH. UEDY s X2 FTVES. TV%’E% ﬁxaltpﬂ-—%ﬁ
o« IN—=YFINAaAVTIY » BOEMEH(EIRE)
aLTUVERE ] I
Mobile Access H kgrporate/Data Centek Acgcess

Go 0= I,

TUNA  PDA L gt FA imode/TVESE

Lrrsmasp =P E"*ﬁtz@

Copyright © 2003 NTT Communications Corp. 16


http://images.google.com/imgres?imgurl=www.co-nss.co.jp/products/lanbase/rs21/image/photo-hcm1x_spc.jpg&imgrefurl=http://www.co-nss.co.jp/products/lanbase/rs21/rs21-musenkanshi-matusita.html&h=179&w=173&prev=/images%3Fq%3Dweb%25E3%2582%25AB%25E3%2583%25A1%25E3%2583%25A9%25E3%2580%2580%25E6%259D%25BE%25E4%25B8%258B%26svnum%3D10%26hl%3Dja%26lr%3D%26ie%3DUTF-8%26inlang%3Dja
http://images.google.com/imgres?imgurl=www.qis.jp/takaden/image/W32-PDH3000-1.jpg&imgrefurl=http://www.qis.jp/takaden/shohin.html&h=240&w=320&prev=/images%3Fq%3D%25E6%2597%25A5%25E7%25AB%258B%25E3%2580%2580%25E3%2583%2597%25E3%2583%25A9%25E3%2582%25BA%25E3%2583%259E%25E3%2583%2586%25E3%2583%25AC%25E3%2583%2593%26svnum%3D10%26hl%3Dja%26lr%3D%26ie%3DUTF-8%26inlang%3Dja
http://images.google.com/imgres?imgurl=gamagori.cool.ne.jp/insatu/copy.gif&imgrefurl=http://gamagori.cool.ne.jp/insatu/&h=200&w=246&prev=/images%3Fq%3D%25E3%2582%25B3%25E3%2583%2594%25E3%2583%25BC%25E3%2580%2580RICOH%26svnum%3D10%26hl%3Dja%26lr%3D%26ie%3DUTF-8%26inlang%3Dja
http://images.google.com/imgres?imgurl=www.oki.com/jp/BMC/img/sol_p3.jpg&imgrefurl=http://www.oki.com/jp/BMC/solu/sol_04.html&h=263&w=349&prev=/images%3Fq%3D%25E9%2581%2593%25E8%25B7%25AF%25E7%259B%25A3%25E8%25A6%2596%26svnum%3D10%26hl%3Dja%26lr%3D%26ie%3DUTF-8%26inlang%3Dja
http://images.google.com/imgres?imgurl=www.messs.com/mp3/mp3_vs_md-3/mp3_vs_md/md-sony-mz.jpg&imgrefurl=http://www.messs.com/mp3/mp3_vs_md-3/mp3_VS_md_3.htm&h=160&w=167&prev=/images%3Fq%3DMD%25E3%2580%2580SONY%26svnum%3D10%26hl%3Dja%26lr%3D%26ie%3DUTF-8%26inlang%3Dja
http://images.google.com/imgres?imgurl=www5a.biglobe.ne.jp/~ishimo/doa6-2.jpg&imgrefurl=http://www5a.biglobe.ne.jp/~ishimo/ISHIMO-6-2.html&h=193&w=84&prev=/images%3Fq%3D%25E6%259D%25BE%25E4%25B8%258B%25E9%259B%25BB%25E5%25B7%25A5%25E3%2580%2580%25E3%2583%2589%25E3%2582%25A2%26svnum%3D10%26hl%3Dja%26lr%3D%26ie%3DUTF-8%26inlang%3Dja
http://images.google.com/imgres?imgurl=www.cs.c.u-tokyo.ac.jp/~hlab/images/baby.gif&imgrefurl=http://www.cs.c.u-tokyo.ac.jp/~hlab/&h=148&w=159&prev=/images%3Fq%3D%25E8%25B5%25A4%25E3%2581%25A1%25E3%2582%2583%25E3%2582%2593%26start%3D60%26svnum%3D10%26hl%3Dja%26lr%3D%26ie%3DUTF-8%26sa%3DN
http://images.google.com/imgres?imgurl=www.ntt-f.co.jp/rd/kouiki/images/alice-pt.jpg&imgrefurl=http://www.ntt-f.co.jp/rd/kouiki/kouiki.html&h=214&w=315&prev=/images%3Fq%3D%25E9%2581%25A0%25E9%259A%2594%25E3%2580%2580%25E4%25BF%259D%25E5%25AE%2588%26start%3D20%26svnum%3D10%26hl%3Dja%26lr%3D%26ie%3DUTF-8%26inlang%3Dja%26sa%3DN
http://images.google.com/imgres?imgurl=news.bbc.co.uk/olmedia/1315000/images/_1319075_miles300.jpg&imgrefurl=http://news.bbc.co.uk/1/hi/entertainment/music/1319075.stm&h=180&w=300&prev=/images%3Fq%3Dmiles%2Bdavis%26start%3D120%26svnum%3D10%26hl%3Dja%26lr%3D%26ie%3DUTF-8%26inlang%3Dja%26sa%3DN

[£7/L1] End-to-Endirtal)Tq e

tran et I-Il’é The Internet

|-'i’| (IPv4)

...................... N AT/ FW

| IPsec/IPv6 TENnd-EndIZE& =1t

Tomorrow The Inerid0SEC I-_-
[ |
‘ AN i
S ——— FEIRLAND EBEE R
fgg?] :jtgctjllgﬂié—%{%{ﬁ A( P4 \ZIPseCIIPVG’C%ﬁ j

|\ M;

Copyright © 2003 NTT Communications Corp. 17



(1) 1 > b5 EEY DENd-to-End ¥ 2 7 ISR —qy Ermemme

CAD collaboration

TV conference

CAD collaboration ' TV conference '
EOE R~ TIHE - | s
ICADaZRL—3> b

(B$L)

B 25 Project#2

Shared Resource  #Z5Project#1

(SLDE2EtzF 277 VPN

Project#1 Project#1 Prolect#2 Project#2
member member member member

Copyright © 2003 NTT Communications Corp. 18

Eﬂ’):’)h*&%‘%{—%émi




Mobile IP (/—K

[ET/)L2]) EE) T+«

| /—EMIZMobile IP3t

NEMO (R Y]

/—kM

FYFM®DIL—EHNEMO
MGED, /—R1~nld@&

#®/—RKTRL

Ty M )

-« /—Fn

Copyright © 2003 NTT Communications Corp.

/—kS

> | T

IPV6A A4y k

%8

/—kM

/—kS

> | T

IPV6A A4y k

B E

<YM

H S DEEYT4)

."'-—.-____\_-
L NTT Communications

/—EMIZEEIPIZRZ |

B

H R DEEYT )

/—kM

~

FYEMA®D /—F1~n

éthﬁl%lp(:ﬁig

#E

/—k1

.« /—Fn

/—k1

.« /—Fn

19



" NITT Communications

N
&
e
=

({51) NEMO D FI| FE

BRRYM—EX

Copyright © 2003 NTT Communications Corp. 20



;'ﬂl T Communications

HALZEDEIRIZDULNT

Copyright © 2003 NTT Communications Corp. 21



R & E(2d5 (3 HIPVEEFIADBE (421 —)

‘AX:
BUFF hie-Japan T2005F E TIZIPVEAN DB ITE R E
ISP, NWH S A—HMTEBAI (U —E R - 8 i it
IVRaA—YhiGIIRE R
ITE R SZEICTIBFER AT LADIPV6E A |ZBAE

K[EH:
DoDHY20084F £ TIZIPVESE L F51T. 2005FE M SRR ZFICTIPVER b Z 3K
it

B AIPV6 ZRL AR SHEBHMMNA B RKEIREFYTIC
EU:
ITBREANWY AT L ((R—LR—IF) ZIPVO R G ICHRFE T H AR
NATOBRSE M KDoDIZBHEI ?

«K[H:

B RFERZEANIPVA/IPV6 Dualt i sZB D/ it iR 5E
IR

KEICHE. B<GRELHREFE
«Fh[E:

Eﬁﬁ??"l:l*‘)::bFCNGl'G‘ZOO{.%‘\FHE*EO)IPVG?Qié
| |

BARLNDER TEHIPVOREI BEITTFFRIE

Copyright © 2003 NTT Communications Corp. 22




_ NTT Communications

ﬂé E BH'\?C\\% (DoD) @E)JI”H?

() US IPv6 SummitE $t (June/2003)

@o""m"% UNCLASS : . .
UNCLASSIFIED gj%y Projected DOD Timeline

1007 | 2008 @ 1009 | 2010 @ 2011 & 2012

2005 | 2

Mandatory Standard Mandatory Standard

E2E Protocol E2E Protocol IPvé:
Mandatory Standard
IPv6 in the IPvé: IPv6: E2E Protocol
Emerging Standard Mandatory Standard
Department of Defense
E2E Protocol E2E Protocol
Captain R.V. "Ros"” Dixon

Tactical Data Systems / IPv6 Test Director
Joint Interoperability Test Command

Fort Huachuca, Arizona
dixonr@fhu.disa.mil

UNCLASSIFIED
UNCLASS

e 0.11%F Z2#I-T O R EL TDCyber SecurityDRITE R ELETE
. TGlobal Information Grid (GIG) 1%2008E £ TIZ52 2 IPV6IE 1T
e 2005F D EFHEMNBIPVEX LA AZE S LTV 2008 FE o (X IPVAEZR D ER
EZx{EIL T BHEHE
23

Copyright © 2003 NTT Communications Corp.



MlE 0) Ej] r’lﬂ NTT Communications

»>CNGI (China Next Generation Internet)
V2005 F TOREDORERA2—RYMETIHE
vVi1AMEx ($9210EM) = FERE

»6 T Net
VIEEREZEIR(MI) EZBDIPV6rSA T ILR YT —

VISIEELA I T —/NELTS ML, BRIEF(NTT Com,
KDDI, B3I, EX @, NEC, IR T E)BL A /NELTS

»CERNET

VM RIPVeR Y I — T, PEINICEESHR(ALR . L.
ILIVE/ NI TR— 2 iR FH

vCNGIFTEZXRWEIINWHLE T E

> hAETE(E (China Telecom)
VIEEXYMEAEIZTIPV6 R YT —OEEEEZE B
VCNGIFTEZRWTHT=IZVONWE B E T E

Copyright © 2003 NTT Communications Corp. 24




FEE MDA LER (FE1TLTHHE)

5005 X520 #5020

4 N O N
IPv6 Routers for ISP/Corp IPv6 Routers for SOHO/Home

*\Windows XP. Server
2003, CE.NET, Mobile
2003, WMP, 3degree

eSolaris

HP-UX

MacOS

eLinux

' o[reeBSD

*NetBSD

*OpenBSD

o™

BREFAAF

Copyright © 2003 NTT Communications Corp.

¢ B39
i} ~
Network camera -'

- j

NTT Communications
o iy

25


http://images.google.com/imgres?imgurl=www.epoint.co.jp/img/TransCube.gif&imgrefurl=http://www.epoint.co.jp/new.html&h=219&w=140&prev=/images%3Fq%3Dtranscube%26svnum%3D10%26hl%3Dja%26lr%3D%26ie%3DUTF-8%26inlang%3Dja
http://www.microsoft.com/japan/mobile/bguide/default.asp
http://www.i-node.co.jp/product/hotnode.html

£ 3B R O GEE (BARAEDH SN TINDHE

g
A~ ) _ NT'T Communications

] ] ™\
Remote Monitoring /Z Control

~
Home/Office Appliance

Home —
. § Server % -
E ] /PVR —

Home Security
Visual Conference (

Sensors Remote Control ] ’ Printer

= IP Phone

N
-

~
Manufacturlnq

Automotive Consumer Goods
\_

J

Copyright © 2003 NTT Communications Corp

26


http://images.google.com/imgres?imgurl=www.epoint.co.jp/img/TransCube.gif&imgrefurl=http://www.epoint.co.jp/new.html&h=219&w=140&prev=/images%3Fq%3Dtranscube%26svnum%3D10%26hl%3Dja%26lr%3D%26ie%3DUTF-8%26inlang%3Dja
http://images.google.com/imgres?imgurl=gamagori.cool.ne.jp/insatu/copy.gif&imgrefurl=http://gamagori.cool.ne.jp/insatu/&h=200&w=246&prev=/images%3Fq%3D%25E3%2582%25B3%25E3%2583%2594%25E3%2583%25BC%25E3%2580%2580RICOH%26svnum%3D10%26hl%3Dja%26lr%3D%26ie%3DUTF-8%26inlang%3Dja
http://images.google.com/imgres?imgurl=www5a.biglobe.ne.jp/~ishimo/doa6-2.jpg&imgrefurl=http://www5a.biglobe.ne.jp/~ishimo/ISHIMO-6-2.html&h=193&w=84&prev=/images%3Fq%3D%25E6%259D%25BE%25E4%25B8%258B%25E9%259B%25BB%25E5%25B7%25A5%25E3%2580%2580%25E3%2583%2589%25E3%2582%25A2%26svnum%3D10%26hl%3Dja%26lr%3D%26ie%3DUTF-8%26inlang%3Dja

NTT/VERIO Global IPv6 Backbone and Services e

NTT/VERlO NSPIXP6 JPNAP6 PAIX S-IX EQUIGIX PARIX UK6X LINX AMS-I1X DE-CIX
Global Backbone

OCNI Japan Backbone OUIFSUENT
@ > T OT ~RE~FRMIZfERS O— /N )LIPVEs vy o —

> IPVA/IPV6 Z LT AT LAY D151\ R—
OSNEOSLT A2 B IPV6&IPVA dual ADSL > Eﬁffé;/r ﬁ76’7 B, RE. By E)I-TH A
= FiF
[esNiey-cx @] IPV6 over IPv4 tunnel > 34E L E ISR A B IPVERY T —5 0B F =4S
IPv6 native transit for ISPs > AFHI(BER)EF SZACRE)DT 17 ILNOCIZ&L S
_ 1Pv6 VPN & multicast BAEDRERMEH
Arcstar IP-VPN 'V utticas > HREFEDTELIPVG-IXEERETZoLIEDE

IHPTSPOT 1Pv6 wireless (coming soon)  IFARER D14

Copyright © 2003 NTT Communications Corp. 27


http://www.ocn.v6.ntt.net/dual/overview.html
http://www.ocn.v6.ntt.net/tunnel/overview.html
http://www.v6.ntt.net/ipbb/index.html
http://ocn.jp/business/

g —
_ NTT Communications

IPv6DTHIZIZDLNT

Copyright © 2003 NTT Communications Corp. 28



IPVG 0) F -_.l 173,_ % 5EI] _-.I”Trfﬂmmm;r'raﬁon;

FRBIL L ELNLIIPIE
[T 22N R IR !

RRENSMILYH—EX

MRE. TAORILBUX)

X314
Ry
2001 2002 2003 2004

Copyright © 2003 NTT Communications Corp. 29




AEFARFYNT—HHIBRETE
(IPv6LZE5 | AELTHHTES)

2010F(CXAEFRRARYET—Y
(kM) RENBBAEDZSREL
84.3JkH
@ ISR IEFBlE
20054F : 30JK . 20104 : 84JkH

100

AEXERR YT —OERIZM (1=

80+ 7ra—F

DB/ FyTmnicL3a%EL
RYRT—O% B

QI EEfMO—FEZRAWNEATIRRMD
THEZAIZFI AR EE

RETHLTHLRYNI—HIZiEHTE

EKEDERERMNATEE

60/

40

EERs|
H—EX
TS9N TA—L
[ 3
rYRT—

2

aQacle

2003 2010

Copyright © 2003 NTT Communications Corp. ﬂi (BFE: AEF AR RV T — RO B EREIcET 3 BEHELIY)



" NITT Communications

-

FHREEBICLBHT=-FP2PH—E RDEIH

(M2mY—E X[ZDL\T)

31



YRR ED

HEJO—KRN\VROER

KERNRINTI—IODER

o

—XHED RER

12005 21—
YR A—HMNDAT.8%

« BZE3000 M2 E

oIy 1—H1D40.6%
HELANDEMIE1E

.l
I\

44845 12—
—ERIFXTLE BEEHERES
Y RBFAKEDIEX

oith T TVIXEthif FIEAELE
TRON. Linux7Z:& OOSHEH;

Pax]

*MPEG2/40) CodecE i

Copyright © 2003 NTT Communications Corp.

fons

NT T Communication

= i

32



*\\J I\ % 'Eg: t li ? -”Trfommur-rr'raﬁnns

-WebEE N TEH5EE?
A— )LD ENSFR—LOFO—F?
YAV TIYNENSTLE ?

.l.

PCOEFRTIEI-EDRRAETILD AN BELGH E 55
HIZESE. BLWLWEDRRETILIFHRLLI=EHY
NDSIEARYDREALITYHAH—EXIZHEK ! ?

Copyright © 2003 NTT Communications Corp. 33



e

IPv4E] vs IPv6RY (1| FH - @S2 RR) s

(¥)M2M = Machine-to-Machine, Mono-to-Mono

IPv4 8] (anonymous, 12— (client® & . serverlX i TH 2 E)

f < \
: o

?°? I
. NE DOTLE :
L aVTUY |
i — (FR— LR Yk) AT HE
iﬂ\a)lr 24 WAN "/ X'C%éﬁ)‘ﬁi
E (423 —F V) i
. (@A | AXAICEE{EES
: ) [ Real-time Communication] IBSADTVESE |
 ASAQTVEER A : M2META Y F IS A LB

——————————————————————————————————————————————————————————————

IPv6Ed (onymous, 1—H(client&server, serverldFE DA IZHEEFF )

Copyright © 2003 NTT Communications Corp. 34



To—khbH=—X

Gl

NTT Communications
—-—

60 |

40 |

20 |

N=2169
1.8
=0.3 44.5
. 39.8
27.6 27.4 27.3

- = o &z = o o = o0 Remote Access/Control
i B Al [ N H F H H ## I v

ko Pk E % At % * i % Lk
Be A L A = P pit F 1 il il B ]
[ & L F F £y # | & = & |
15 F @ ¥+ ﬁEm e N b} o (s 7
fF it # # E§ a = i A LE

s ) iT £ T i i e R

k3| i 0 ¥* 3 5 I L

Foal i Iz b, 2 M M=

= ) & 1% F ¥

Ere & 1F

EHRATERN EF  AACERYS— AR TOF y—FRAE) £Y3IA ?ﬂf

Copyright © 2003 NTT Communications Corp.

Real-time Communication

E#EAALE EL Bﬂﬁﬁ?gﬁﬁ;ﬁ— E2
27.2% :
HERFEY—LER
S B L 14.0%
7.4%

EALIZ & B A L
5.6%

Tl ERE—EA
9.1%

e BV FH—ER
1.5% Fy k=8 —h 73 e
H—ER '
1.6%

HitES WA (WERELt—EAnfARETLF o r—F1 £USIH

35



O

<

[I.IJSIII
)I%
e

NTT Communications

« 1—HDFZL
=JL =

- anh\iﬁL%’B
- RNIEFAHAENED m2m-xIX i1 & 5
- TSAN—ZFBRINES

==

ZE&-HE-{EaXME
- MBS ED

« R G
- B LISPTHEMNDLM? ISP+ A—AhHIZ&B
- BRBA—HTILELZM? UOPFMD#ERL

Copyright © 2003 NTT Communications Corp

36



,r ‘s/ 9 _ * . I\ o) F 7—_“ ) l/ PATT Communications

mnofy 5
X 2 =
4...)(. ..... T.le L Ql\T % >
2 2

EXARIETELANILOEEEGO-O . FHE
EREEIARS (BEETADHILAHNZLY)

in AR BEDRBIEIDARIZHDI=H ., THMOHNE
BIETR—U AV MDIREAE S
EaRr TEDIREDH, HEEDLY.

%X

37

Copyright © 2003 NTT Communications Corp.



L

Tel:03-xxx im A& ID \ \
OF)y TV

ED) FEEMOLTFULTLALOBERBEIZLY., 18
BiEGEENARE (LX) T BEOHILEAAFLY)

ImARBOEREID(BREES)EVTFITICKRY. %R
BRBEYR—IAVERE

ESZXk 5 F)o T4 T7—4848T

] iR 38 R #E B

Copyright © 2003 NTT Communications Corp.

38



."'-—.-____\_-
L NTT Communications

m2m-xNDETJL

EEERDOLT )OO LRNILDOMBEERSIZELY .

BEEGEENE(EXFL)TAZBOHILEANSLY)

B IEERBOBEIEID(SIP-URD EVHFYLSIZEY  HA
HBETR—IUANEIR A

EaRr F—RFH— N EREETMIMTEEDLYEY

Zib-HE-EIARNMEFHLNA 2 F—RY D RR l

Copyright © 2003 NTT Communications Corp. 39

3




g
_ NTT Communications

Our dream---

End-to-End Secure
M2M Communications

My Camera

‘ My TvF l
i- -
Home ﬂ
ork
Network

My Phone

Copyright © 2003 NTT Communications Corp. 40



Th e Real i ty e __NTTcommunications

Firewall, NAT, Crackers,
too tired configuration & operatlon

o
i@ = i@
& Camera
IvlvTV y/ / Attack
- ﬂ
N/ © I/
" Fome " The Internet (IPv6/IPv4 " ori .J]
Network llf ¢ Internet (IPv6/1Pv4)

|
NAT/FW ' AT/EW
0

Y
Mobile
My Phorl1e MObIlP‘ GW
- ‘I\Tetwork

Copyright © 2003 NTT Communications Corp. 41




mzm—Xh§ﬂ’i§jQ'§’é;fg\y|\§-§§®§%%E NTT Communica tions

T
— FBRCHAILI=HFICOABEZHT(FTIEAFIR)
_ i_ﬁgzéﬁluﬂfﬁu%h\%u% BIfERBIER (FEETSA4/1\—D
- BERNBDOEEILGEBETSM/\—DRE)
— TF7ATIA—ILD)TILEA LFHIH (H—E ABEXE)
- PSR ELAHE(BE8tEYT YY)
- BB, 7747 o+—ILEEHOELOa 7451k
KXk
- REBOBEIFTH—N\ENTEIELLKEELRESNSE=O. XD —
NEROEHAICEEAATH—EXRRHEIRFHEL

- REATREGHES{CABZRENICERL TS0, 1EEKOEFX
)T 4B RITEEARTHEBREIRAEL

Copyright © 2003 NTT Communications Corp. 42



SIP 75\ ‘5 0) 1:}"[\ gE .EILI'S ﬁj\ NTT Communications

SIPH—E RZEEMEIN=2TFI T X271k
—~ BXFAAA(Radius, LDAP, etc.) BEDE A
- X aATIEDE=OHDRDGRTEINTA—EF . BRBREVIDFE
oIPsecDIEAIZ LD Y —E RX/BEZZNDEIRXME
— VTFITFeRIVIT—EF )L, TCP/UDPIZEEH ST AR
[CRIARRELE X)) Ta4hAR
— TLS/ITCPDIERY > LR RE T 2~ SR &+ & 2 78 1 2 [B] %
XTI T FITETHREL =R R MY —E X
- M2MODOARFREE. RE. T—FFrRILBEZ R
- Y—\ITOEELZEY aVvEBOEHR(7I7AEH, etc.)
- BT FDAZ
ZRRIET ) r—a It i d A T-6H DSDPEE
— AT4TRERFEIFTTELI 7T ) r—2 3 8B 1D &R (VolPZEL =LY
DM ? BEEFRELLON?)

Copyright © 2003 NTT Communications Corp. 43



——

m 2 M—X 0) 1:': %H ﬂ “NTT communications

l
\ ID{%HIE 7074/\/ 1%:11; SPAM;@%

(6)F—FAPI ) — JqJ)LA
ST T T T Y el EE%IDHL.DIE i@@&%%l‘% __________________________________ N
( ISPl BE&Open API%_'—/?‘L,’CE?%/ ISPZ \:

) braTa IR IEEL O N @txauryy—gm
SIPMid/pass (or FEBAE) 121+ TlPsecik Lo AFRIEFICDOAHRATRRR - FIEZHT
ﬁﬁ(])ﬁx[,\ﬁibl,\ﬁ T A = ErH i i SO l

BT IVTV X LIFAESEE DIREAR o BEEERDER. 7R R)L— &8
O:pen-AEPI

(5) ¥ F74Dch3zift
ISDN Dch/ S4B D &
SIZ, IPARIDIERSEY
ORI T—FF 2RIV

ipa2@isp2.nett

E%E%f(:ﬁlﬁ‘é

id/pass | _ o | 1d/pass i

or g .................. 4 E or i
X509 [T | B — | X509
ipal@ispl.net T—EF v |

(4) AT IL Rt - FW B il Y
BIEHFAHAFENSDINVITEZERIZHIOT
IPALRFIZT—2F v LY —E Xport®d
LISTENZBHIA (XX 71 L 2B

@ R T T—aF R
XTI FeRILEFIBALT
T—AFvRILDIEB L F—Z B HEICK
ESET7ILT) X LIFAESIHE DIZE AR l

l Portd =% . DoS&BOFX
(_EILL., B ) NDronEERR boseRorR S

Copyright © 2003 NTT Communications Corp. 44

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1
/




—\® \\ \ > m:-ﬂmm
IPv6&m2m—xZEEFEERTE(2/16 IPVeE R A HIvk) =

7)b§}7—:’f7351:&_93> ,\o_yj-}l/VPN E:-G%JE#_ng'J\/F_{ya*
(ZFEH) (NTTaL, EL&.EZ.DIT)

()a—)

TVRELAGY L

IN—YFIL
a> Ty

IPV6
m2m-x
(NTTaLl)

YALIN—=H2TFLUR
Uk ((F=7)

;oA l
, - . f‘-‘: \;,.
ISV R—LIRTLA

FET) | RERE-h—L¥ayTg TOVH_LHE AT L
(W) (Bh7)

R=FY
R—Ls
tXal)Tq

Copyright © 2003 NTT Communications Corp. 45



(A aAa—7T)RxVrREBESY—E X N Tconmniction

Tomorrow

JEaY

- N g

H—/\

Copyright © 2003 NTT Communications Corp. 46




(%) t¥217 &YV FREEMISKRL — a0 -

Today Tomorrow

AHt@HERE At @HEE
— 1
. =
-1 59 __|
~ \9%’ © CADaSRL:
ELHEH &7
X A—)LA —
Web7s & Jigs WEALIETT) O BT
E&IEUTIL MEnd-to-End
\’5"(.&7377‘]') x BR& DiEks TXxa)Tq
— $1\‘0) Fe BN AV £
X Site B {iL .
Eanry @iikmﬂ

RBihTim@dbim  #FAWEIZ@NY RBihTiHm@dkim  #FiAWEIk@NY

Copyright © 2003 NTT Communications Corp. 47



I RA—H5DA) Yk
o ISPIA—HDEWNZEREINT .

. B

'ﬂllll

o BELRNE T,

o EMNYEWEF LT,

e IITEFATICENSD

Copyright © 2003 NTT Communications Corp.

EPEWNERDEALLT,

48



B8R A—HD AU b
« BLVERBAATHIFDEIRAME

e SNABIZIHELZINWEX YT 1 DIHZRL

o« FIHESREEDAvE—oDPYEYIE, T—
BF R JVEFESL T AZEEL T F YT Fv
T JLTE R EE
— ISDN®DBchéDch) 7Aoo —

o ISP/A—HEIDERMVTIHEIEGE

Copyright © 2003 NTT Communications Corp . 49



e

ISP / #—‘V | J 7 0) )( | ) Y, I\ AT Cormnications

« EREZEHTAHIMKRIDEMEHIHZBL T, $rR 7%
I hn{{EmanagedH—E XA A iz AT 5E

e T—AFVYRILITH—N\FERBLLZL =K
QA MTIRAL A EE

o BN —H-FEIBIADERIZHDILEK.
ARPUMD[[] Lt

o« HILWIPYY)21—30I—4yhDEIE

Copyright © 2003 NTT Communications Corp . 50



FHAIA A HEZZ OIS B T=IPv6 & m2m—x

o IPVOE AHERE (IPsecE L) [

(i25OKB$£4i (EOosnH)

BT ATE)

SSLOEAIL, IEMTA U AFL, AE!) %

ALY

15 . X 5095 %(ﬁ—/\ﬁu) /Aﬁﬁiﬂrﬁ

oIPsecDE AT, RAFYIIZE

A& (IPv6

NDiZa) . Y—/\QILWEFE T EE, &=

Copyright © 2003 NTT Communications Corp.

B E (L ABIRITE LY

o1



Ubiquitous Open Platform Forum (http://uopf.org)
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