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ROA Coverage - Japan Focus r5:1623)

Good overall ROA coverage for both IPv4 and IPv6 ~75.9% total

Onglary: Addresses (Advertned BOA-Ysiid Adwertiund Adcrevum). IPrd, Percent (of Total) Dhsplay (Advertised ROAVID Advertised Addresses), IPvé, Percent fof Total)
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72.53% ROA coverage for IPv4 79.29% ROA coverage for IPv6 S
APNIC (SlOlC]E)

Why ROV?, RPKI Deployment Status in Japan, JANOG 55, Sheryl(Shane) HERMOSO,
https://www.janog.gr.jp/meeting/janog55/wp-content/uploads/2024/12/janog55-It-Shery-00.pdf
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ROA and ROV - APNIC Stats
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Why ROV?, RPKI Deployment Status in Japan, JANOG 55, Sheryl(Shane) HERMOSO,

https://www.janog.gr.jp/meeting/janog55/wp-content/uploads/2024/12/janog55-It-Shery-00.pdf
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Use of RPKI Validation for Japan (JP)

Zoom: Th] (1a] [54) (1w (1) (3m) (6m) (iy) (max) ® R0V Fitering

H 60
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JPA Use of RPKI Validation for Japan (JP) - RPKI I-ROV Filtering World Map,
NIC https://stats.labs.apnic.net/rpki/JP



»» ASPA - Autonomous System Provider Authorization

AS/\ Rz tR5EY S#Hdy

AS PATH Verification

1. Ifthe closest AS in the AS_PATH is not the receiver's neighbor ASN
then procedure halts with the outcome "invalid";

2. Ifin one of AS_SEQ segments there is a pair (AS(I 1), AS(I)) is "invalid"
then the procedure also halts with the outcome' mvalld

AS1 AS2

O—ONS3 ROA {x.x.x.x, AS1}
ASPA {AS1, AS2}

ASPA {AS2, AS3}

ASPA {AS3, 0}

AS4

BGP Quadrant: Possible Future

BGP Hijacks BGP Route Leaks
Mistake ROA ASPA
Malicious ROA + ASPA ROA + ASPA

AS_PATH VerifcationUsing ASPA

https://datatracker.ietf.org/meeting/102/materials/slides-102-sidrops-as-path-verifcation-using-aspa-00.pdf
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https://www.nic.ad.jp/ja/topics/2024/20240416-01.html

« 2025%E2H27H RPKISZRXAFTLAURS NUDBEEMARE(C DT

https://www.nic.ad.jp/ja/topics/2025/20250227-04.html

« 2025%E3H27H IPNICORPKIVURS KU TR DT —INEE TERVVARICDNT

https://www.nic.ad.jp/ja/topics/2025/20250327-01.html
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