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Technical Session 1
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Yvilcn means ...

* When an application is using TLS to assure itself of
authenticity of the service to which is is connecting, 1
what is the incremental value it places on the partial

- —-presence of infrastructure-based address and name
", security?
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Routing Security SIG
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Problem statement of inconsistent securities of ROAs and VRPs
~ROAE & V' VRP DAL 7585 5 ~
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D ROA’s prefix range Advertised route’s prefix Attack route’s prefix
» Super-prefix hijack —1
. . . 22 A
* Forged-origin hijack - - validated as not-found

1185.70.142.0 185.70.144.0 | 185.70.146.0 185.70.148.0

Attack route is the only advertised route for IP address within prefix C

SXWRE LU TERMDEAZRIITAE
Super-prefix hijack: DISCO(NDSS 2020) , SLURM(RFC 8416)
Forged-origin hijack: DFOH( NDSS 2024)

https://conference.apnic.net/58/assets/files/APNZ606/apnic58-final_1725492827.pdf 8



A tale of two synergies: Uncovering RPKI practices for RTBH
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Operator Profile

RPKI-strict
RPKI-loose
RTBH-agnostic

Number of IXP peers -involved in RTBH - grouped by RTBH+RPKI attitude

IPv4 IPvé
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https://conference.apnic.net/58/assets/files/APNZ606/apnic58rtbhrpki 1725492902.pdf 9
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A Signhed Group of Multiple-Origin ASes for Use In the

Resource Public Key Infrastructure (RPKI)
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P/24 i P24 P14

Example:

Signed MOAS Group Obiject: P/24 {AS A, AS B, AS C}

https://conference.apnic.net/58/assets/files/APNZ606/smgasignedgroupofmul_1725492877.pdf 1 O



RPKI Asia-Pacific Update
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https://confer net/58/assets/files/APNZ606/apnic58-apacrpkiupda_1725492929.pdf
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Open Policy Meeting
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IPv6 for Sand

Whois, RPKI and RTA provide authenticity for IPv6

ae ResourceTagged Attestations RTAs.a ty of RPKI object, allowing
=& anyarbitrary file to b signe d‘wlh urces by morepartes
| Home Q = | Th RTA 0 b] :;1 separate ﬁl thl ryptcg phcauycc s the document with
set of re Th receiv flh object can u RPKI alidator to show
RPKI beyond | l.h e resources, and v fyl.h tt create dbyth ghﬂ 'Iho'lder{s) ofthose
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“If the earth were made entirely out of 1 cubic millimetre grains of sand, then you could |
give a unique address to each grain in 300 million planets the size of the earth” Ii

| %-—-Wikipedia
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