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Registrar Stakeholder Group (RrSG)
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Time Item
15:00 — 15:05 Welcome

Intro to the new and farewell to the old

15:05-15:15 ExCom

RBAR-SLA'S{RA/RAA-Amendment)

Contentious Issues at GNSO Council

15:15-15:30

15:30—-15:55 DNS Abuse

15:55-16:00 Open Questions & AOP
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“Contentious Issues”
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* Privacy Proxy
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* Registrant Data Accuracy
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Registrar approaches to the COVID-19
Crisis

Given the severity of the current global COVID-19 pandemic and in view of potential
malicious registration of COVID-related domain names and technical abuse at the DNS
level, the Registrar Stakeholder Group is sharing some approaches to identifying domains
and assessing them for potential harm. Itis our hope that this document will be useful for
other domain Registrars who are in a position to take similar actions. This document is not
meant to be prescriptive, but instead to offer insight into tools and techniques to address
abuse.

This s a rapidly-changing situation with no historical precedent. Registrars are adapting as
quickly as possible, iterating over time as new information emerges and taking action as they
are able, all while helping to ensure the underlying resilience of the domain name system.
Any efforts undertaken are on a good faith basis, and in the understanding that different
companies have different capabilties, and they fall under different jurisdictions.

Itis also important to remember that many COVID-related domain registrations are made for
valid and justifiable reasons. We have seen hundreds of domain names belonging to
individuals, businesses, and organizations that are disseminating important information and
organizing their communities. It is of vital importance that we avoid adversely impacting
these services as we undertake any domain regisration assessments.

Edits, suggestions, and feedback can be sent to Graeme Bunton, gbunton@tucows.com

Identifying COVID-19-related Domains

Identifying new COVID-19 domain registrations can be done by a relatively simple database
query, though some Registrars may have more sophisticated techniques at their disposal.
Domain name Registrars without hosting platforms are typically limited to viewing/analyzing
the registered domain string and they likely do not have the tools to include attributes related
1o website content

The goal of an identification process is to capture as many related domains as possible,
without adding a substantial number of false positives. False positives slow the manual
review process down and registration volumes may require at least some optimization for
throughput. Registrars may consider adjusting the number of search terms used to cast a
‘wider net, however, practices may differ depending on the volume of the domain database,
domain Registrar type and domain registration activity.

www.rrsg.org

Guide to Registrar Abuyse Reporting Practices
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DNS Actors
(appropriate to address
DNS Abuse)

e Registries and registrars should promptly investigate allegations of DNS
Abuse and Website Content Abuge that falls within this framework
e Registries and registrars have only one blunt and disproportionate tool:

take-down

22 June 2020
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COVID-19 Response: Law Enforcement Perspective
CRIME TYPE \’CILE,THIIM VICTIM LOSS
IC3 Complaints Received - Comparing 2019 and 2020
140,000 Mar-19 5.;17’ W,ﬂ.mon
120,000 Apr-19| 49,756 | $423,700,131.67
100,000 May-19 48,136 | $441,550,979.47
80,000
60,000
40,000
- CRIME TYPE \’LILSJ:‘I;VW VICTIM LOSS
i March April May
m 2019 w2020
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COVID-19 Response: Law Enforcement Perspective

Unknown
1%

Registrant Information Status
of Referred Domains

m Privacy Proxy
m GDPR Redacted
m Unredacted

m Registrar

m Unknown
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COVID-19 Complaints (from FTC Consumer Sentinel Database)

\
/?? \ FTC COVID-19 and Stimulus Reports
(\ \./ / Consumer Sentmel Network Reports
AT 0w rom 2020t
Reports by type: (Select Report Type) Report trends over time; (select Time Period) 2y Da -
Other 30,286 E‘ =
identity Thert [N 15722 <
Do Not Cail [JJ] 2,160 - dic

Janl Feb1l Mar 1 Aprl May 1 Junl Jull

105,061

Overall Reports

Reports by state: (select state

$68.98M
Tc.::a:: F*al:d Loss

eports indicate & loss

$288

Median Fraud Loss

Top reports were about:
o serons [+
rovemcose [ -2

Credit Cards 3,790
wobile: Text messages [JJJJ] 2,520

Banks, Savings & Loans. and Credit Unions 2,680

timulus, N9S and related terms. The Identity Theft data refiects
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Ashley Heineman, Owen Smigelski, Namecheap Jothan Frakes — Vice Chair,
GoDaddy - Chair / —Vice-Chair, Policy Technical Operations

Benny Samuelsen, Eric Rokobauer Endurance
Nordreg AB - Treasurer nternational- Secretar)
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Veke & 4 Implementation

BOARD - ICANNORG

SO COUNCIL

Last updated: 20 Jul 2020

PROGRAM PROJECT DAYS %COMP  STATUS  HEALTH

0 - Planning Operations Program Planning + Action Decision Radar

1 - Issue Identification Operations GNSO Council Action Items A-ls - = LINK
1 - Issue Identification Transfers Transfer Policy — Issue Report TP-IR . LINK
2 - Issue Scoping WHOIS Procedure Implementation Advisory Group WPIAG § LINK
3 - Initiation Internationalized Domain Names IDN_WG . LINK
4 - Working Group PDP: RPM - IGO Curative Rights Work Track RPM-IGO-CRPM 179 0% . LINK
4 - Working Group EPDP: Temporary Specification on gTLD Registration Data - Phase 2 EPDP_P2 504 | 95% . LINK
4 - Working Group PDP: Review of All Rights Protection Mechanisms in All gTLDs RPM 1599 | 70% . LINK
4 - Working Group PDP: New gTLD Subsequent Procedures PDP SubPro 1642 75% . LINK
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Planning
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Last updated: 20 Jul 2020

Issue
Scoping

GNsoZ O

Council

= Deliberations

Tk

Board
2 Vote

& 4 Implementation

BOARD

PROGRAM PROJECT DAYS %COMP  STATUS HEALTH
5 - Council Deliberations 4] CCWG: New gTLD Auction Proceeds Drafting Team Auctions 1351 100% LINK
6 - Board Vote PDP: Curative Rights Protections for IGO/INGOs IGO-CRPM 2237 LINK
6 - Board Vote 1GO PDP: Protection of International Organization Names in All gTLDs IGO-INGO2 2804 LINK
7 - Implementation RDS IRT: Temporary Specification on gTLD Registration Data - Phase 1 EPDP-P1 780 LINK
7 - Implementation RDS IRT: Privacy & Proxy Services Accreditation Issues PPSAI 2804 LINK
7 - Implementation RDS IRT: Translation/Transliteration of gTLD Registration Data T&T 2448 LINK
Other Accountability |Independent Review Process - Implementation Oversight Team IRP_IOT - - LINK
Other Accountability |Cross Community Working Group on Enhancing ICANN Accountability WS2 - = LINK
Other Accountability |Geo Regions Review GEO - = LINK
Standing Committee Operations GNSO Standing Committee on Budget and Operations SCBO - - LINK
Standing Committee Operations GNSO Standing Selection Committee SSC = LINK
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GDD Industry Summit

Dates
Other Events (May 2020)

Registration Operations 6
Workshop (ROW)

INDU DNS Symposium 7-8

SUMMIT DNS Operations, Analysis, and
PARIS, France Research Center (OARC)

202045 A /\!) TH{EMN T E SN TLV=GDD Industry Summitld, COVID-19M
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HHEWLWEHLE:
gTLD@interlink.ad.jp
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