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Contractual Compliance Update
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Contractual Compliance Update

Q ICANN Compliance: Abuse Cases
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LR RS (RrSG)
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IDN Policy
RA/RAA Amendment Discussion
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Upcoming Work (CZDS/ WHOIS Conflicts Procedure)
RySG DNS7 E 1 — X &EEE)
EPDP Update (Legal vs Natural Person)
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Q IDN Policy Update

LLTFMPDPD I A—HRETLY 2

\Iol‘\l-

= DN Variant TLDs
= IBEDSLDRY & —

JDGNSOE—T 4 VI TFN—F—DLEaI—ELEERFZEEZKRDHTLY

= O

all U1
]

@‘Em&?&ﬁ(#??—ﬂwh
https://interlink.or.jp



L AM)ERE (RySG)

Q RA/RAA Amendment Discussion
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DNS Abuse is composed of five broad categories of harmful activity
insofar as they intersect with the DNS: malware, botnets, phishing,
pharming, and spam when it serves as a delivery mechanism for the
other forms of DNS Abuse.
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DNS7Ea1—X

RrSG Output on DNS Abuse

TOPIC REFERENCE / STATUS

Guide to Registrar Abuse https://rrsg.org/wp-content/uploads/2020/03/Guide-to-Registrar-
Reporting Abuse-Reporting-v1.8.pdf

Registrar Approaches to the https://rrsq.org/wp-content/uploads/2020/03/Registrar-approaches-
COVID-19 crisis to-the-COVID-19-Crisis.pdf

Minimum Required Information for | htips://rrsg.org/wp-content/uploads/2020/10/CPH-Minimum-

whois Data Requests Required-Information-for-a-Whois-Data-Requests.docx.pdf
Incentivisation Programs White paper in progress

Registrant Protections White paper in progress

Approaches to business emaill White paper in progress

compromise (BEC) scams

Central resource for registrants In consideration
dealing with DNS Abuse
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RySG Abuse Work

TOPIC REFERENCE / STATUS

Recommendations for DAAR RYSG DAAR Working Group Report

Additional work pending - TTL on DAAR listed domains

Outreach Looking for opportunities to work together, starting with
understanding their concerns:

e NCSG and ALAC - first meeting completed

e BC - scheduled

e |PC, SSAC, and ccNSO - scheduling in progress

Output: Reqistry Operator Explains the technical options available to registries to mitigate
Available Actions DNS Abuse: completed.
Collaboration with PSWG Continuation of previous work
e Framework for Registry Operators to Respond to Security
Threats

e New Framework to Address Malware and Botnets at Scale
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Thank You
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(Transfer Policy PDP Charter)
https://community.icann.org/display/TPRPDP/2.+WG+Charter?preview=/161
808892/162889772/draft-charter-pdp-transfer-policy-review-24mar21-
en.pdf

- WHOISET SA N —EDGHE I NG HT=HDICANND FIE
https://www.icann.org/resources/pages/whois-privacy-conflicts-procedure-
2008-01-17-en
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