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L ARSERE (RrSG)
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Toolkit: https://connect.internetjurisdiction.net/zs/oPBz2P
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L XM B = (RySG)

Q Brand Registry Group (BRG) Meeting
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L ARSERE (RrSG)
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L AR ERZ (RySG)

@ CPHODNSPEA—XEHE

DNS Abuse is composed of five broad categories of harmful activity
insofar as they intersect with the DNS: malware, botnets, phishing,
pharming, and spam when it serves as a delivery mechanism for the
other forms of DNS Abuse.
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DNS7E 21—X

RySG Output on DNS Abuse

Recommendations for DAAR | TTL on DAAR listed domains; Adding registrars

Education: Registry Actions e Reaqistry Operator Available Actions
for DNS Abuse
Collaboration with PSWG e Framework on Domain Generating Algorithms (DGAs) Associated

with Malware and Botnets
e Framework for Reqgistry Operators to Respond to Security Threats

Trusted Notifiers (joint with e Working group to develop Framework on Trusted Notifiers
RRSG) o Sets forth key aspects of relationship

o Recommended practices for engaging
CCTRT Recommendations e Review of CCTRT recommendations as relates to DNS Abuse
IDN Homoglyph Attack e |[ssues associated with homoglyph attacks
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DNS7E1—X

RrSG Output on DNS Abuse

Guide to Registrar Abuse Reporting PUBLISHED
https://rrsg.org/wp-content/uploads/2020/03/Guide-to-Registrar-Abuse-Reporting-v1.8.pdf

Registrar Approaches to the COVID-19 crisis PUBLISHED
https://rrsq.ora/wp-content/uploads/2020/03/Reqistrar-approaches-to-the-COVID-19-Crisis.pdf

Minimum Required Information for whois Data Requests PUBLISHED

https://rrsqg.org/wp-content/uploads/2020/10/CPH-Minimum-Required-Information-for-a-WWhois-Dat
a-Requests.docx.pdf

Incentive Programs for Combatting DNS Abuse Questionnaire out for community ]
Questionnaire: https://forms.gle/AgiHgbarg2wixJrSA response

| Registrant Protections Draft in review with ALAC, NCUC & PSWG

| Approaches to business email compromise (BEC) scams Draft in review with BC & PSWG

| Triage tool for registrants dealing with DNS Abuse IN DISCUSSION

Registrar attributes for trusted notifiers

IDN homoglyph domain attacks
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DNS7E1—X
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Guide to Registrar Abuse Reporting

https://rrsg.org/wp-content/uploads/2020/03/Guide-to-Registrar-Abuse-
Reporting-v1.8.pdf

Registrar Approaches to the COVID-19 crisis

https://rrsg.org/wp-content/uploads/2020/03/Registrar-approaches-to-the-
COVID-19-Crisis.pdf

Minimum Required Information for whois Data Requests
https://rrsg.org/wp-content/uploads/2020/10/CPH-Minimum-Required-
Information-for-a-Whois-Data-Requests.docx.pdf
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