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DNS Abuse is composed of five broad categories of harmful activity
insofar as they intersect with the DNS: malware, botnets, phishing,
pharming, and spam when it serves as a delivery mechanism for the
other forms of DNS Abuse.
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DNS7E1—X

RrSG Output on DNS Abuse

Guide to Registrar Abuse Reporting PUBLISHED
" Regqistrar Approaches to the COVID-19 crisis . PUBLISHED
(: Appeals Mechanisms following DNS Abuse Mitigation NEWLY PUBLISHED A
Approaches to Business Email Compromise (BEC) scams | NEWLY PUBLISHED |
-\ CPH Trusted Notifiers Framework . NEWLY PUBLISHED Y
CPH Guide to DNS Abuse Reporting UPDATE COMING SOON
(update to Guide to Registrar Abuse Reporting)
Triage tool for registrants dealing with DNS Abuse IN DEVELOPMENT
IDN homoglyph domain attacks IN PROGRESS WITH RYSG
Incentive Programs for Combatting DNS Abuse IN PROGRESS
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RySG Output on DNS Abuse

Recommendations for DAAR; e RvySG DAAR Working Group Final Report

Joint work with OCTO
Education: Registry Actions e Combatting DNS Abuse: Registry Operator Available Actions
for DNS Abuse
Collaboration with PSWG e Framework on Domain Generating Algorithms (DGAS)
e Framework for Reqistry Operators to Respond to Security Threats
[Joint work with RrSG e Trusted Notifier Framework J
CCTRT Recommendations e Review of CCTRT recommendations as relates to DNS Abuse

IDN Homoglyph Attacks; Joint e Resource explaining homoglyph attacks and potential mitigations
work with IPC
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G CPHOEHFEF : NEW!

CPH Trusted Notifier Framework
https://rrsg.org/wp-content/uploads/2021/10/Final-CPH-
Notifier-Framework-6-October-2021.pdf

Appeal Mechanisms following DNS Abuse Mitigation
https://rrsg.org/wp-content/uploads/2021/10/Appeal-
Mechanisms-following-DNS-Abuse-Mitigation-22-October-
2021-.pdf

RrSG Approaches to BEC Scams/CEO Fraud
https://rrsg.org/wp-content/uploads/2021/10/RrSG-
Approaches-to-BEC-Scams-22-Oct-2021.pdf
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G BEDCPHOHLEFER -

Registrar Approaches to the COVID-19 Crisis
https://rrsg.org/wp-content/uploads/2020/03/Registrar-approaches-to-the-
COVID-19-Crisis.pdf

Minimum Required Information for Whois Data Requests
https://rrsg.org/wp-content/uploads/2020/10/CPH-Minimum-Required-
Information-for-a-Whois-Data-Requests.docx.pdf

RySG DAAR Working Group Report
https://www.icann.org/en/system/files/correspondence/austin-to-conrad-
09sep20-en.pdf

Combatting DNS Abuse - Registry Operator Available Action
https://www.rysg.info/wp-content/uploads/archive/DNS-Abuse-RY-Choice-of-
Action-22-March-2021.pdf
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