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IV. Issues of Importance to the GAC

2. DNS Abuse
[B&]

During the ICANNS83 DNS Abuse session, the GAC appreciated learning about the anti-abuse
practices from the local host country code top-level domain (ccTLD) — cz.nic - and the latest
analysis and findings in the Phishing Landscape 2024 report by Interisle. These interventions
underscored the vast scale of phishing campaigns, the substantial costs imposed on society,
and the critical importance of proactive DNS Abuse prevention and mitigation. The GAC
continuously explores a wide range of options, including proactive practices, collaboration
within the broader ecosystem, requirements for registrants offering subdomain services, as
well as links between addressing DNS Abuse and work on domain name registration data.

The GAC is pleased that several community stakeholder groups share its view that more work
is needed to address DNS Abuse. Continued efforts are necessary, and the upcoming new
round of generic Top-Level Domains (gTLDs) set to open next year, underscores the urgency
to act swiftly.

In particular, the GAC has discussed, both before and during ICANN83, several proposals for
further policy work. [E&] Given the time constraints leading up to the next application round
for New gTLDs, the GAC recommends prioritizing specific topics, as outlined in the GAC's
ICANNS83 advice.
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V. GAC Consensus Advice to ICANN Board

The following items of advice from the GAC to the Board have been reached on the basis of
consensus as defined in the ICANN Bylaws:

1. Policy Development Related to DNS Abuse

a. The GAC advises the Board:

i. To urge the GNSO Council to undertake all necessary preparations prior to ICANN84
towards starting targeted and narrowly scoped Policy Development Processes (PDPs)
on DNS Abuse issues, prioritizing bulk registration of malicious domain names and the
responsibility of registrars to investigate domains associated with registrant accounts
that are the subject of actionable reports of DNS Abuse.

RATIONALE

Before new strings are added to the DNS as a result of the next round, further work on DNS Abuse is needed to stem
the increasing cost to the public of phishing, malware, botnets, and other forms of DNS abuse. Furthermore, the GAC
encourages PDPs that are targeted and clearly scoped to achieve results according to shorter timelines.

The GAC appreciates the wealth of proposals for further policy work recently expressed by different parts of the
community and maintains they all deserve attention. The GAC supports multistakeholder action to achieve
Consensus Policy outcomes and encourages, for the time being, prioritization of specific issues such as malicious use
of bulk registrations.

Given this timeline, the GAC encourages progress on commencing narrowly-scoped PDPs between ICANNS83 and
ICANNS84.
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IV. Issues of Importance to the GAC

1. Domain Name Registration Data
a. Registration Data Request Service (RDRS)

The GAC looks forward to reviewing the draft final report of the RDRS Standing Committee foreseen to be ready in
August 2025. The GAC expresses its concerns regarding the reduced use of the tool in light of the departure of
certain registrars from the pilot and reiterates its recommendation that RDRS participation should be made
mandatory for all gTLD registrars to increase its utility. The GAC also welcomes the increased use of the tool by law
enforcement requestors as per the latest metrics report of May 2025 and renews its call for the RDRS to continue
operating beyond its pilot period and for enhancements to be made to the RDRS as previously identified by both the
ICANN Board and the GAC, including improved integration for requests related to privacy and proxy services. To that
end, the GAC welcomes the Board’s comment during ICANN83 that ICANN is developing an analysis of which
envisioned enhancements to the RDRS would require new policy development and which ones could be completed
based on existing recommendations or policies. The GAC looks forward to ICANN completing this review and sharing
it with the community as soon as possible, as the GAC expects it will be useful in outlining possible next steps.

(%]

c. Accuracy of Registration Data

The GAC continues to emphasize the importance of accuracy in domain registration data. The GAC remains
concerned about the pause in the work of the Accuracy Scoping Team since 2022 and encourages the new GNSO
Small Team on Accuracy to learn from the previous scoping experience. At the same time, the GAC welcomes the
separate preliminary ideas shared during ICANN83 by the GNSO regarding the work of the new GNSO Small Team
covering possible next steps on accuracy, based on responses given by the GAC and other community members to
the GNSQO’s recent threshold questions. In particular, the GAC notes with interest the idea to investigate shortening
the timeline for registrars to perform registration data validation and verification. The current timeline under the
Registrar Accreditation Agreement is 15 days. However, presenters during the ICANN83 briefing on DNS Abuse
observed that attempts to mitigate phishing attacks require swift action because cybercriminals often register many
new domains in just a few hours, exploit them, profit from abusive activities, and abandon those domains within just
a few days. This is increasingly exacerbated by the use of Artificial Intelligence (Al) as discussed by the presenters.

[#%]
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