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e OCTO
o OCTO-041 A Verifiable and Reproducible Random Candidate
Selection Process (2025/02/25)

e RSSAC
o RSSACO061 Guidelines for Changing IP Addresses (2025/03/27)

o RSSAC062 Security Incident Reporting (2025/05/06)
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e SSAC
o SAC127 DNS Blocking Revisited (2025/05/16)

o SAC128 SSAC Comments on Draft Governance Document for the
Recognition, Maintenance, and Derecognition of RIRs
(2025/06/04)

o SAC129 SSAC Comments on GNSO Domain Name Registration Data
Accuracy Concept Proposal (2025/07/07)

o SAC130 SSAC Comments on Name Collision Guidelines in the
Proposed Language for the Draft Next Round Applicant Guidebook
(2025/07/22)
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https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-130-22-07-2025-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-130-22-07-2025-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-130-22-07-2025-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-130-22-07-2025-en.pdf

44

RSSAC062 Security Incident Reporting

RSS DEFaAUTA440I7 RREICDONT

JUBIC

e Root Server System (RSS) & DNS 175D H#:.

e RSSACO062 £ RSSGS [CxtU, CriterionA.1.1.1 E&EEZOEF21UT1412
T UNREREERS.

e RSOs (Root ServerOperators) & RSS GS ME#Ess{bNHLN,
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https://itp.cdn.icann.org/en/files/root-server-system-advisory-committee-rssac-publications/rssac-062-en-06-05-2025-en.pdf
https://itp.cdn.icann.org/en/files/root-server-system-advisory-committee-rssac-publications/rssac-062-en-06-05-2025-en.pdf
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e RSS ICREBZRIFTEF2UT112I7 U MERRE Wi,
o ERRT ZEENDALZEERL, IZ1=7 1D EIESEDA.
o BIFDIERTNFEHRENS NDZATZE R,
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FEEER

o Availability: I/ DERF-HEERRT U1 A{R:L.

o Datalntegrity: L—J—27—5DIEHMY R

e OperationalIntegrity: ;&R 7O X CHIHDETIE.

o Confidentiality: DNS OJ& DGRz E.

o SecurityIncident: RSS DaJAM, #EM4, T2 ZBN JE

?lu%&
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1. Availability

o [LIEBYST —E MBI CEER A gL RS,
2. Datalntegrity

o NIEFERIV—bY =27 —5DELE.
3. Operationallntegrity

o SIRAVT4 7, ESHEEEBRARLE.
4. Confidentiality

EeSRR, REZEOT AR E.
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e Reportable: REEEI/IIMEDNGE > 5 X DFX.
e« Non-Reportable: O—AJL-/]MRET RSS £ aE74 0.
e RSO [FEKXR-IFERZFML, EXRES RSS GS NHREFHRF.
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o YMZJ: AlRe/RRYEHAIC, [BEHRA T2 CHIRG .
o 135
o X—)b

o Web H1MNEBRTA—LA
o FNEL BRI ZIERT DA (TLP) ZiELE.
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https://www.first.org/tlp/docs/v2/tlp-v2_ja.pdf
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o HARSAIRM: 7T —b, IEHAR, sHMEFIE

o AEEFYRIV: X=UTVR, Frvh, BiERE

o NFXIER: TLP:Clear hRAF, 7—HATFH Web t—/\
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SAC127 DNS Blocking Revisited

DNS JOv*27I(ICRAT2HB%E
JPNIC Blog TH##a7LTLET.
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e DNS JOvF27 &1, DNS 2TUADRGEZNE - EBITU, BEDR XA IAD
7Ot A=HIPRIT BDFE.
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1. BF2VT4RE: ¥IVOTI7/T40v 004D T0OvY (Reputation
Blocklists)

2. fHEA 77 Oz AHIE: FR - E CTOFRFN A MR

3.  RECHFFRRICLBEHI T OV (FEDIGreat
Firewalll, 21 RBE&ET 1 MREIRE)
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o BIfEMA: overblocking, EERAME, 1—1DEAL
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e NXDOMAIN & FELURW\WEiadx

o VAL UK TOVIR—INGE

e Silent Drop: [6&EZR TS

o On the Wire Inspection: /N7y M SR ICIBINSERK

KEFIE 2: BANT—INTORAMEL

e Domain Suspension: LY ZXRJ/LIZRARIICEKDS—20T71IUH S DEIER
e ServerHold/ClientHold;: RT7—49ZXZE 21— (CaE
o ERFHUN: FBI [CK D cracked.io FXA U ZHUNEH
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o XTIV IVIN (Google 8.8.8.8, Cloudflare 1.1.1.1)
o VPN: £33 71 VoS LT O T ELE

e Tor/Snowflake: ZE&JIV—7+ 2T CES- [0l

o IPFS: DEURR T« 0 Tt R _E
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e DoH (DNS over HTTPS): HTTPS £C DNS &18

e« DOT (DNS over TLS): TLS bRIVICKDEESIL

« DoQ (DNS over QUIC): QUIC 7OrII TEE-iE51t
o XYKRT—UEEEICKD DPI hxL\ & rHEHE

INTUY O IIVINERL DR

e Public Resolvers OfER%: 2024 F£XRTH 21 % HFIA (APNIC Labs)
e DNS4EU: EU W#5ET D TT1/\xd /N 1) w2 DNS
e PDNS (UK NCSQC): BRI RE DNS, =R 810B I JALIE
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e RFC 8914 :Extended DNS Errors

e T5—1—KR 16 "Censored”:BEXMWJOv Y =T
o ‘ERHM M _E& overblocking PHIICEHS
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