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End many of the colleagues here struggling with this problem.
Many sessions, based on ICANN contract, RA, RAA amended
last year, [refer to screen]

I know many countries have various issues on abuse, and
it can be [indiscernible] for example in Japan the issue of of
account [indiscernible] a huge problem, however, they are out
of the policy scope of ICANN m 3

¢ 3 Registry Accreditation Agreement

The GAC takes two pronged approach. As they build in the E
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IV. Issues of Importance to the GAC

4. DNS Abuse

During ICANN84, the GAC confirmed a two-pronged approach to its work on DNS Abuse, focusing on: 1) advancing
policy progress, and 2) developing the capacity of GAC members on the subject. Regarding policy, the GAC notes that
the 2024 DNS Abuse contract amendments served as an important first step, but more must be done to address the
problem. Phishing, botnets, malware, and other forms of DNS abuse impose a tremendous cost upon the public, and
adding new strings to the internet will increase the surface area for bad actors to perform these attacks. To prepare
for this, the ICANN community must work together to ensure that sound and effective policies are put in place
before the delegation of new strings.

[B% ]
Additional policy issues outside of those targeted by the PDPs were discussed, including the absence of an obligation
for the contracted parties to report on the abuse notices they receive and act upon. Without this data, the impact of

the contract amendments on DNS Abuse, as well as the role of compliance in enforcing these new obligations,
cannot be accurately measured.

Further, the GAC supports ICANN providing DNS abuse contract compliance data in standardized, open, machine-
readable formats, in order to support evidence-based policy development and enforcement.

The GAC continues to prioritize the commencement of policy development. At the same time, the GAC will follow
efforts to address the additional gaps raised by the Preliminary Issue Report, all of which should ensure that critical
DNS abuse vectors are effectively mitigated.

In its dedicated session on DNS Abuse at ICANN84, the GAC welcomed a presentation by the host country ccTLD (.ie)
on designing effective policy, as well as TWNIC and DotAsia on their innovative trusted notifier network. The GAC
recognizes the importance of stakeholder collaboration to address DNS abuse activity that is both within and outside
of ICANN’s remit and considers voluntary initiatives such as trusted notifier programs to be promising in this regard.
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IV. Issues of Importance to the GAC

5. Domain Name Registration Data
b. Registration Data Request Service (RDRS)

The GAC is of the view that ICANN should maintain a permanent and centralized mechanism to channel domain
registration data requests to registrars, and registrar participation should be mandatory to ensure the usefulness of
the mechanism for requestors. This mechanism should also require participation by privacy and proxy services
affiliated with registrars. The GAC calls for efforts to ensure adequate and timely improvements to the RDRS to
reassure the community that it can evolve into such a permanent, centralized, and globally accessible mechanism.
The absence of an adequate centralized system creates inefficiencies, as requestors such as law enforcement
agencies would need to approach each registrar independently.

The GAC provided a submission to the recent Public Comment proceeding outlining its views on the final report of
the RDRS Standing Committee. In this submission, the GAC supported the continuation of the RDRS after the end of
its two-year pilot period, its improvement to address the needs of requestor communities, and efforts to encourage
participation by all registrars since the system is currently voluntary. To that end, the GAC welcomes the Board’s
decision to adopt a resolution enabling the continued operation of the RDRS. The GAC also understands the Board
intends to issue a policy alignment analysis for public consultation, outlining next steps needed to achieve the
Board’s vision for the RDRS. The GAC intends to closely review this analysis document and will consider making a
submission to the Public Comment proceeding regarding the analysis, noting that the analysis document will address
the future of the RDRS more holistically than the RDRS Standing Committee report. The GAC urges the ICANN Board
to prioritize further actions on this issue after the Public Comment period on the policy alignment analysis.

The GAC continues to support efforts to explore voluntary participation by ccTLDs in the RDRS.
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IV. Issues of Importance to the GAC

5. Domain Name Registration Data

c. Accuracy

The GAC continues to emphasize the importance of accuracy in domain name registration data for the security and
stability of the DNS. The current state of work at ICANN, as well as relevant practices to ensure accuracy, were
described by representatives from the community in a presentation to the GAC at ICANN84. The GAC notes the
outcomes of the work of the GNSO Small Team on Accuracy and urges the GNSO to identify an implementation path
for their recommendations. In particular, in relation to the Small Team’s first recommendation, the GAC notes that
the Registrar Accreditation Agreement (RAA) currently provides a 15-day timeline for registrars to validate and verify
the contact information of registrants. Since malicious actors often utilize new domain names within hours of
registering them, the GAC recommends that registrars be required to complete these validation and verification
steps before a newly registered domain name can become accessible through the DNS, or before a domain name
transfer can be completed. For example, this change could be achieved through policy development or through an
amendment to the Registrar Accreditation Agreement (RAA) and/or the RDDS Accuracy Program Specification.
Verification of contact information could be performed, for example, through automated email or phone-based
mechanisms at the point of registration or transfer.

[#%]

The GAC notes the evolution of technologies and registration practices that may affect the accuracy and reliability of
domain registration data. The GAC encourages ICANN to undertake holistic assessments of such emerging trends and
to promote exchanges of best practices among registries and registrars toward developing globally consistent yet
locally adaptable accuracy frameworks.
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