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IV. Issues of Importance to the GAC

2. DNS Abuse Mitigation

The ICANN85 DNS Abuse session covered national ccTLD policies, the multistakeholder gTLD policy development
process currently underway at ICANN, and a voluntary, multistakeholder initiative to mitigate DNS abuse outside of
ICANN. The GAC welcomed a presentation by the host country ccTLD (.in) on its policies to prevent DNS Abuse, as
well as the Trusted Notifier Network (TNN), a not-for-profit organization focused on facilitating and operationalizing
trusted notifier programs.

GAC Members participated in the inaugural meetings of the GNSO Policy Development Process on Associated
Domain Checks, and find that the PDP is off to a good start. The GAC favors shortening the overall timeline of the
work and encourages the GNSO Council and ICANN org to regularly assess whether project milestones are being
achieved. The GAC expects that the narrow scope of the PDP will yield rapid results, so that it can be treated as a
“blueprint” for effective policy development at ICANN going forward.

Concerning future work on DNS Abuse, beyond PDP2 (Safeguards for Application Programming Interface — API —
access to new customers) and a coordination mechanism for combating Domain Generation Algorithm (DGA) Botnet
attacks, the GAC recalls the importance of also addressing the other critical gaps identified in the Issue Report.
Transparency of reporting, underuse of predictive algorithms for early detection, subdomain abuse, and reducing the
time for registrant contact verification remain particularly important issues for the GAC. The Committee welcomes
the indication from the GNSO Council that it is developing a methodology to prioritize these policy gaps, and would
appreciate further details as soon as possible.
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IV. Issues of Importance to the GAC

2. DNS Abuse Mitigation
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The GAC expresses its strong interest in engaging further with the Board and the Contracted Parties on how to
address — in a swift and effective manner — the current 15-day timeline for registrars to validate and verify registrants
contact information. As the INFERMAL study notes, when the validation of registrant information takes place during
the account creation or before the domain purchase, it is associated with a 70% decrease in malicious registrations.
To mitigate DNS Abuse, verification of registrant contact information should take place before a newly registered

domain name can become accessible through the DNS. A possible path to be further explored in this regard is
contract amendments, and the GAC will continue to consider the best path for efficient implementation.

The GAC also encourages ICANN to explore the establishment of a centralized reporting mechanism managed by
ICANN for the periodic reporting of DNS Abuse complaints received by registrars and registries, including the number
of complaints and actions taken. Such reporting would help provide a clearer understanding of abuse trends,
improve transparency, and support more effective policy responses.

Finally, the GAC recognizes the importance of voluntary collaborative initiatives on DNS Abuse mitigation practices
beyond ICANN’s remit, given their flexibility in addressing real-world issues, and encourages the community on a
voluntary basis to continue exploring paths for such collaboration, including in the context of trusted notifier
schemes.

The GAC reiterates its commitment to cooperate with the ICANN community, through policy development and
capacity building, to make progress on addressing DNS Abuse.
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IV. Issues of Importance to the GAC

1. Domain Name Registration Data

b. Registration Data Request Service (RDRS) and Policy Recommendations for a System for Standardized
Access/Disclosure (SSAD)

The GAC appreciates the Board’s decision to enable the development of Supplemental Recommendations informed
by the experience of the Registration Data Request Service (RDRS), the findings of the RDRS Standing Committee
Final Report, and the RDRS Policy Alignment Analysis. The GAC notes that this approach appears to provide the most
appropriate path to advance work on a permanent and improved system without initiating a new Policy
Development Process.

The GAC reiterates its view that ICANN should move toward a permanent, centralized and globally accessible
mechanism to channel registration data requests, and that participation by gTLD registrars should be mandatory to
ensure the usefulness, effectiveness and completeness of such a mechanism for requestors. The GAC also
encourages timely consideration of appropriate participation models for affiliated privacy and proxy services and
continues to support efforts to explore voluntary participation by ccTLDs.

The GAC encourages the ICANN Board and GNSO Council to proceed expeditiously with the Supplemental
Recommendations process and to develop clear timelines for next steps.

The GAC also welcomes the proposed engagement of the broader community in the Supplemental
Recommendations process through the “Small Team Plus” format involving Advisory Committees, and looks forward
to participating in this work to ensure that public safety considerations are substantively reflected in the revised
recommendations. The GAC further appreciates the assurance provided by the GNSO Council that it aims to
complete the Supplemental Recommendations process in a matter of months as opposed to stretching the timeline
potentially over a year.



