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IV. Issues of Importance to the GAC

2. DNS Abuse Mitigation

During the ICANN86 DNS Abuse session, the GAC welcomed presentations by the host country government (Spanish National Police)
on cybercrime, Interisle Consulting Group on malicious registrations in the domain name market, the NetBeacon Institute on DNS
abuse reporting and mitigation at scale, and Article 19 on the risks to registrant Freedom of Expression of domain name blocking.

The GAC representatives in the Associated Domain Check (ADC) Policy Development Process (PDP) participated in four GNSO working
sessions during ICANNS86. They emphasized that evidence of past DNS abuse by the same registrant, and confirmed cases of ongoing
malicious DNS abuse campaigns, should satisfy the evidentiary threshold required to trigger an associated domain check under the

ADC policy.

Several ideas that have emerged during PDP discussions, but which exceed the scope of the PDP, merit discussion later. These include:
* Remedies for domain name registrants in the event of mitigation mistakes;

* More data from registrars to enable evidence-based policy development, compliance enforcement, and best practices;

* Transparency reporting; and

* Collaboration across registrars, particularly when cybercriminals design DNS-abuse campaigns with registrations across multiple
Registrars.

The GAC notes that proactive efforts by registrars to prevent malicious registrations in the first instance should, in turn, lessen the
burden of DNS abuse mitigation.

Recalling the ICANN85 Mumbai Communiqué, and noting the exchange with the ICANN Board on a centralized reporting function, the
GAC reiterates the need for a mandatory reporting requirement for DNS abuse by the registrars.

The GAC welcomes the progress achieved to date in the ADC PDP, and appreciated hearing stakeholder views from across ICANN
Supporting Organizations and Advisory Committees. Once sufficient progress has been made in PDP1, PDP2, which addresses
safeguards for Application Programming Interface access to new registrants, should begin.

The GAC reiterates its expectations for policy development and implementation, notably on PDP1, to take place before the delegation
of new strings from the 2026 application round.
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IV. Issues of Importance to the GAC

3. Domain Name Registration Data

b. Registration Data Request Service and System for Standardized Access/Disclosure

[...] The GAC reiterates that ICANN should maintain a permanent centralized mechanism to facilitate requests to gTLD
registrars for disclosure of domain registration data. The mechanism should require mandatory participation by gTLD
registrars, provide better integration for registrars’ systems and requestors’ systems, allow for participation by
privacy and proxy services affiliated with registrars, and support urgent request processing and the law enforcement
authentication mechanisms being developed by the PSWG.

Either a substantially improved RDRS or a successor system should meet these requirements. The GAC continues
supporting efforts to explore voluntary participation by all parts of the ccTLD ecosystem in the RDRS. [...]

d. Accuracy of Domain Name Registration Data

The GAC appreciated the opportunity to discuss with the GNSO the matter of the 15-day timeline for gTLD registrar
verification of registrant contact information. The GAC reiterates the importance of tackling this issue for the
effective prevention and mitigation of DNS Abuse as noted by GAC in its communiqués issued during ICANN83
Prague, ICANN84 Dublin and ICANN85 Mumbai.

The GAC understands that the current 15-day timeline for registrars to verify registrant contact information, as
required under the Registrar Accreditation Agreement (RAA), originates from rules established in 2001. The GAC will
pursue a process with the aim of having these requirements revised so that such verification occurs prior to the
activation of a newly registered domain. [...]



