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DNS B&:E WG
« ZAKRIZHYFEEA

— dnsext (DNS Extensions)
— dnsop (Domain Name System Operations)

— dane (DNS-based Authentication of Named
Entities)
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dnsext WG

 Charter

— The DNS has a large installed base and
repertoire of protocol specifications. The
DNSEXT working group will actively advance
DNS protocol-related RFCs on the standards
track while thoroughly reviewing further
proposed extensions. The scope of the
DNSEXT WG is confined to the DNS
protocol, particularly changes that affect
DNS protocols "on the wire"” or the internal
processing of DNS data. DNS operations
are out of scope for the WG.
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dnsext WG working items

« DNSSEC and TSIG/TKEY algorithm maintenance

 Mechanisms that complement, or are alternatives
to, TSIG and SIG(0)

« Hardening DNS protocol and providing guidance
to implementers

» Advancing existing DNS-related Proposed
Standard RFCs to Draft/Full Standard

* Obsoleting DNS-related RFCs
* Improving DNS zone synchronization mechanisms

« Examining transport protocols, possibly adding
new ones

 Mechanisms to alias DNS trees or parts thereof
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Active WG drafts (dnsext)

* draft-ietf-dnsext-dnssec-algo-imp-
status-04
— Applicability Statement: DNS Security

(DNSSEC) DNSKEY Algorithm
Implementation Status

—in RFC Editor Queue

 draft-ietf-dnsext-dnssec-algo-signal-10

— Signaling Cryptographic Algorithm
Understanding in DNSSEC
—in IESG Evaluation
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&1L D RFC (dnsext)

« RFC6895

— Domain Name System (DNS) IANA Considerations
« RFC6891

— Extension Mechanisms for DNS (EDNS(0))

« RFC6840

— Clarifications and Implementation Notes for DNS Security
(DNSSEC)

« RFC6725

— DNS Security (DNSSEC) DNSKEY Algorithm IANA Registry
Updates

« RFC6672
— DNAME Redirection in the DNS

« RFC6605
— Elliptic Curve Digital Signature Algorithm (DSA) for DNSSEC

« RFC6604
— XNAME RCODE and Status Bits Clarification
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RFC6891

« Extension Mechanisms for DNS (EDNS(0))

» Changes since RFCs 2671 and 2673

— Support for the OPT record is now mandatory.

— Extended label types remain available, but their
use is discouraged as a general solution due to
observed difficulties in their deployment on the
Internet, as illustrated by the work with the
"Binary Labels" type.

— RFC 2673, which defined the "Binary Labels" type
and is currently Experimental, is requested to be
moved to Historic.

— Made changes in how EDNS buffer sizes are
selected, and provided recommendations on how
to select them.
o BEXRT
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RFC6672

« DNAME Redirection in the DNS

« The DNAME record provides redirection for a subtree of the

domain name tree in the DNS. That is, all names that end with a
particular suffix are redirected to another part of the DNS.

« This document obsoletes the original specification in RFC 2672
as well as updates the document on representing IPv6
addresses in DNS (RFC 3363).

— Changes from RFC 2672

 The EDNS option to signal DNAME understanding and
compression has never been specified, and this document
clarifies that there is no signaling method (Section 2.5).

« Recursive caching servers MUST perform CNAME synthesis on
behalf of clients (Section 3.4).

* Rules for dynamic update messages adding a DNAME or
CNAME RR to a zone where a CNAME or DNAME already
exists are detailed in Section 5.2.
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RFC6604

« XNAME RCODE and Status Bits Clarification

— The Domain Name System (DNS) has long
provided means, such as the CNAME (Canonical
Name), whereby a DNS query can be redirected
to a different name. A DNS response header has
an RCODE (Response Code) field, used for
iIndicating errors, and response status bits. This
document clarifies, in the case of such redirected
qgueries, how the RCODE and status bits
correspond to the initial query cycle (where the
CNAME or the like was detected) and subsequent

or final query cycles.
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draft-jabley-dnsext-eui48-eui64-rrtypes

» 48-bit Extended Unique ldentifiers (EUI-48)
and 64-bit Extended Unique ldentifiers
(EUI-64) are address formats specified by the
IEEE for use in various layer-2 networks, e.g.
ethernet. This document defines two new
DNS resource record types, EUI48 and
EUI64, for encoding ethernet addresses in

the DNS.
« CC#H ML ETERIZE-TULNVS draft
— o DT=DIZ ?

— IRAMAIZX9 4 EUI48 or EUIG4

— .;fﬁ?l:d)okof new RR ZEHELTLNA DS
REZLLY
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dnsop WG

 Charter

— The DNS Operations Working Group will
develop guidelines for the operation of
DNS software servers and the
administration of DNS zone files. These
guidelines will provide technical information
relating to the implementation of the DNS
protocol by the operators and administrators
of DNS zones.
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dnsop WG working items

1. Define the processes by which Domain Name System
(DNS) software may be efficiently and correctly
administered, configured, and operated on Internet
networks. This will include root zone name servers, gTLD
name servers, name servers for other DNS zones, iterative
DNS resolvers, and recursive DNS resolvers. As part of this
effort, the group will produce documents explaining to the
general Internet community what processes and
mechanisms should be employed for the effective
management and operation of DNS software.

2. Publish documents concerning DNSSEC operational
procedures.

3. Publish documents concerning the IPv6 DNS operational
procedures and DNS-related IPv6 transition and
coexistence issues.

4. Publish documents concerning the operations of the root
and TLD services, and DNS resolvers.
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Active drafts (dnsop)
« NO WG drafts

* Related drafts
— draft-andrews-dnsop-rfc6598-rfc6303-02
— draft-gersch-dnsop-revdns-cidr-04
— draft-jabley-dnsop-anycast-mapping-01
— draft-licanhuang-dnsop-distributeddns-13
— draft-wkumari-dnsop-omniscient-as112-02
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18D RFC (dnsop)

+ RFC6841

— A Framework for DNSSEC Policies and DNSSEC Practice
Statements

« RFC6781
— DNSSEC Operational Practices, Version 2

« RFC6305
— I'm Being Attacked by PRISONER.IANA.ORG!

« RFC6304
— AS112 Nameserver Operations

« RFC6303
— Locally Served DNS Zones

- RFC6168

— II:Diﬁlqsuirements for Management of Name Servers for the
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draft-wkumari-dnsop-omniscient-as112

AS112 [TH =73V —2Z MA S DIFELLY

- EEABMN TSN TS, S

* “empty” zone ELVOBEEZEAL. ED KD
Y —2THAST12 [TEATESEDIZLT
% ?

o FHRIDY—2hB “empty” zone IZRET S

EBEIRIIZ AS112 H—/\DEEELTLS
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RFC6303

* Locally Served DNS Zones

— Experience with the Domain Name System
(DNS) has shown that there are a number of
DNS zones that all iterative resolvers and
recursive nameservers should automatically
serve, unless configured otherwise. RFC 4193
specifies that this should occur for
D.F.IP6.ARPA. This document extends the
practice to cover the IN-ADDR.ARPA zones
for RFC 1918 address space and other well-
known zones with similar characteristics.
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IETF86 TM=5& (dnsop)
1. DNS in JSON

draft-bortzmeyer-dns-json-00

BRI O DiZE TEHLNIRH TLVS, Web
ZELTD DNS 7—20YLYUEMN, ZD1=
[2IEREAZLEIOELVDFIE,

2D WG THBEOMNELLDA ? JSON
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IETF86 TM=5& (dnsop)

2. Negative Trust Anchors

— zone DN ENEARUINIZE-TULN =Y,
DNSSEC WG EICHEREAHDHERBIMNE] T
A

— Resolver H—/\OEEEH (L ESIZH TSN,
THLA—HhoDIL—LITES,

— —H5B9IZ DNSSEC DREEZFERNIZT DR AL
VEHRETENIL,
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IETF86 TM=%& (dnsop)

3. Automating DNSSEC delegation

— KSK rollover Zf§EIZL &S

- IRAEIE DS La—FZ#Y —UITHEFRFLTAKEL
THLOTLETIEREDEHTR A

— CDS (Child DS) La—F D& A

- FY—UIZTCDS ZH1TL. TNZHY —2D
EHANBRICHFEAEIT S DS La—FELEEZTHRZS
CETEH
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c LYRNSDBEDEDHRRETIVEET ?
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