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- IyTay
R aUTAISET SEITE R R
« BREZAEL: -
— TLS, IPsec, SSH

« EDLBLULVWWGHHBD ?
— 12WG
« ¥R HTTPAUTH, #&: KITTEN + KRB-WG => KITTEN
o IETF85(12WG => 12 WGQG)

e FxITEMDSecurity ArealPN D Ef[E]
— ALV DATFUREITOTNBDWGEH S
- TLS, IPSECME, PKIX, ...

* Security AreaDBEFRHOIWGEF(L ?
— WEBSEC, HTTPBIS, KARP &SIDR, PRECISE, WPKOPS

— CFRG (Crypt Forum Research Group)

® NTTYOrO17? Copyright 2013 NTT Software Corporation. All rights reserved.



IETF86 t¥11)F4T)7WG
. b

al)T 41

I PWG R oa—)L

Week View
Download as an .ics file
Saturday Tuesday Wednesday Thursday
0900-1020 0900-1130 0900-1130 0900-1100
0930-1800 IP Security Maintenance and Javascript Object Signing and Common Authentication Crypto Forum Research Group
Code Sprint : o Extensions (ipsecme) Encryption (jose) Technology Next Generation (cfrg)
5 000- . . Caribbean 1 (kitten) Boca 2
Grand Sierra A -
|EPG Meeting 1030-1130 Boca 2
Caribbean 4 EAP Method Update (emu)
B 11201220
Transport Layer Security (tls)
Bocra £
1230-1330
1300-1450 1300-1450 1300-1500 1300-1500 1300-1500 1300-1500 U sy SRRy ()
Poca =
Newcomers' |EEE 802.1Q Managed Application Web PKI OPS Security
Orientation Caribbean 5 Incident Bridging for (wpkops) Automation and
Caribbean 4 Lightweight Federated Caribbean 1 Continuous
Exchange (mile) |Access Beyond Monitoring BOF
1500-1650 |1500-1650 |1500-1650
1890 1 RE 1510-1710
oo lntiod 1aoc il Security Area Open Meeting (saag)
L aadacehinlto RAI Overview |1540-1710 Public-Key Infrastructure (X.509) s o p P o
1600-1700 |pevelopmerSession | Web Authorization Protocol (oauth) | (pkix) anbbean
N in the IETF | Caribbesn 6] 5oca 2 Boca I
sl A oo Lo
1700-1900 1700-1830
Welcome Reception Hypertext Transfer Protocol _
Grand Sierra D 1740-1940 Auth (h h) 1740-2010 ek
rand Sierra uthentication (httpaut 3 A
Technical Plenary Caribbean 2 IETF Operations and Administration \‘/)Veb R ey
Caribbean 3/4 Plenary
Caribbean 3/4
1900-2100
Bits-N-Bites
Grand Sierra D

®) NTTYIHO1?

Copyright 2013 NTT Software Corporation. All rights reserved.




IETF86: PKIX

» PKIXWGEIE
— A 23—y b TOPKIEMTZEE T S HZERET

« SINEH
— A5 FEE

« SEFERAUH!
— IETF86MDI—T 42T T T EWLVSAM]
e 19954 [CIRFEHTHD, DULMIHZLEREM ! ?
— WGEHfSE AL T RELEEL LI -
« 51, HRLI-UVLEIIWG MLZAIBT 5

®) NTTYOHO1?

Copyright 2013 NTT Software Corporation. All rights reserved.



IETF86: PKIX
IETF86 PKIXDEREIZLLTDERY

PKIX Agenda for 86" IETF in Orlando

o Status and Direction
— Document Status Overview, Stefan Santesson
- Direction of the working group , Sean Turner

« WG documents
- Enrollment over Secure Transport, Max Pritikin

«  Related Specifications
- Authentication Context Extension, Stefan Santesson

http://www.ietf.org/proceedings/86/slides/slides-86-pkix-0.pdf
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IETF86: PKIX

e SEIDOPKIX[E?

— IETF86F TIZHFHEITEMNT=RFC
+ RFC 6818

— Updates to the Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile

« RFC 6844
— DNS Certification Authority Authorization (CAA) Resource Record

- SElDERE

« Enrollment over Secure Transport
— DSATUNIBELGEDIIAZEAFO-HOTArIL
— http://tools.ietf.org/html/draft-pritikin-est-02/
» Authentication Context Extension
— SAMLZ ULV =R E R IC 1 — Y —RIBAE I T SR HREnET H7:
& DEEAENLR
— http://aaa-sec.com/ _temp/draft-santesson-auth-context-extension-04.txt
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Today’s agenda (1 of 2)

« Auto Discovery VPN Problem Statement
and Requirements - draft-ietf-ipsecme-ad-
vpn-problem - 15 mins

« A TCP transport for the Internet Key Today’s agenda (2 of 2)
Exchange - draft-ietf-ipsecme-ike-tcp - 20 nr

* Additional Diffie-Hellman Tests for IKEv2 | . more Raw Public Keys for IKEv2 - draft-kivinen-

draft-ietf-ipsecme-dh-checks - 5 mins

« Signature Authentication in IKEv2 - draft-
kivinen-ipsecme-signature-auth - 10 mins

ipsecme-oob-pubkey - 5 mins
Cryptographic Algorithm Implementation

Requirements and Usage Guidance for ESP and
AH - Not-quite-submitted draft - 15 mins

+ Gateway discovery and addressing - draft-mglt-
ipsecme-security-gateway-discovery and draft-mglt-
ipsecme-alternate-outer-address - 5 mins

+ Simple VPN solution using Multi-point Security
Association - draft-yamaya-ipsecme-mpsa - 5 mins

* If time permits: draft-gundavelli-ipsecme-3gpp-ims-
options - 5 mins

http://www.ietf.org/proceedings/86/slides/slides-86-ipsecme-0.pdf
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IETF86: IPSECME

BAWIZRIZE-T-EEl -
— Additional Diffie-Hellman Tests for IKEv2

* http://tools.ietf.org/html/draft-ietf-ipsecme-dh-checks
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— Signature Authentication in IKEv2
» http://tools.ietf.org/html/draft-kivinen-ipsecme-signature-auth
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IETF86: IPSECME

— Cryptographic Algorithm Implementation
Requirements and Usage Guidance for ESP and AH

* ESPELUAHTHERASNSEES 7 ILITJXLDEHEXUVF
FAD=bDHARS4A4
« INEDDraft COFST7ILI) X LDOHELE) R+ GREE)
— Authenticated Encryption
» AES-GCM(SHOUD+), AES-CCM (MAY)
— Encryption Algorithm
» NULL (MUST), AES-128-CBC (MUST) [RFC3602]
» MAY AES-CTR(MAY), TripleDES-CBC (MAY)
» DES-CBC ( SHOULD NOT+ )
© B
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IETF86: SAAG -l
Security Aread) =

WG Reports, <10 mins
Security Related BOFs, 10 mins

Invited Presentation
— NIST SHA-3 Update - 15 minutes (Quynh Dang)

— iSchedule/DKIM - 5 minutes (Cyrus Daboo)
— SSH BCP - 15 minutes (Tatu Ylonen)

— W3C Web Crypto API Update - 30 minutes (Ryan
Sleevi)

Open Mike

s I REAFERENDH DS
- RC40)‘EE'E75\ UAYTASLZEZHFLI=A. ..

http://www.ietf.org/proceedings/86/slides/slides-86-saag-4 pdf
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IETF86: SAAG

« BEILEVOHE

— NIST SHA-3 Update
« NISTEL TSHA-3 (Keccak) [XSHA-2& 7%
o KeccakMWinnerlZ75->1-EH
- BLWRLHEER
— N—FOT7EERFICSHEE
— SHA-2¢ITELGHERETERE

— 1Schedule/DKIM
« Internet Calendar Scheduling Protocol (iSchedule)% & £
« ALV —BEHRFEIRLGDF A VB TORIMI LA AR
— FALRREEE#T = DKIMER A
* APP ArcaMiFE M bIA b
— XMPP WGHJOSE WGZESEIZLDD, tXal)T4FEMRDLEaAN A

e Draft
— https://datatracker.ietf.org/doc/draft-desruisseaux-ischedule/
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— SSH BCP
« SSH user key*kerberosZ AL \f-B &1L 7 Ut X (%
THEHPERDHEREINGKR) S —D BTN
— X2 TAT) T TERIT DDENHLIDN ?TTEDNFD
 Draft
— https://datatracker.ietf.org/doc/draft-ylonen-sshkeybcp/

11

— W3C Web Crypto API Update
« Web Crypto APIO TR PIEDEITIRKAFENER S
— Web Crypto API:

» EIZTZ0HY L TENMET DlavaScript7 75— 3>
THESIEPES, ER, Rl BXBEFO-OHDAPIHT
Bk

®) NTTYIHO1?

Copyright 2013 NTT Software Corporation. All rights reserved.



IETF86: CFRG

« CFRGE&IE?
- BESRAMTCET 45l ZHwmE1To15
» IETF86 CFRGMD&==rEIILI T D ERY
Agenda

® JOSE Security Presentation by Jim Schaad
® discussion

Discussion on adoption of OCB draft
Status of Crypt catalog draft

® Hash based signatures (David McGrew)

Recent developments (Paul Hoffmann)

http://www.ietf.org/proceedings/86/slides/slides-86-cfrg-0.pdf
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© B DHMA
— JOSE Security
- JOSE WGTHE S ifCEI 5 Y R—r2 %578
« RSA-PSSHHR—LF RETIE? ELVSAAVHY
— F—NR—YrhbWeb7TVEDRKREZHERT HLDEE

— Discussion on adoption of OCB draft
155 FlFHE—K Offset CodeBook (OCB)E—F M1tk
« MLTOCBIZRJ 2%F5r TRY LMD

— Status of Crypt catalog draft
« [ETFTRIRSNAESTILTIXLOAHZAYT
o FICTOAVRELUERGL

— Hash based signatures
s EFIAVELI R TELEMEEFD, MerkleRZEFIAL=-ER AKX
« Merkle RIZxt 9 53NFEMHLGATR) EBDFHFNFET HEIAVE

— Recent Developments
o RIE/DHBEDIREEIZ DOV T, HAEKBEFDREIZET &M
* IPSECMEM DL I=&em = o= gL HEh of=. . .
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 Selection of Future Cryptographic Standards
~ AESORBTZILTYRLESLESM?

* Crypto Catalog e I gy 4 F%E]J_f)‘
_ REE R S &O)ﬁzk }
« 7SS Short Signature Scheme
— KTV % AL RES 1 i
« Hash based signatures
« OCB mode
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IETF86: Alternative PKI Model BoF?
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SEHELLTEF—T R RTEE. .
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— EELLTGoogle, Facebooki EAVEIE THIA
. S EEDdDCookiexETEnbEESNT

— 3&:RCANDHE
» Full Plaintext Recovery Attack on Broadcast RC4
— http://fse2013.spms.ntu.edu.sg/slides/Slides05 2.pdf
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— http://www.ietf.org/meeting/87

IETF 87 - Berlin, Germany
July 28 - August 2, 2013

Meeting Venue:
InterContinental Berlin
Budapester Str. 2, 10787
Berlin, Germany

Tel: +49 30 26020

IETF Meetings start Monday morning and run through Friday afternoon (13:30), with late scheduling changes.
Newcomers' training and technical tutorials take place the previous Sunday afternoon. Participants should

plan their travel accordingly.

Please note that new information is being added to this page continually; please check back here for the most up-to-date
information ahout IFTF 87.
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Any questions, comments are welcome!
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