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Workshop on Security RPKI Worlkshop MANIAC Challenge 2013
Incident Information . ) ) _
Sharing (SIIS) The current Internet ].'Iiu._{hl?n.& is The MANIAC Challenge s 8
gquite vulnerable against threats. competition to better understand
[ this half-day workshop we aim Misconfipurations as well as cooperation and interoperability in
to discuss the current state of the intended attacks lead to ad hoc networks. The specific
standardization and deployment disturbances on the BGF layer. focus of this year is on developing
efforts, to share operational Current efforts of the Secure-Inter and comparatively evaluating
ermariancs and o hrainetarm Domain (SIDR) working group strategies to offload infrastructure

warmup peadnyd org ST —TEETR LT d

http://ietf87-warmup.realmv6.org/#events
PaA
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RPKI workshop

' WORKSHOP ON RPKI: TUTORIAL AND
DEPLOYMENT STRATEGIES FOR
SEGURE INTERNET ROUTING

JULY 26- 27,2013, BERLIN, GERMANY

HOME ABOUT REGISTRATION PROGRAM VENUE ORGANIZERS COMTALT

Asout

OVERVIEW HaLFDay Event: RPKI TuToRIAL

The currant Internet backbors i quits vuinersble againgt threats . Interdsd This tuterle! i desiered lor operetors of autonomous svaterns We give

attacks a8 well a5 misconfiourations lead to disturbances on the BGP yver bacleround about state of the art protection mechanisrms against prefi hijcking
Frominent exemples includs hilscking ol YouTubes P prati; srd ircorrect The cours= iz complementsd by Rands—on sxperiments, whers you g=t
rediFaction of 154 of the US Intermet traffic to China Tedacom in Apell 2010 exparlencas of how to protect P pretiees. After thes tutorlal vou should be able

to enable prefic orign validation o yvour reteork. We will ey an English and
Current alforts ol the Sacure—Inter Domain [SDR) worklre group within the ETF Garran spaaling tutorial

lie in the stardardization of protocols to erhance the security of BEP, taking
practeal deplovebility te consderetion, They focus on solving two problems FLLL_D*Y EwEHT I : I;I DEPLMNT STH&TEGIES

erabla @ router (a) to varily that a BGP update did orlginate at an authorized AS

http://rpkiws.realmv6.org/

The= mirn A the workzsion e tn brice braesther Blsrset coscaters molicy rskisrs

1=
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HOME ABOUT REGISTRATION PROGRAM VENUE ORGANIZERS CONTACT

| PROGRAM

JuLy 26, 2013: RPKI TutoriaL (HaLF-DaY) JuLy 27, 2013: RPKI DEPLOYMENT STRATEGIES
(FuLL—Day)

INSTRUGTORS: RANDY BUSH, MATTHIAS WAHLISCH

L Please bring your laptop for the hands-on part. 10:00 Status, Road-hiap

12:00 — 13:00 Ftroduction RPKI Implementations
13:00 — 14:00 Bazsic Took, Hands—on Cache Sarver

Deployment Practices
14:00 = 14:30 Break

Muonitoring
14:30 — 16:30 Hands—on Prefic Origin Walidstion

Gap Analyszis
16:30 — 17:00 Break

Wrap Up

17:30 — 18:30 Handz—on experiments & Wrap—up

19:00 ETF Warrm=Lip! BEDEFreis Universitit Bearling

19200 Group Dirrer trgether with SES Workshon, Sporsored by BCDE. Separate registration required.
Thiz Ig ot sponsored ), you pay on your own.

http://rpkiws.realmv6.org/#program
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RPKI workshop Day1 (1/2)

e Randy BushKIZ&kAHN\V XA 2 F—

- BEF 2013%7H26H (¥£)10:20-17:00

- B N)LYUBEHBEKE

- BME 6% (EERTEETT)

- RZE (https://psg.com/130726.pdf, JANOG32F a—k!) 7 JLERIL)
« RPKI Tools®GUIZ{E>1=ROAD FHIT
« RPYTZrHx7 (reynic, rtr-origin) EBGPIL—A %R 5E
o {REH—/\[ZRPKI ToolsZ A2 A—JLLTRPY I 7 EEE
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RPKI workshop Day1(2/2)

Fa—Kr)FZILRIZHIA>T-BER

— ROAM90%AH Not FoundZi Kk BE TR IR &I EIX &
SIEHDM?
=>HERICEASINT-IETF87TlIIDropd %% FE -4
S2TWD, (RIFHE & mBELERENGESNTL
KTHA2)
—SShDOSATURDELMNES LB ?
=>SIEHE PUTTYZ AV AN—L
—~ RPKIDHY—ERZERATTELHI?

=SYRDOM)GEEIXLGAN BN, RPKIF vy a
[XFFTITELZ EIZH B,
H#AF#H R ERNTIEIRPKIF vy aEdzd?
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RPKI workshop Day2 (1/4)

« TARHYI I
— BB 20138%7H27H (%)10:35-18:30
- HFF NV BEHRKE
- ZN& 184
— MZ (Rudiger Folk K &Peter KochEkDETL—F)

« R HEBNEMYMEADRET
o & TITOAAUMERE RPKIOSERDEE

PA
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RPKI workshop Day2 (2/4)

Day2 BiEET—
— EimDBE
o« JO—N\ILAVEZ—RYEDIEFEMED R L
(BIEH. SLMEFENEITAIRYNT—)

— HIiE
e RPKIlIZInter-domainDFIBHIEHIZE T HEERS
- 52t

o EFNAEDFEEITHOTWAIOMNNGELZIEMET S
o BARIZEILDI=OIZCRPKIOZEAIZBEWTRYLBWLZ EANLRLIIETEND
o BZEEBEBMNRPKIZEALATLT S
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RPKI workshop Day2 (3/4)

o TR BOWBAERMYBAHDHEN
— LACNIC, NIST ITL, RIPE NCC, nINetLabs,
ISP(Orange), JPNIC

o EINEAPNICHIIE DRPKINY XA ELBAN (KFT)

— EFGEE: IPPFLRIBYEHLZBRAEHARL—2—0DEL,
JPIRREROAEEDEL, BEHHEX )T =—XDEEE

o Ft TTOAAVNEEE
— BRITE, BGP-SRX,Quagga-SRX#34 (NIST ITL)
https://brite.antd.nist.gov/

— RPKI Dashboard, nINetLabs
http://rpki.surfnet.nl/

— RPKI ROA wizard (LACNIC)
IM

Pa
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RPKI workshop Day?2 (4/4)

e RPKIDS & MDRRE — Deployment Strategy

Bk Policy&Regal Tools&lInfrastructure  How To
* Value / Risk * Monitoring « BCP / Deployment
 Legacy /Pl  Route (support) which people
« Control (Gov) o Stability - ISP
e Reliability (includes - Legacy Holder
implementation.) - BMN&Co
Dt DEERE
OSingle Root

OMonitoring (RPKI Dashboard). Legacy Holder (RIPE TR TR R THLY)

ORPKI@%)UW"E' HITHOEMMNEERLRD TG EREICKAARIER

BRIEHRERAL . BEIATEAZELICTEHMEIBH DD TITELD (KFT) .
PA =>RPKI Dashboard CZ{tZ &KL TIZL,
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RPKIESIDR WG

SIDR WGES:E®D

P AR LSRR F—HR—2
= Origin Validation [XIZI[XRFC{t /5@*%
7—XTYF % RFC6480 B
1)y)—ZCA
RIAET0T74)L RFC6487 24T "
REBAER!) S — RFC6484 ?%%7' \ / N YR RUHEIE RFC6481
7I)L31 X L RFC6485 = )Y —AGEHE
FITIE RFC6492 \ L )
ROA (fRERILED Rz, UhIh
Manifest RFC6486 - %’%’w ey -
Ghostbusters RFC6493 < " Manifest etc i
ROAZE I RFC6482 - )
- ROAMDREE
FSRRPH— RFC6490 < ﬂ
ROAMREE RFC6483 L Froka
prefix#®REE RFC6811 ﬁéﬁiﬁﬁPre&
RPKI1-to-Router RFC6810{ ‘"‘\*’m&’
BGPJL—%

NIC Copyright © 2013 Japan Network Information Center 1 4



RPKI&ESecure BGPO BIETHM

* IPPRLADBREIANLARIEELGEEZ. BGPIL
FA—TERAMTEHILHEA
— Origin Validation

c DR YRT—IOMNBEASDIPTRLRAZEFEILNMESHT-C
EDRENTES

— Path Validation
e ASINANERTEZAONTLESI=CENEAMTES

! BGPSEC
= Origin Validation + Path Validation

PA
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SIDR WG — R A MK

e BGPSEC draft-ietf-sidr Z &g

An Overview of BGPSEC bgpsec-overview-03
(BGPSECOH#EE)

A Profile for BGPSEC Router Certificates, Certificate Revocation Lists, and | bgpsec-pki-profiles-05
Certification Requests

(JL—3—EEBAE. CRL, EITERDT—FEN)

BGPSEC Protocol Specification bgpsec-protocol-07
(BCPSECOZ B ha/LtEHR)

Threat Model for BGP Path Security bgpsec-threats-05
(BGP/RAD X2 TAIHBITHBEETIL)

Security Requirements for BGP Path Validation bgpsec-reqs-07
(BGPNRIRFED =D EF2 ) T4EXK)

BGP Algorithms, Key Formats, & Signature Formats bgpsec-algs-04
BO7IWIVXL EX. BEER)

BGPSEC router key rollover as an alternative to beaconing bgpsec-rollover-02

UL—E—IZHBFH5F—A—/LF—/\—)

Pa
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SIDR WG E

« Secure Inter-Domain Routing WGE—T (>4

_ %ﬁ—— 0
e 2013£%

_ gﬁ'_ O

¢ 2013%

=7 A 318 15:10-16:13 (604 (&)

E8H2H 11:20-13:33 (154 (£ &)
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ToTIFEER — WG documents

» Reuvisiting the RPKI LTAM (Local Trust Anchor
Management), Stephen Kent (BBN Technology)
- FSARAN7UH—ZRPATEELT. HBEDF ATV
N—zexITondiLHHs
« Multiple Repository Publication Points support in the
Resource Public Key Infrastructure (RPKI), Carlos
(LACNIC)
— )V —RFEAZELROAD AV —N\ZRRILSE SO
[Z. Trust Anchor Locator7 74 JLIZURLZE#HECE
o Manifest EE Certificate Validity Times, RFC6486 & EE
certificates, Tim Bruijnzeels (RIPE NCC)
- BITEHAROADO—E THAHManifestDFNEARD, £
THOROADHENHARZAE I HKIITEL,
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7oz LiERm — Deployment

e Some available RPKI tools, Carlos, Benno
— Origin Validation Looking Glass
* http://www:.labs.lacnic.net/rpkitools/looking_glass/

Origin Validation LG

Available at: http:/fwww.labs lacnic.net/rpkitoolsflooking glass/

18I igi > ing
|.-i | L = =g a
I- _?m_da_m_“_i_—\’ L

ESnrch form:

| Query cament BP0 Dataset: |

| Gabect your guery type: | Prefis CIOR gusey vl and vl ]

| Refire your seach scope: | Search All Boutes ]|

%, @l
Teme frievee: | Last 24 Bours 2

A
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— Deployment

| — Origin Validation Looking Glass

Origin Validation LG
@m

Iﬁmmm | cueryy

Prefix CriginAS Last Seen More infa

300, 7_B4.0/ T3 wal IBOOO Ay 1, 2013, 8:52 &.m, Mare enfi.

00,7 070534 Walid 2B000 Agg. 1, 2013, 2531 8.5, Marn info.,

0L LT 00 48 ‘Walid 2800 Mgy, 1, 2013, B-52 8., More nfo

HoD. L0 62 FEY ‘valid TRO00 . 1, #013, B=52 a.m. More .,

AL 1T e tn L
Lacmie Ex =
O W | e labs. lacr e et pkitoals booking_glass rest 402 /28000

200.7.84.0/23|Valid| 28000
200.7.87.0/24 |Valid| 38000
2001+ 13e7:T001: s /48 | Walid| 28000
200.10.62.0/23|valid| 28000
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7oz LiERm — Deployment

— RPKI Dashboard
o http://rpki.surfnet.nl/

[ fome | Qickal “To 0P PerAS  RRS: APl Workdmap Trends — Amatopod
Distribution of RPKI states

This page prowvides an overaew of the curment state of RPKI adoptien |l:|l:|'l'5, routin l.:l table holos

EETE) prefives. The vakdabon state has been determined for @EEESER pre 5 mEans

that {ENEEE of the prefies in the routng table are cenfigured for RPK.

Carrend state of RPEI adoption

Pa

NIC Copyright © 2013 Japan Network Information Center 21




7oz LiERm — Deployment

— ROA Wizard

| ' —— .
- a4 |
. roa "
-.ﬁ’l!d[ d
«

omib UF-ANTA-LACKHIC

ROA - ASBOST: (Criterio 1)

Recommended I A3M b yours

1795240003 20
158 4.0 D1 0
186 520 01k 20
1900128019 a1
190 1320040 n
T8 1330 0 20
190 T30 0nE F
19840017 20 g

Pa
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7oz LiERm — Deployment

* Per-RIR Statistics and A Very Real Problem,
Randy Bush

rpki.surfnet.nlfperric htm ix @

; RIR Stats f
10 % records per page Search:

RPKI

Adoption
RIRA Total Valid Imvalid Unknown Accuracy Rate
| il Fl 11256 (100%) N 16 (0.14%) [N 36 (0.35%) S 11201 (§8.51 EX X
SUL LS 117340 (100%) I 65 (0.07%) Y 214 (0.18%) I SRS N 70.43% I 0.25%
Much Bette (2.78%
Than IPv6  aee ssua is04) il 1151 9% ) Cczof &
Half are Two LIRS-] Embarrassing
1307 26 Berin RPK 7
PA
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ToxoF &R — Revised

« RSYNC Performance Study

~RPKIA Tz EOTITAT U MNE 2
L— I‘L—CH#FEﬁE '|'/» - O
— slides-87-sidr-11.pdf q/ﬁ’b‘%
JY—ZCA ::O)EE

_ as
(?g? UY—REEHE

D ARSI
%ROA BBRLEn RIF
Po9 = S

Manifest etc

ROA(D*ﬁ'm
¥ J\
Fits fix

| REERE APre
§

BGPIL—%
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212 M InterContinental

PA
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Bits-N-Bites
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