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TLS WG
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TLS WG Agenda

TLS 1.3 A2 DERE !

nE R .

*  ALPN3{,EONIX657 FbiE. ..

o¥ nffl

Stream Cipher®EMIZE IT1-1RE
« Salsa20

1. Administrvia (5 min)
— Blue Sheet, note takers,
2. Document Status (5 min)
— draft-ietf-tls-cached-info-14 (request feedback from DICE?)

— draft-ietf-tls-oob-pubkey-07 (Ready for IETF LC)
— draft-ietf-tls-pwd-00 (needs review)

HTTP2.07&E R L TLYS !
HMIIMRESANSET /AKX !

TLS Agenda

(3. ALPN (20 Min) |

— draft-ietf-tls-applayerprotoneg-01

| 4. TLS 1.3 Discussion (45 min) |

5. TLS Channel ID (Balfanz) (20 min)

6. SaIsaZO Mavro |annooulos 15 Min
— draft-josefsson-salsa20-tls-02

7. TLS Length Hiding (Pironti) (5 Min — Time Permitting)
— draft-pironti-tls-length-hiding-01




TLS WG: TLS 1.3
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TLS WG: TLS 1.3
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«  HandshakeTORILIT—La BEHROBFRELZEHR LY
Passive/Active’T IR E (Zxt L TIFHRIRE

« Cross-Protocol Attack Resistance i ZL 7=
ServerKeyExchange TD T 42 JLE % hiHandshake 2K TLEL\D AR

A cross-protocol attack on the TLS protocol. ACM Conference on
Computer and Communications Security 2012

Nikos Mavrogiannopoulos, Frederik Vercauteren, Vesselin
Velichkov, Bart Preneel
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TLS WG: SALSA20
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Performance comparison
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Chrome Canary CHEI{E AT BE
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Prohibiting RC4 Cipher Suites
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CFRG
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SM2
Future Crypto Standards

Agenda

* Agenda Bashing

* Note Well

* Randomized Hashing (NIST SP-800-106/107) - Dang
* Quick updates on active drafts

- OCB Mode of Operation, draft-irtf-cfrg-ocb-03

- Dragonfly Key Exchange, draft-irtf-cfrg-dragonfly-01

- Hash-Based Signatures, draft-mcgrew-hash-sigs-00

- Ciphers in Use in the Internet draft-irtf-cfrg-cipher-catalog-01

* SM2 Digital Signature Algorithm, draft-shen-sm2-ecdsa-01 - Shen, Lee ]

» Selection of Future Cryptographic Standards, draft-mcgrew-standby-cipher-

00 - McGrew, Sheffer, Grieco

« Discussion on other crypto work

- DTLS In Constrained Environments (DICE) BoF
- Salsa20
- CAESER




CFRG: SM2 DIGITAL SIGNATURE ALGORITHM
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CFRG: SELECTION OF FUTURE CIPHER STANDARDS

- B, IETFCIEZE{LINh TS X770 JLIZAESIZIEEIZEKEL
T3 !

+  AESICREEMNGENEELLHERMZL
AESORBTILTYXLYRBHE ! !

- AESOREB7ZILTVXLIZTKROENSEFMEEEE ()
(AES) Evalutation Criteria

« Security

« Computational efficiency (EAMIZEOT:FnﬂEE;ﬁ: h

« Memory requirements .CFRGEIH Tl

« Hardware and software suitability 79/\°'5—75§7T:ET%>.

. Simplici ) o X Q
mplety L AMIST ST

* Flexibility ELTOEBIENHLLY?

 Licensing requirements; it should be available \ J

worldwide on a royalty-free basis.
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CFRG: Fith

Dragonfly Key Exchange
o NRAT—FONRRTL—XZAW-HERRHEA—D
g ooralL
o BRRIGECHIZIRIBRIICIRELTINS
51z X, IEEE 802.15.9

SO BESADFHTY 7 THRESNDEHE: -

* Draft
http://tools.ietf.org/html/draft-irtf-cfrg-dragonfly-01
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NP TRICESEIR (1/2)

Elliptic Curve Cryptography (ECC) D1Z#E{LhV;EFIL ? !

« Brainpool CurveZz#|FL1=I-DXRFCAEM !

FleLTiE--
 RFC 6954

Using the Elliptic Curve Cryptography (ECC) Brainpool
g}%gef)for the Internet Key Exchange Protocol Version 2
Vv

DTLSZFIAL LI ELVSHEAT/FELTLNS ? !
- M2MAEDHFEULBELWVRET CTOFA=——XDILK ?
 BoF/WG
DTLS In Constrained Environments (DICE) BoF

Constrained RESTful Environments (CORE)
Light-Weight Implementation Guidance (LWIG)

DNSSEC/DANELEEE ORI DS ER ! ?

* SMTPRS/MIMEZZE D A— )L ERMTEMEE THZELT, LUK
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NP TRITIEDENR (2/2)

« SHA-3DEIM

« “FIPS 202 SHA-3 Permutation-Based Hash Standard” &L T
TEINSFTE

Proposed SHA-3 Algorithms

» Four fixed-length algorithms with two capacities;
alternatives to SHA-2s

» SHA3-224 (c=256)
» SHA3-256 (c=256)
» SHA3-384 (c=512)
» SHA3-512 (c=512)
» Two variable-length “sponge” algorithms with two
capacities
» SHAKE256 (c=256)
» SHAKES512 (c=512)

SHA-3ZF|FAL TERL-LVF MG 2A— Vb
RS, AN LIES, RAAEHEGE
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IETF88I-8 /ML TIZESTLEIN ?

IETF 88 - Vancouver, BC, Canada
November 3-8, 2013

Meeting Venue:

Hyatt Regency Vancouver

655 Burrard Street

Vancouver, BC, Canada V6C 2R7
Tel: +

IETF Meeting Registration System
Attendance List

IETF 88

Vancouver, BC, Canada

RE, BAMDD
November 3-8, 2013 SEREIL84 !

Last updated Tuesday, September 03, 2013 at 19:40:07 PDT

202 reaistrations:

http://www.ietf.org/meeting/88/index.html
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