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Agenda

« B2 IETF 88

s ZHOB= - #5458 = Vancouver, Canada
m rtcweb WG = November 3-8, 2013
m httpbis WG
s httpauth WG
s oauth WG

m efc

= tsvarea (QUIC)
= uta WG
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s [HTTPAEBRSE T O N)L] OBRE({LSRIE

= httpauth WG(Sec Area)
https://tools.ietf.org/html/draft-oiwa-http-mutualauth

« (JR)EFERMNFSSHIPITROAFTAAR
https://www.rcis.aist.go.jp/special/MutualAuth/
n [ETFYRIREL DD D
= IETF76/x 5 (November 8-13 2009)/05
= FE(CHTTP/Web & EBEEZ HFIlMC
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rtcweb WG (WebRTC)

m Real-time Communication Between Browsers
» J SO TERPIMROBEEZEIR
s HE VYR TCTOI=Z1 "5 —> 3 > NMEBNDIE
. P2PIBIEF CTRIMZICADTULD
s JS0A4210
ms Chrome\°Firefox CEHEHFH C
s W3C&EIETFCRIEH
= 3GPPH ? WebRTC
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1 Moo,
m Hello Firefox, thisis = Hello Chrome, it’s
Chrome calling! Firefox calling!
= http://blog.chromium.org/2013/02/hell = https://hacks.mozilla.org/2013/02/h
o-firefox-this-is-chrome-calling.html ello-chrome-its-firefox-calling/
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Huge Spec(a part of...)

m Network Stack

lepidum

https://lepidum.co.jp/

ICE: Interactive Connectivity
Establishment (RFC 5245)

STUN: Session Traversal
Utilities for NAT (RFC 5389)

TURN: Traversal Using Relays
around NAT (RFC 5766)

SDP: Session Description
Protocol (RFC 4566)

DTLS: Datagram Transport
Layer Security (RFC 6347)

SCTP: Stream Control
Transport Protocol (RFC 4960)

SRTP: Secure Real-Time
Transport Protocol (RFC 3711)

m VoiceEngine

Audio Codec

Jitter/packet loss concealment
Echo Cancellation

Noise reduction

Audio Capture (Hardware
Access)

m VideoEngine

Video Codec

Jitter/packet loss concealment
Synchronization

Image Enhancement

Video Capture (Hardware
Access)
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Impact of WebRTC

» JSOUYZOEOMNBEDHEAFTTIES
« JSOYDTSY b IA—IMEDRIZDE

D

Tk SRRE DI RBED W3CHY ?

= Running CodeldMEDFE(CWVDTWNBDIC, R

F D TRV EFFRLILFEH !

» MTICREL &Ei&am > CHChrome/Firefox3tHE
e L CD
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rtcweb WG in IETF88

s [0—5wJEkSR (H.264 vs VP8) F&EEM ? 1 (IETFIRESS=854KL D)
« KIETUE..

s mandatory to implement (MTI)

= Audio: G.711(STD.ITU-T RECMN G.711-ENGL 1989) and Opus(RFC
6716) - fixed!

= Video:

= H.264 vs VP8 Battle!!!

OpenH2647 3 - Cisco "we pay MPEG-LA"
http://www.openh264.org/

> REET ..
RFC39209: AIternatlve Decision Making Processes for Consensus-Blocked

Decisions in the IETF T&QE?%"*’D 7z
Uhu..
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httpbis WG

m Hypertext Transfer Protocol Bis

n HTTPZ D TLI\DWG
« IRTE. HTTP/2.0ZAARREH

« LIHNEHTTP/1.1DBBR =& L. ﬁt}](dﬂ%m
HZUREIZEZHIBELTULZ(1.1 (FWGLCH

>FEZ..)
s HTTP/2.0(C DU\ TIIBAZZ(CInterimz &
= /R[0](3January 22-24 2014 Interim - Zurich CH
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HTTP/1.1(bis) in IETF88

"Plan is to reach the RSE in January." !l
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HTTP/2.0

s WebDHF(CEEEDFENTAET/AE
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HTTP/1.1&£ 2.0 0\

s H

m H

n E

m efc.
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5{t(Multiplexing)
n 25T 1E(Prioritizing)
n IB{SORIGTTE

s TCPIHRT =

= DF|]

PAW A —D) A F AL
PAW A —DENERA L (E4E)

75T



HTTP/2.0in IETF8S (1)

m Seattle Interim meeting summary

s Upgrade Mechanism
= Alt-Svc

m Priority Levelling
m Frame Type
s HPACK
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HTTP/2.0 in IETF8S (2)

m Security Area Joint Meeting
m ALPN review
s HPACK review (focus on CRIME)

m Encryption and HTTP/2
= Opportunistic Encryption(HF1 R IES)
http:// COY— ) GREEDEE
JRCE UIRUY / HTTP/2.0 T (dhttpsthZB(C

s Accommodating Proxies
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HTTP/2.0 after IETF88

~
= Moving forward on G Vs totingham g e
im P rovi Ng HTTP's HTTP/2.0 will only work for https:// URIs --
. art of @ietf response to pervasive
securi ty Elc::[]itmi_ing. 1ist5[.)“-*3 : or;,tgrchives /Publi...

u http://|iStS.W3.0rg/ArChive 4~Reply LF Retweeted W Favorite  ®#® More
s/Public/ietf-http- .
wg/20130ctDec/0625.ht = https://twitter.com/mn
ml ot/status/40056476355

s HTTP2(EhttpshZB(C ? 9620608

- Chrome/Firefox(3SF3273
Ljzgrﬁr)lqeélre ox (72 = PROXYMSSE/ZLAE S

- EFTEZSB 0 EBAS EESNIRNMN? FED

IR, FA4
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httpauth WG

m Hypertext Transport Protocol Authentication

» IREDHEED N EPTEEF. SFEDZ L \HTTP
NI LODRREIHAEZ %ﬁb<§‘£(; CR Yk =F =

5
= TLSZAWBFFEPHTMLD T A4 — AFREE(E X I —T 9+
s FTUULEREEZ Experimental RFCE U CHRIE

- PEH IEBDREEFELEDBAREDTZDTIE
R<HERCLELI—F 3

» TEREEREE>BHENDORIREZE TS
n BasicdS KU'DigestDEPE{L. DigestdD LT X AE

TEARA]—
» 5 5(dStandard Track RFCZ B89
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httpauth WG in IETF88

m Report on Virtual Interim

m Basic: To merge basicauth-update and basicauth-
enc

m Digest: Need review for draft-ietf-httpauth-digest-
00

m HTTP Origin-Bound Authentication (HOBA)

m RESTful Authentication Pattern for the Hypertext
Transport Protocol (RestAuth)

s Commonalities
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oauth WG

m Web Authorization Protocol
« Web C{EIONBRBIDOAED I L —ALAD—D
= RFC6749 "The OAuth 2.0 Authorization Framework"

= RFC6750 "The OAuth 2.0 Authorization Framework:
Bearer Token Usage"

o IRTE (ILERAEFRNEDEFR ED

B, b—=TJ>2DTA -V K,
J& 73'_/ R > NEDZEHRT

s 15k X CRechartering@ 9 dFE.
JRADTI M.

Iepldum

https://lepidum Copyright © 2004-2013 Lepidum Co. Ltd. All rights reserved.




oauth WG in IETF88

s Dynamic Client Registration
= e U CiZxamH
m Proof-of-Possession
= =Holder of Key(HoK) EME(ENTUVEIRER

= MAC Token & ODIEE
(X DBearer CIRLY =T 2 ADFEE(FIAETO)

« TRH U Cagmam ™
m Act-As and On-Behalf-Of Token
= WS-Security, WS-Trust C=IR U CUL\/z#EE= 1) \—
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Info: OAuth2.0, OIDC & UMA Interop
(revised)

s OAuth2.0, OIDC and UMA Interop event is co-
sponsored by the MIT-KIT, the Internet Society
(ISOC) and the Kantara Initiative.

= https://kit.mit.edu/events/
= https://elists.isoc.org/pipermail/oauth-interop/

= https://elists.isoc.org/mailman/listinfo/oauth-
Interop

A
MITEKITT ’"ﬁ"'c'.'é%‘}-:y kantara

NTERNET TRUST
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QUIC:"Quick UDP Internet Connections"

s GoogleH'Chrome(Chromium)(CFTUKEALZTONIIL
» BT AD RFIAS MEEUNMRHEINTULRLY

= http://blog.chromium.org/2013/06/experimenting-with-quic.html

= https://docs.google.com/a/chromium.org/document/d/1RNHkx VvKWyWg6Lr8S
Z-saqsQx7/rFV-ev2iRFUoVD34

« BB
» TSICKLKBTzEmtEFa U+

o TECE \I}a;\zs%tOpen & TLS Snapstart Z#EHENDEIZ K SIR(IZUVZL) 0-RTTD)ZR
ZHC

)\ NOXZKIRKT D/ Ty MREFEEE

xR ZIKK T D/\Tv MO S —#1E

TCP MDHead-of-Line J AW F>7J (568855 D) =[Okt 9 BUDP bS5 > AR— ~

TINAILDOSA 7> DIz (CBiEst 7RG D1&HID

EY D X O] 8E (pluggable) /R EREEHIEI X 13 = X I\
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http://blog.chromium.org/2013/06/experimenting-with-quic.html
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QuiIclhH B

» PEEUTIEUDP ETTCP+TLSICHEY 9 DHEE# EIR
3B 7O0RTIILEVVDTULILVEERDNS

s TDOQUICLETIISPDYZ{EDS C ENFHREESINTLD
» BENED., TCPRKDERLEEZLIZVLWEWDON
E‘Tdd)(iﬁﬁ

DI O DEBEMICIX"RTT Reduction Ranger" (T
AN L R e P
BEaMNDULWTWLWBALDIC, RTT@%M%Tﬁ(ib\TdDK%

IREBEED(FEEL VRO

s {RICSPDYZRIHI & THNUSL., D&, EHELDIREN
HODREEMEITEND (ICELEDICEMONSD
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Impact of QUIC

p TLISICKL (ICTEmWEF2 T 0 ?
= > DTLSCTI SR < FTFE ? PKI(E?
» SPDYWENEIR/TH ?
= > HTTP2.0MMRBE(ESHL. QUICHMRE(E SIS
57
s UDPZ(ED & TI 5 JH (Userland) DHH 57
([CBEI>N—R> SHEE) ?
= SOSDEEREZTHIDIAATWNDTLND ?
s JSOBDOTSY R IA—-LME! ?
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uta WG (After IETF88)

m Using TLS in Applications

m App Area New WG!

. %%ZE-Z 19 BICSHDOERVMARZEFTU CHREIEG S

« HESNDTLSD/—Z3 2 PESXA— K BSE—
. YEREERES DTS 51 77> &Y —/\DIZsHDA
ANTSOF7 4 ABZEHRE

= SMTP, POP, IMAP, XMPP, & U CHTTP 1.1 XKML 77T
'é%‘— > 3> FCTISZ{FERIT B cHDERZ=IThRIC

« DSATY NY—)WBECNZ. Y—/\BoIO+
EOBEE. EFDOEVIILNEIRES

= TLS, DANEZ UGS & UTeWG &1EHE
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Conclusion

» Web/HTTPZHLNC, App/RAIBRIE—KUCHES@BIEDEE (CER A
AFENTWBRENSDET

= CRIME AttackBIZEEDI N H\S ., BEFZSL\DLEK(IHOI=ED0D.
PIEDPRISMDFZE (FIFFE (CASNTT

= S/MIMEYOSMTPE WD EHEEZ CHUFIERBVWEIETFIEIGSH T
s TISICDWCOGEBEGIFR(ICEZMNDIERDICERNET
s QUICDE DRI EB=(CHDEZZEND, End to EndiE=S{EDX
Az Z284(C. BRIFOMAMEMACHTD [PoDEL] OFv>X?
(CDZRIEFITTHEE)
s Web/HTTPESEDGERE(IIEXR D3 —FHCTT

= HTTPESEDWGZ HILMCE L CHRIMTULE LN MICEB4H DT
IFES/\-ULEaNTVEEA

= B2 ESNEBPEMFRMER TERLLY
= BERBEIF !
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Any Questions? / Please Feedback!
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mailto:hayashi@lepidum.co.jp / twitter: @lef
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