©) NTTYIHD17

IETFSOfRE S
PERPASS-related WG Report

S

Mz

2

2014.4.11

NTT Software Corporation
http://www.ntts.co.jp/

http://www.nttsoft.com/

EmE—— R

Copyright© 2014, NTT Software Corporation All rights reserve




B2/

« ZHL TR BRI (MSFED ALY
« FRIE:NTTY b7
X TAEER
« A—JL 7KL X: kasamatsu.kohei@po.ntts.co.jp
« XTFHREL

— IETFCOIZ# 1L T El B RERMTOZEIZNT S
. NTTHFZE AT DRSS F i PERPASS a2 X

e TXaF7J7ORILDEREILR
- SHEBEIEMBRER (BN-curves)Z# &g o©

— draft-kasamatsu-bncurves-01
« URL: http://tools.ietf.org/html/draft-kasamatsu-bncurves-01

L
@ NTTYOrO1? Copyright© 2014, NTT Software Corporation All rights reserved



AL

PM [ZEE:ET HEIRIZDLNT
IETF8SEEMBIETFSOEE~DT YT T—hk
. WA

— Pervasive Monitoring (PM) &I
- PMOFEInTHAHIETFSSDEE

» Pervasive Monitoring Xt S fir D Efj[a]
— PERPASS Lunch Meeting
— HEWGIZx 9 HRET
- SEDEATE

» |ETF89MSTRINT Workshop#g &Ik i

FHERD

\l&

\
® NTTYOro1? Copyright© 2014, NTT Software Corporation All rights reserved



B A

 Pervasive Monitoring (PM)&I[&
— BIRGEVY—REF B ITILEELTEREITA
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 Discuss goals and scope (10 min)
— Privacy including PM
— Just PM

Which effort (10 min)
— Existing RFC
— IDs at IETF last call

Brief look at existing examples of such reviews (20 min)
A look at possible criteria for Privacy or PM reviews (15
min)

How to organize the draft review process for maximum
benefit. (15 min)

 where to go from here. (10 min)
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c LEA—DEHDEEEYZTEDD
— PM& KU Privacy®concern
« 758
- BERIBGLDT
« LEA—DNEHA
— Wikiz U fzlIssuesD £ F
* http://trac.tools.ietf.org/group/ppm-legacy-review/wiki
- Mz TOMLOEE
* perpass = letf-privacy
* letf-privacy:

— http://www.ietf.org/mail-archive/web/ietf-
privacy/current/maillist.ntml
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ppm-legacy-review Search

Losin  About Trac | Preferemces: | Help/Guide

L3 N L3 L3 r - . r
| m Timeline | Roadmap | Brovise Source View Tickets | Search

WikdiStart Start Pags  [ndex  History

Welcome to the privacy and pervasive monitoring RFC review page

This page 1s an anchor for reviews of existing RFCs (not new drafts) for privacy and pervasive monitoring 1ssues.
We use a ticket system for reviews. Select "view tickets” above to see existing reviews or add matenal to them.

The ten most recently modified tickets are:

Ticket Summary Status Owner Priority Component Modified

#0 RFC 0793 Transmission Control Protocol (TCP) lacks new wes[@mti-systems.com  major TSV 34 hours
privacy considerations

#8 RFC 1034 and many others: "DINS privacy considerations” new bortzmeyertietf@me fr major  INT 11 days
work

#7 RFC 3912 Whots has no security whatsoever new huitema@huitemanet  major  APP 11 days

#6 RFC 4578 DHCP UUILYGUID option for PXE enables new hutema@hutemanet  major  INT 11 days
client tracking

#5 RFC 4702 DHCP Client FQDN Option enables client new huttema@huitemanet  major  INT 11 davs
tracking

=4 RFC 2132 Host Name option enable client tracking new hutema@huitemanet  major  INT 11 days

#3 RFC 4361 Unique client identifier option enables client new hutema@hutemanet  major  INT 11 davs
tracking

#2 RFC 2131 new request may leak previous IP address new huttema@huitema net  major INT 11 days

=L test this closed trivial  Unassociated with 2 weeks

Area

URL.: http://trac.tools.ietf.org/group/ppmlegacy-review/wiki
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IETF88, Technical Plenary®Bruce Schneier K M F 3k &Y
(Technical Topic: Introduction)
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IETF88, Technical Plenary®Bruce Schneier K M F 3k &Y
(Technical Topic: Introduction)
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IETF88, Technical Plenary, Bruce Schneier K D &R 1R %

« The goal Is to make eavesdropping expensive. That's the
way to think of it. To force the NSA to abandon
wholesale collection in favor of targeted collection. So
ubiquitous encryption on the Internet backbone, that will
do an enormous amount of good, provide some real
security, right, cover traffic for those who need to use
encryption. But the more you can encrypt data as it flows
around the Internet, the better we'll do.
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— SMTP, POP, IMAP, XMPP, HTTPI.1, ....
« AL DB ZEIZEAI SFFE (Opportunistic
Encryption)[ZDW\THEER
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— Encryption of DNS requests for confidentiality
(DNSE)

« DNSODOIY, LRARVADT—RREZBRIELI=WG
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— http://tools.ietf.org/html/draft-iab-crypto-alg-agility-00

—CFRG, TLS
« FTLLMEMBREEDETE (Non-NIST Approved)
— Curve25519 vs Brainpool curve vs other
. Clphersmtesl %19 5 (Perfect) Forward Secrecy®
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— DH, ECDH > RSA

erved

® NTTYOro1? Copyright© 2014, NTT Software Corporation All rights res



SEOERTE

e PMXIEDEHEMNSRFCIZXT T BLE 2—DHk#x

— B FlBRLDFE L Standard track RFCsZ EF &L E 12—
. 38 (ZDNS, DHCP, SIP, SDP, RTCP, RADIUS, Diameter/i&
« 3 TIZDNS, DHCPIZLE 1 —h# A TS

« BT HEE
— F7ARVICKHT BB FEEZ L T EA O HEE
 |IETF89%%, tcperypt (Discussion list for adding encryption to TCP)
mailing listh\BAER S 7=.

— BRUIFSHEMTIA~DFRITHLINE

- RETIEMAMRBISOVWTIETAIETFE G- ICE R EME
o (Perfect) Forward Secrecy D BE (X5 # LI MNIER

@ NTTYOFr917 Copyright© 2014, NTT Software Corporation All rights reserved



STRINT Workshop& @ &

ZEHETILERFCOLE 21—
= )

| PERPASS* |

; SOk .
— FITORVITHT HOEDIRET ~ —— BOBESRIT~ADOBIT ——
| UTA | [ DNSE | [ sAAG || TLS || cFRG |

&\ J J )

EERANICRET &R
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