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•  6man/v6ops'UPDATE'
– SLAACĜĦûėĆĮĭĉĀĤħďú¡�'
– Efficient'ND'

•  opsawg'
– Writable'mib'moduleçáÌâèIESGè5\'
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6man'/'Agenda�
•  Working'Group'Documents'

–  IntroducQon,'Agenda'Bashing,'Document'Status,'New'Charter,'Chairs,'15'min.''
–  Packet'loss'resiliency'for'Router'SolicitaQons'draWXieYX6manXresilientXrs','Suresh'Krishnan,'10'min.''
–  RecommendaQon'on'Stable'IPv6'Interface'IdenQfiers'draWXieYX6manXdefaultXiids','Fernando'Gont,'15'min.''
–  Privacy0Considera7ons0for0IPv60Address0Genera7on0Mechanisms0

draWXieYX6manXipv6XaddressXgeneraQonXprivacy','Alissia'Cooper,'15'min.''
–  Analysis'of'the'64Xbit'Boundary'in'IPv6'Addressing'draWXcarpenterX6manXwhy64','Brian'Carpenter,'30'min.'

•  Efficient0ND0session'(45'minutes)'
–  Problem'statement'draWXyourtchenkoXcoli_XndXreduceXmulQcast''

draWXvynckeX6manXmcastXnotXefficient''
draWXchakrabarQXnordmarkX6manXefficientXnd','Erik'Nordmark,'Eric'Vyncke,'13'min.''

–  SoluQons'within'exisQng'protocol'specificaQons','Andrew'Yourtchenko,'Lorenzo'Coli_,'13'min.''
–  Unresolved'problems'and'larger'changes'required','Erik'Nordmark,'13'min.''
–  Summary','Chairs,'5'min.'

•  Speed'Talks'(5'Minutes,'3'slides)'
–  Transmission'of'IPv6'Packets'over'IEEE'802.11p'Networks'

draWXpetrescuXipv6XoverX80211p','Alexandru'Petrescu,'5'min.''
–  Triggering'ND'Address'ResoluQon'on'Receiving'DADXNS'

draWXhalpernX6manXndXpreXresolveXaddr','Helen'Chen'and'Joel'Halpern,'5'min.''
–  IPv6'Universal'Extension'Header'draWXgontX6manXipv6XuniversalXextensionXheader','Fernando'Gont,'5'min.''
–  ValidaQon'of'Neighbor'Discovery'Source'LinkXLayer'Address'(SLLA)'and'Target'

draWXgontX6manXllaXoptXvalidaQon','Ron'Bonica,'5'min.�
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v6ops'/'Agenda�
•  Wednesday'March'5,'9:00X11:30'

–  Agenda'Bashing'
–  Why'Operators'Filter'Fragments'and'What'It'Implies,'<draWXtaylorXv6opsXfragdrop>'
–  IPv6'Roaming'Behavior'Analysis,'<draWXieYXv6opsXipv6XroamingXanalysis>'
–  IPv6'TransiQonal'Technology'IPv4'Prefix,'<draWXbyrneXv6opsXclaQp>'
–  Why0NetworkDLayer0Mul7cast0is0Not0Always0Efficient0At0Datalink0Layer,'<draWXvynckeX6manX

mcastXnotXefficient>'
–  Reducing0Mul7cast0in0IPv60Neighbor0Discovery,'<draWXyourtchenkoXcoli_XndXreduceX

mulQcast>'
•  Thursday'March'6,'13:00X15:00'

–  IPv6'OperaQonal'Guidelines'for'Datacenters,'<draWXieYXv6opsXdcXipv6>'
–  Balanced'Security'for'IPv6'ResidenQal'CPE,'<draWXieYXv6opsXbalancedXipv6Xsecurity>'
–  RecommendaQons'of'Using'Unique'Local'Addresses,'<draWXieYXv6opsXulaXusageX

recommendaQons>'
–  DHCPv6/SLAAC'Address'ConfiguraQon'InteracQon'Problem'Statement,'<draWXieYXv6opsX

dhcpv6XslaacXproblem>'
–  DHCPv6/SLAAC'InteracQon'OperaQonal'Guidance,'<draWXliuXv6opsXdhcpv6XslaacXguidance>�
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PRIVACY0CONSIDERATIONS0FOR0IPV60
ADDRESS0GENERATION0MECHANISMS0
(6MAN)�
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Privacy0Considera7ons0for0IPv60Address0Genera7on0
Mechanisms0(6man)�

draWXieYX6manXipv6XaddressXgeneraQonXprivacy'
•  +IPv6ùĒĩĈè�<ĭsTZiç¡ÛôĜĦû
ėĆĮÏñëĉĀĤħďú��'
– ��¦x'

1.  Network'acQvity'correlaQon'
– ĕĎđīĮā�ãèùāďúęďúè¡�
Õ(�P'

2.  LocaQon'tracking'
– �{Q3èđĦĎĀĬĂ'

3.  Address'scanning'
– 7�ÐòèùĒĩĈĈĀģĬXW'

4.  DeviceXspecific'vulnerability'exploitaQon'
– ĐėûĈ0bè�JPçAÛôýāĈĜĪûđXW'
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Privacy0Considera7ons0for0IPv60Address0Genera7on0
Mechanisms0(6man)�

•  ��A�èùĒĩĈ�<ĭsTZi'
–  StaQc'manualıU#�<'
–  Stateless'Address'AutoconfiguraQon'(SLAAC)çñô�
#�<'
•  IEEE'idenQfier:'IEEEûĬċĮěüûĈIDįMACùĒĩĈİø2ç
ÙÝùĒĩĈ[RFC2464]'

•  CGAı^*wçsTÛôùĒĩĈ[RFC3972]'
•  Temporary:'Privacy'extensionùĒĩĈ[RFC4941]'
•  Constant,'semanQcally'opaque:'ĦĬČġĭĠûāĪĊěđZH'
•  Stable,'semanQcally'opaque:'[draWXieYX6manXstableXprivacyX
address]'

– DHCPv6:'DHCPv6çñô�#�<[RFC3315]�
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Privacy0Considera7ons0for0IPv60Address0Genera7on0
Mechanisms0(6man)�
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Privacy0Considera7ons0for0IPv60Address0Genera7on0
Mechanisms0(6man)�

•  WGLCĲ'
!'Link'localç¡Ûô��øĢĮħĬĂħĈđã�
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EFFICIENT0ND0(6MAN/V6OPS)�
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Efficient'ND'(6man/v6ops)�

•  RFC1970èR<'
– Shared'medium'

• ĠĨčĀģĈđéĥĔĀģĈđä-fç�¨PÑËô'
• ĠĨčĀģĈđè��ĄĈđÑĥĔĀģĈđä-ÚįNIC
èĄĈđé«Ìİ'

– ĖĮĒéDç¥oÑ�àâÌô'
• ĞĈđøþĬçÛôÝïçN�æU§Ñ`�$Øõâ
ÌæÌ'
•  MulQcast'DADįDç|ÌâÌôN�ÑËôİ'
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Efficient'ND'(6man/v6ops)�
•  ~]'

–  Sleeping'nodes'[RFC6574:'IAB'Workshop]'
•  Small,'lowXcost,'baoeryXpoweredæĖĮĒ'

–  ėĎďħĮm��ønòÛÝïçĈħĮĜÛô'
•  <cwç�Òâ�rø>�Ûô'
•  ��!ç'

–  ĥĔĀģĈđNSãDetect'Network'Aoachment'(DNA)øĨĮċç'
–  SomeQmes:'DADølinkXlocal,'global'addressçAÙâ�ÌÇMLDĘăĎđø�Û'

»  EUIX64ã3ĘăĎđ��èĠĨčĀģĈđĘăĎđ'
»  RFC4941çLàÝ4,éÜõ��'

–  Radio'Efficient'Nodes'(IEEE802.11'Low'Power'WiXFi'clients)'
•  CPUÑĈħĮĜãð¥jéÜèîî'
•  APęĮĄĬ é¥jø�hį100msİ'
•  WiFi'APé��ø�:'

–  ĈħĮĜ�èLow'powerĖĮĒìèĥĔĀģĈđěĩĮġ'
–  É�âèÊĠĨčĀģĈđěĩĮġ'

•  Low'powerāĦûùĬđéAPęĮĄĬø'�ÙâMC'
–  Traffic'Indicator'Map'(TIM)ı¬ěĩĮġÑËôÐåÍÐèęĎđĠĎĜ'

»  ×õø�â��=èěĩĮġÑËõê�Òô'
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Efficient'ND'(6man/v6ops)�

•  /©'
–  ĠĨčĀģĈđ'

•  B1èqª�Ì'
–  ĥĔĀģĈđè10���è¥j�oø�Íį�u�Ì���Fø�ÍÝïİ'
–  RFC4541'MLD'snoopingéĲ'

»  ��çĂĪĮėĨĠĨčĀģĈđã>�'
»  EUIĮ64ùĒĩĈãæÌä#ÐæÌ'

•  ĈħĮĜ�èĖĮĒè�N�æMC'
–  NICèěúĨċıĞĈđĪĮÿĨæ�iĭB1èqª�ÌénòæÌ'

•  ND'(RS,'RA,'DAD,'address'resoluQon)'
–  DAD'

•  DçonãæÌäDADç%OãÒæÌ'
•  1yĩĈğĬĈøKáN�ÑËô'

–  	èDAD¡�è/©'
•  ĘăĪĈçAÙâJÌ'
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Efficient'ND'(6man/v6ops)�

´®±±­¬²°±´� ¼º½»¸¹3.
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It�ıhop://www.ieY.org/proceedings/89/slides/slidesX89X6manX9.pdf'�
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Efficient'ND'(6man/v6ops)�

•  NDè n'
– ND'mulQcast'

•  DAD'
–  1'packet'per'IP'address'

•  RS'
–  1'packet'per'host'

•  RA'
–  Periodic:'1'packet'every'X'seconds'
–  Solicited:'1'packet'for'every'host'

•  NS'
–  1'packet'for'every'new'host'
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Efficient'ND'(6man/v6ops)�

•  NDè n'
– ND'mulQcast'

•  DAD'
–  1'packet'per'IP'address'

•  RS'
–  1'packet'per'host'

•  RA'
–  Periodic:'1'packet'every'X'seconds'
–  Solicited:'1'packet'for'every'host'

•  NS'
–  1'packet'for'every'new'host'
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Efficient'ND'(6man/v6ops)ıNDè n�

•  Unicast'solicited'RAs'
– Solicited'RAçAÛôRSøĥĔĀģĈđçÛô'

•  RFCwçé/©æÙ'
–  rateXlimitøÐÕâÇRSÑ8ÛÓô4,é
mulQcast'RAã�ôíÒÞöÍ[SHOULD,'probably]'
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Efficient'ND'(6man/v6ops)ıNDè n�

•  ûĬěĦ�ãèĠĨčĀģĈđěúĨċħĬĂ'
– ĠĨčĀģĈđsnooping'

•  SAVI'[RFC6620]''
– ĠĨčĀģĈđøĥĔĀģĈđç6VÛô'

•  Pure'802.11'
•  Unicast'ethernet'[RFC6085]'

•  Proxy'ND'
– 802.11'infra'modeãéđĦěúĎāéDçAPø�
�Ûô'
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Efficient'ND'(6man/v6ops)ıNDè n�

•  Periodic'RAè�� ¤ø�ÔÛô'
– `9�'

•  AdvDefaultLifeTime:'9000y'
•  MaxRtrAdvInterval:'1800y'

•  Reachable'Intervalø�ÔÛô'
– ĨĮċÑ1áÞÕ'or'FHRP'(VRRP,'HSRP)'ĝùãË
õê/©qÙ�
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Efficient'ND'(6man/v6ops)ıNDè n�

•  PrefixèonXlinkęĎđø0çÛô'
•  linkXlocal�7øoffXlinkç'

– ĞĈđÐòèNSø n'
• kS'

–  1ĞĎĜxèĨĮċèħČûĩāđøq"çÛô'
» ĄĬđĪĮĨĜĩĮĬè«��¢h'

– �âèĞĈđèđĦěúĎāéĨĮċì'
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Efficient'ND'(6man/v6ops)ıNDè n�

•  DHCPv6è�t'
– ĕĎđīĮā�è�ĈďĮđø�:'

•  DHCPv6èL3X>L2ĠĎĚĬĂø�t'
• ĞĈđ èNDø�äÛ'
• ĞĈđìèNDçAÙâĨĮċÑ�÷óçzÎô'

– /©ı'
•  DHCPv6øąğĮđÙâÌæÌðèÑËô'
• ĕĎđīĮāÑĞĈđèùĒĩĈøĄĬđĪĮĨÛô'

–  Privacy'addressæåÑ�tãÒæÌ'
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Efficient'ND'(6man/v6ops)ıNDè n�

•  ĈħĮĜÛôäÒçûĬċĮěüûĈø�äÛ'
– /©ı'

• MCÙÝäÒçØòç�GÑ9ÒÔæô'
• ĕĎđīĮā�ÐòMC�dæÌ'
• ĥĔĀģĈđð�ßâÙîÍ�
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OPSAWG0/0IESG0:0WRITABLE0MIB�
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OPSAWG�
•  Writable'MIB'Module'IESG'Statement'

–  March'2,'2014'
–  hop://www.ieY.org/iesg/statement/writableXmibXmodule.html'

'
The'IESG'is'aware'of'discussions'in'the'OPS'area'and'in'a'number'of'working'
groups'about'the'current'pracQce'for'standardsXbased'approaches'to'
configuraQon.'The'OPS'area'has'shown'strong'support'for'the'use'of'
NETCONF/YANG'while'many'working'groups'conQnue'to'specify'MIB'modules'
for'this'purpose.'The'IESG'wishes'to'clarify'this'situaQon'with'this'statement:'
•  IETF'working'groups'are'therefore'encouraged'to'use'the'NETCONF/YANG'

standards'for'configuraQon,'especially'in'new'charters.'
•  SNMP'MIB'modules'creaQng'and'modifying'configuraQon'state'should'

only'be'produced'by'working'groups'in'cases'of'clear'uQlity'and'consensus'
to'use'SNMP'write'operaQons'for'configuraQon,'and'in'consultaQon'with'
the'OPS'ADs/MIB'doctors.�
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