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6man / Agenda

*  Working Group Documents
— Introduction, Agenda Bashing, Document Status, New Charter, Chairs, 15 min.
— Packet loss resiliency for Router Solicitations draft-ietf-6man-resilient-rs , Suresh Krishnan, 10 min.
— Recommendation on Stable IPv6 Interface Identifiers draft-ietf-6man-default-iids , Fernando Gont, 15 min.

— Privacy Considerations for IPv6 Address Generation Mechanisms
draft-ietf-6man-ipv6-address-generation-privacy , Alissia Cooper, 15 min.

— Analysis of the 64-bit Boundary in IPv6 Addressing draft-carpenter-6man-why64 , Brian Carpenter, 30 min.
*  Efficient ND session (45 minutes)

— Problem statement draft-yourtchenko-colitti-nd-reduce-multicast
draft-vyncke-6man-mcast-not-efficient
draft-chakrabarti-nordmark-6man-efficient-nd , Erik Nordmark, Eric Vyncke, 13 min.

— Solutions within existing protocol specifications , Andrew Yourtchenko, Lorenzo Colitti, 13 min.
— Unresolved problems and larger changes required , Erik Nordmark, 13 min.
— Summary, Chairs, 5 min.

* Speed Talks (5 Minutes, 3 slides)

— Transmission of IPv6 Packets over IEEE 802.11p Networks
draft-petrescu-ipv6-over-80211p , Alexandru Petrescu, 5 min.

— Triggering ND Address Resolution on Receiving DAD-NS
draft-halpern-6man-nd-pre-resolve-addr, Helen Chen and Joel Halpern, 5 min.

— |Pv6 Universal Extension Header draft-gont-6man-ipv6-universal-extension-header , Fernando Gont, 5 min.

— Validation of Neighbor Discovery Source Link-Layer Address (SLLA) and Target
draft-gont-6man-Illa-opt-validation , Ron Bonica, 5 min.
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vbops / Agenda

* Wednesday March 5, 9:00-11:30

— Agenda Bashing

— Why Operators Filter Fragments and What It Implies, <draft-taylor-v6ops-fragdrop>
— IPv6 Roaming Behavior Analysis, <draft-ietf-vbops-ipv6-roaming-analysis>

— IPv6 Transitional Technology IPv4 Prefix, <draft-byrne-v6ops-clatip>

— Why Network-Layer Multicast is Not Always Efficient At Datalink Layer, <draft-vyncke-6man-
mcast-not-efficient>

— Reducing Multicast in IPv6 Neighbor Discovery, <draft-yourtchenko-colitti-nd-reduce-
multicast>

. Thursday March 6, 13:00-15:00
IPv6 Operational Guidelines for Datacenters, <draft-ietf-v6ops-dc-ipv6>
— Balanced Security for IPv6 Residential CPE, <draft-ietf-vbops-balanced-ipv6-security>

— Recommendations of Using Unique Local Addresses, <draft-ietf-v6ops-ula-usage-
recommendations>

— DHCPv6/SLAAC Address Configuration Interaction Problem Statement, <draft-ietf-v6ops-
dhcpv6-slaac-problem>

— DHCPv6/SLAAC Interaction Operational Guidance, <draft-liu-v6ops-dhcpv6-slaac-guidance>
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Privacy Considerations for IPv6 Address Generation

Mechanisms (6man)

draft-ietf-6man-ipv6-address-generation-privacy
+ ZIPV6TFLADERE - LA EICET LTS/
NO—E LX) 75 M
— Mg H
1. Network activity correlation
- 2RI =Y LTOT7 I T1ETA DREESITRIRETE
2. Location tracking
—- MERRDOVFT
3. Address scanning
— NS DTRLURARF v NE
4. Device-specific vulnerability exploitation
— TNARAEEDHHEEIZHTHITIORTOANNKE
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Privacy Considerations for IPv6 Address Generation

Mechanisms (6man)
e FHMERFRDTRFLRERE LA E

— Static manual : FEIERFE
— Stateless Address Autoconfiguration (SLAAC)IZ& B B
EE%TE
e |EEE identifier: IEEEA 22— T4 XID(MACTZ KL R) ZFHI(Z
L7=7 KL X[RFC2464]
CGA: BB RIZHE KT 57 L X[RFC3972]
Temporary: Privacy extension 7 L A[RFC4941]
Constant, semantically opaque: >4 LAY INA R

Stable, semantically opaque: [draft-ietf-6man-stable-privacy-
address]

— DHCPv6: DHCPv6IZ &% B E13% 7E [RFC3315]
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Privacy Considerations for IPv6 Address Generation

Mechanisms (6man)

Mechanism

Correlation

Location
tracking

Address
scanning

Device exploits

IEEE identifier Possible for device | Possible for Possible Possible
lifetime device lifetime
Static manual Possible for Feadardss Depends on Depends on
address lifetime enel generation generation
lifetime . .
mechanism mechanism mechanism
Consta|.1t, For address For address No No
semantically opaque || |ir.iine relime
CGA Forlifetime of No No No
"(public key +
modifier block)
DHCPv6 Possible for lease | No Depends on No
lifetime (typically generation
hours) mechanism
Stable, semantically Within single No No No
opaque network
Temporary Only possible for No No No
temp address
lifetime 9

S|FJT: IETF88IZ& TS Coopero D FHEFKRE L, IETF8IIZE TS Coopero N EFIZFTTIZER
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Privacy Considerations for IPv6 Address Generation

Mechanisms (6man)

e WGLC"?
- Link local B89 %i&/mEA—") 2T JRALT
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http://www.ietf.org/proceedings/89/slides/slides-89-6man-9.pdf

« RFC1970D 85

— Shared medium
s VILFXF VP RAMIAZ X v RAMERFBRIZIEFEENHS
e TILF XX RAMDEGEIAMN A= XERIL (NIC
D= INET=—1RY
— /—FIEXBIZEEMNADOTLYS
e IRAMZEAUNZTH=HOIZHELGFIENAFEBEIESNT
LML
e Multicast DAD (HEIZEALNTWAILELH D)
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http://www.ietf.org/proceedings/89/slides/slides-89-6man-9.pdf

de B
* BER

— Sleeping nodes [RFC6574: IAB Workshop]
« Small, low-cost, battery-powered?&./—F
— NYT—HEEFRELT=HIZR)—TT3
- THIMICEEZTUNEZEITIT S
« EEHIIC
— =% XFNSTDetect Network Attachment (DNA)Z JL—4(Z
— Sometimes: DADZlink-local, global addressIZxfLT{TLY, MLD/ Ny bEH T
» EUI-64T3I/NT YR EDTILFFr AR/ ryk
» RFC4941(ZHE-T=1HGEIXZENLLE

— Radio Efficient Nodes (IEEE802.11 Low Power Wi-Fi clients)

¢ CPUNRRY—TTHLERIZIFDEE
« APE—I R IFXEIR%E{F1E (100ms)
« WiFi APIXLL T ZRE

— R)—=TdDLow power/—FADI=F ¥ AT —L

— [2TOITILFXvRFTL—L4
* Low powerZSA 7 MIAPE—aEZIELTEF

— Traffic Indicator Map (TIM): FZL—LMRHENEIIDE vy T

» ChZERTESHBOIL—LAHNIEEES
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5 http://www.ietf.org/proceedings/89/slides/slides-89-6man-9.pdf
° FI:IE] iFE

— YILFFr XL
o HIBDEEEL
- AZF e RO OBRERERS (—BEVRIEREEES-0)
— RFC4541 MLD snoopingld ?

» —HRIZO O—/NILTILFX Y ARTEE
» EUI—64T7 FL A TLLNEEIAVLELY
« A)—=TD/—FDFLELIER
— NICD T4 I)LA:  RRAMA—A)VIG R E - Hig D \EEGE L TR S ALY
* ND (RS, RA, DAD, address resolution)
— DAD

o B([ZonTHULVEDADIZRIGTEALY

c IMLARVRZFOVLENHD
— D DADRR{Z D EIRE

o N OXIZXLTHLY
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Efficient ND (6man/v6ops)

http://www.ietf.org/proceedings/89/slides/slides-89-6man-9.pdf

Some data from IETF-hotel Wi-Fi

Collected by a mostly silent node in promiscuous mode, 75% of IPv6 traffic
was multicast

IPv6 Multicast Traffic
3%
K mcast RS
11% 5%
: “ mcast RA NS host for Multicast NS
' mcast NS hosts
i 13%
i mcast NA A\
49%
' mDNS
\ NS from ::
—— % LLMNR 18%
NS router
for hosts NS host for
30% routers

—

5| FHJT : http://www.ietf.org/proceedings/89/slides/slides-89-6man-9.pdf
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http://www.ietf.org/proceedings/89/slides/slides-89-6man-10.pdf

« NDDHI|
— ND multicast

* DAD
— 1 packet per IP address
* RS
— 1 packet per host
* RA
— Periodic: 1 packet every X seconds
— Solicited: 1 packet for every host

* NS

— 1 packet for every new host
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http://www.ietf.org/proceedings/89/slides/slides-89-6man-10.pdf

« NDDHI|
— ND multicast

* DAD
— 1 packet per IP address
* RS
— 1 packet per host
* RA
— Periodic: 1 packet every X seconds
— Solicited: 1 packet for every host

* NS

— 1 packet for every new host
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 Unicast solicited RAs
— Solicited RAIZXt 9 HRSZI=F v ANZF 5
« RFCHYIZIZREREZ L

— rate-limitZ M T T, RSN Z T ZTLHIHEE(E
multicast RATIEHNET=AHH[SHOULD, probably]
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http://www.ietf.org/proceedings/89/slides/slides-89-6man-10.pdf
¢« AVISTORIVFFVYARTAINEIDT
— Y JLFF+ X ksnooping
e SAVI [RFC6620]

— VI FHF YA F v ANIEHRT S
* Pure 802.11
e Unicast ethernet [RFC6085]

* Proxy ND
— 802.11 infra mode TTIZ; S T4 I X EIZAPEE
B9 5
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http://www.ietf.org/proceedings/89/slides/slides-89-6man-10.pdf

* Periodic RAD X IEMHRZTR<T S
— = XNE
« AdvDefaultLifeTime: 9000F)
e MaxRtrAdvinterval: 1800F)

e Reachable IntervalZ <9 5

— JL—A3AM1D7F21F or FHRP (VRRP, HSRP) R 7 TH
PIEFEIREEEL
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e Prefix@on-link

http://www.ietf.org/proceedings/89/slides/slides-89-6man-10.pdf

“whE0I1Z9 5

* link-local LL9}Zoff-linklZ
— IRARDS DNSEHIRE

N e w
CEE
VAR By N

— 1Ry TBDIL—3D)FAL I EENIZT S
» AkO—)ILTL—2DEAGF1E
— ETOHRAMDSI 49T IL—E A~
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http://www.ietf.org/proceedings/89/slides/slides-89-6man-10.pdf

e DHCPvEMD{H FE

— RN T EDERT— ERTE

e DHCPV6DL3->L2TwE VS % {F

« RAMHDNDEZ LT

e IRARADNDIZH L TIL—ER K DHYIZEZS
— [lRE

* DHCPV6ZFHR—FLTLVEWWED A H S

e 2YRT—IONKRADTRLRZAMO—)LT S
— Privacy address’%i & DMFE R TSN
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http://www.ietf.org/proceedings/89/slides/slides-89-6man-10.pdf
¢+ RN)=TFBRESITAVZ—DTIAREHRET
— [aled :
« BIFLIZESITESHITEIENKRELGS
o FYRT =DM ST IRHFZL
¢ AZHF VP RMHELTLES
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e Writable MIB Module IESG Statement
— March 2, 2014
— http://www.ietf.org/iesg/statement/writable-mib-module.html

The IESG is aware of discussions in the OPS area and in a number of working
groups about the current practice for standards-based approaches to
configuration. The OPS area has shown strong support for the use of
NETCONF/YANG while many working groups continue to specify MIB modules
for this purpose. The IESG wishes to clarify this situation with this statement:

* |ETF working groups are therefore encouraged to use the NETCONF/YANG
standards for configuration, especially in new charters.

* SNMP MIB modules creating and modifying configuration state should
only be produced by working groups in cases of clear utility and consensus
to use SNMP write operations for configuration, and in consultation with
the OPS ADs/MIB doctors.

411, 2014 IETF89%R &5 % (6man/v6ops/opsawg)



