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» BCHEMT = IETF90
 Z0E=x - XiHE = Toronto, Canada
= httpbis WG = July 20-25

s httpauth WG
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httpbis WG (Mon Jul 21, Tue Jul 22)

m Hypertext Transfer Protocol Bis

s HTTP/2 WGLC#Eidr - 8/1 WGLC
 ARRIEMLETEZFEZE D
= JOF(CDOVWTCER

m HTTP/1.1 update
= RFC7230-7235
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HTTP/2
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8/1{F CWorking Group Last Call
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HTTP/1.1 & HTTP/2DIEL
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HTTP/2 draftdOERITDFEE

m draft-ietf-httpbis-http2 (h2)
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= http://summerwind.jp/docs/draft-ietf-httpbis-http2-14/

m draft-ietf-httpbis-header-compression (HPACK)
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http://tools.ietf.org/html/draft-ietf-httpbis-http2
http://summerwind.jp/docs/draft-ietf-httpbis-http2-14/
http://tools.ietf.org/html/draft-ietf-httpbis-header-compression
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= pseudo headers( [:] TIEEXDIED)(IFZVIIC
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HPACK reference setHll bR
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HTTP/2S 12D 1E

s SHULYDI(F0LY WG Last Call
=« 118 5E], IETF 91 Honolulu
= http/3D{LHERIRET?
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JOFSDIRIKICDINT

s HTTP/2(CHFBD T OF(C DUV T (Adam)

« SPDYCIEEICTOFINH DI C=a
WADD

A7 > Vilteringld OS54 07> B TOAINXRE
m Trusted Proxy & 1 X N(Peter)
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Explicitly Authenticated Proxy(Salvatore)

a user@explicit consent F CEIK T OF>
» CNFETEERIOAFTTIUDTOF
= reduce data usage

= content filtering

= access(C(ETEHUIRLYDY, optional servicesZ g
HIDIED

= Proxy Certificate
= opt outDUWAEH
= per request CIFIRAK T TIOHEET
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T HEEEProxyD TEITZ(mnot)

s HTTP/1L1I T EDTERNTLDIN
= explicitly allows transformation and cache
= explicitly configured by clients
= HTTPS request is end-to-end
» NBOTOFZDERZZEZADDITARE
= HEEEENTIIIR<KIREDIA LB RADEETHD
= [ETREIBUSH (C(EY A RZES RV, MNMEEREY A Rz
NS EICIRD
s What can we do?
= publish "proxy problem" draft
= standardize proxy.pac
= find other ways to address underlying use cases
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JOF 5T RAHvSa>FEsH

s Mark
= HTTPS is inviolate
= Maybe some interest in opt in to soften that

= Some interest in adorning TLS
= Interest in normalizing what an intercepting proxy is
= Interest in encrypted caching.

= Open issue on how opportunistic security interacts
with a proxy
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HTTP/2 LA DA AR

m HTTP/1.1 - RFC7230-7235

= RFC2616%ZE|, 6 DDRFCICIADIZ, http/2 TIEEDDSED1
DICITZE S A D (wire format)

= goals: wire format & NN Z 73 Bt

« OAERICIHD D T=ED Thase RFCICHDNRNECOIeBED%
cherry-picking U 12

m RFC7238: 308 permanent redirect
= expirimental - proposed standard

m RFC5987: character set
UTE-87ZITEER I NIE L. 150-8859-1 AT ROW T L TLL)

m RFC6266: Use of the Content-Disposition Header Field
Proposed Standard - Internet Standard.
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m draft-nakajima-httpbis-http2-interop-survey

m draft-ietf-httpbis-alt-svc
s HLAR(CHE D T2 AItSveDissues(C DL T

m draft-ietf-http2-encryption
= BIRIES EHTTP/20DE %R

m draft-hutton-httpbis-connect-protocol
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httpauth WG (Mon Jul 21)

m Hypertext Transport Protocol Authentication
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BasicamalE. Digestagaalt. SCRAM

m Basicitall.
m Digestzi:lt

Digestimall (IWGLCHYA

« d—Y%/\vZafb: gianUR> =
TFIUFT A —DIHTRRL TS/~

s BasiczR:ilk

s NS A—4 [charset] ZIiENI

» LR/ N\ A= Do]geEZ R3]
155, J\RXD— ROERE

= UTF-8NFCET D

= realm®I[E

B4 (Loverkill

s SCRAM: 1-round-trip reauthentication’t &

Iepldum

https://lepidum

Copyright © 2004-2014 Lepidum Co. Ltd. All rights reserved.

(5



mutualzaslE
s RS T MNIOMNDPRIT EDIEHDIZIEHH
1Ly
m password strengthening function
« MLCIRENZ < HDoEh. BETRUVLDTEHR
‘D, FHRANDZENTED
m NIST curves C KU XDH R
= CCCIEELL
= tis WGCTOEIHZ R TCEHEDAME
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oauth WG (Thu July 24)

m Web Authorization Protocol
= OAuth 2.0& ZF DRI ERZARET

s [ETFOOCDO REW D

= Dynamic Client Registration

= Token Introspection

= Proof-of-Possession Security

= OAuth Symmetric Proof of Possession for Code Extension

= Providing User Authentication Information to OAuth 2.0
Clients

= OAuth 2.0 Token Exchange
= Request by JWS ver.1.0 for OAuth 2.0
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oauth WGDi&m

s Dynamic Client Registration
« XEWREZU 7D
= application_type: nativeDEFRZS=/c <AL

= management API
ACEKDTHEITAMMMIELNT ED > experimental?

» Proof-of-Posession Security: {&k

m Token Introspection
« N—72 > FREIEZ Auth Server(ZfE < AP
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oauth WGD:E:m (cont'd)

s OAuth Symmetric Proof of Posession for Code
Extension
= code interception attackXioR
= client Cone-time credentialZZ{ERk

authorization request & token request CiX1{S
ASTIF2DDUOUITR hDXEBNE—THD EIRELE
s OAuth 2.0 Token Exchange

= act_as, on_behalf of EiEZFRIDTI /=&, token
endpoint ChllMDaccess_token(CIRLU THES D
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oauth WGD:E:m (cont'd)

m Request by JWS ver.1.0 for OAuth 2.0

« Authorization U O T X bZIWT CEXRIR
x-www-form-urlencodedD{fXAD D (CISONZ{EL Y, JIWT
()N T —=
IWSTEBRFEZ(IWETIESE

» FIE(EZDIWTDURIZIXE

s > CDFEZHTTPU O TR b—i%(CHiR T D &

loTRIFTUOT TR RBAREICERZED
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Proof-of-Possession Security

s http://www.ietf.org/proceedings/90/slides/slides-90-oauth-7.pptx

n BEDUITITANIEWNWTC, 517> M=
O CWASZEZLATR—THhD T &x:EHA

= f5ll: authorization request 1X{E3& & resource access request
EEENE—THD
m draft bundle
= draft-richer-oauth-signed-http-request
= draft-bradley-oauth-pop-key-distribution
= draft-hunt-oauth-pop-architecture
= draft-jones-oauth-proof-of-possession

s EEHNVNEI
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http://www.ietf.org/proceedings/90/slides/slides-90-oauth-7.pptx

AS <-> Client Interaction
Example: Symmetric Key

AS creates PoP-enabled
access token -

XJ RN 7 2 B

AS sgndsa ess tokgn 2cCess tokenW(ZU L—/\
to Client & symmetric key R
& U CEdih
[ » "enf"{
"eyJhbGciOiJSUOEXXzUiLCJIbmMiOiB
MTI4QO0JDLUhTMjU2liwiY3R5ljoiandrK

XJ Wﬁﬁ%‘:ﬂ%gh )
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AS <-> Client Interaction
Example: Symmetric Key

Authenticator

= Keyed Message
Digest Computed
Over Request.

UOTRX SOMIMECKDYAZT A

Client & Authenticator
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AS <-> Client Interaction
Example: Symmetric Key

? RS “unwraps” access token
_ Shared and obtains symmetric key.
access_tokenNDXIHREE T 7 RS verifies authenticator.

S+ ST R NEIRIE o -

- Key i“->'

lepidum
https://lepidum.co.jp/ Copyright © 2004-2014 Lepidum Co. Ltd. All rights reserved. O




HFSNZEE

m Providing User Authentication Information to

OAuth 2.0 Clients
N rOAUchn b\DIEJ - ’/Z‘%ll__/i\ﬂﬁ
= OpenID Connect CLILYU > A
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=)

. HTTP/2 MWGLCIZ
EEBEX . interopBIEFIC

n httpauth
= Basic, Digestias L DIZIEHWGLCEIR
m oauth

= proof-of-possession, HTTP request signing’t EloT
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Any Questions? / Please Feedback!
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