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TLS WG

e TLS (Transport Layer Security) WG&IlE ?
o TLSICEAT AIERIRET AT FURZEITD

e SEAOTLS WGI(E?

o InterimZxZH TIEDEEZFE !
o o(XY TLS 1.3 A7 YA !
« BIEHEADRE
.« KEE L 1iTREE
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LS WG: Agenda

Sunday July 20, 2014 (TLS Interim Meeting)
Mozilla Toronto

Toronto, ON, Canada

100 - 19:15 Administrivia (Chairs

:15 - 11:45 1RTT Handshake Flow (EKR)

:45 - 13:00 unc
:00 - 14:00 Renegotiation/rekey/client auMonday July 21,2014 (IETF 90 TLS Meeting - Session 1)

100 - 14:30 Content Type Encryption (DKG) Fairmont Royal York - Ontario C
130 - 14:45 Break

:45 - 15:30 SNI encryption (DKG)
:30 - 16:00 Triple-Handshake (TBD)

ISOC

Agenda

Thursday July 24, 2014 (IETF 90 TLS Meting - Session 2)
Fairmont Royal York - Ontario C

17:30-17:35 Blue sheets/scribes/etc. (chairs)

1735 - 1800
Report from CFRG (CFRG Chairs)

Discussion
18:00 - 18:15 Named DH Groups (DKG)
18:15 - 18:30 Hardware Crypto Considerations (MSJ)

Toronto, ON, Canada

7 Blue sheets/scribes/etc. (chairs)

Agenda

WG Document Status (chairs)

ECC to Standards Track/MTI (all)
ChaCha/Poly1305 (AGL)

SCSV/Downgrade (AGL)

r

http://www.ietf.org/proceedings/90/slides/slides-90-tls-1.pdf
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« RE-T-CE
« Compression®HR—HIBR
o Static RSAB KU Static DHIZ K AN
~—kAEIBR
 (Perfect) Forward Secrecy D E1]

* Authenticated-Encryption with Associated-
Data (AEAD) D HR—k

o« NI IADERANDERZTITON?
o TLS12URI~NDEMBMEZEST LM ?
e Triple Handshake HEA DX RKZERIRT 55 ?
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TLS WG: ECC to Standards Track / MTI

SEEEEH T AEMERIEE QBRI -

Current state of affairs.

 RFC4492 currently at Informational
* Originally because of IPR concerns
[ECC row very widel e

* Also RFC 6090

* Broad support on list for making ECC
standards track

http://www.ietf.org/proceedings/90/slides/slides-90-tls-3.pdf
PPN
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TLS WG: ECC to Standards Track / MTI

M FFAHBRES O TEARIITEONTLID? ?

RNEER

EGEI’ES{EEINTWET: TLS_ECDHE_ECDSA_WITH_AES_128 _GCM_SHA256. #&K 128 bit (S8EDESL)
RIAPOR—VFA v d—2 v h EICEEEhBRIICES{EShTWET,

BES{ICE>TAYE2—FYEDEEDOERISERICED., COR—IZERY NT—7 THEEXFICHNMNCZTORNBZD

2ERSNBTREMEFEETHELRDET, i
google.co.|p

BEEHSES{EEhTWET: TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256. #&K 128 bit (FREDESL)
RRPOR—JFA VT —FR Yy M FICREEINDIRICES{ELENTVWETD,

BEES{bICL>TAVYE2—YBOBIEDESZIZREICHRD., cOR—IERY NT—J TEHREPRICHNCEDHRBEEZD
ZZERSNBPEMERETHELEDET,

facebook.com
BfTiEER

ESEDES{EEIhTWET: TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256, & 128 bit (S8EDRES1L) r
REABROR—IFA Y —xv b ElOEESn2aIIcES{EEnTWVWET,
BEklck->-TaAYE21—7HEOEESDERISREICHED., 2OR—IERY NT—9 THERICHNNCFOREBED
Z2=RBoN2AEEEIFETHELREDET,

twitter.com

Browser: Firefox 31.0

o = EHONTH (DBLNELY)
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TLS WG: ECC to Standards Track / MTI

SEEEEH T AEMERIEE QBRI -

Current state of affairs.

 RFC4492 currently at Informational
* Originally because of IPR concerns
(o very ey

* Also RFC 6090

* Broad support on list for making ECC
standards track

TLS1.2% %56 TRFC4492bisH#ZE |

http://www.ietf.org/proceedings/90/slides/slides-90-tls-3.pdf
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UTAWG

« UTA(Using TLS in Applications) WG&(& ?

> TLS7ORa)LIZKYT7ZIUr—23 N7
faJILERET S
> FI)r—32 0T 7 OWG

» FIZEMLTLBI LK
> TLS Attacks and BCPMD ¥t
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UTAWG: TLS-BCP

TLS BCP: Last Revision

 Clarified that specific TLS-using protocols may have stricter
requirements

* Changed TLS 1.0 from MAY to SHOULD NOT
- But may still fallback to TLS 1.0 (unfortunately)
» Added discussion off'optional TLS" and HSTS

« Recommended use of the Signature Algorithm and Renegotiation
Info extensions

» Use of a strong cipher for a resumption ticket: changed SHOULD
to MUST

* Added an informational discussion of certificate revocation, but no
recommendations

SZIEMEER - TLS1.0~MDfallback(

http://www.ietf.org/proceedings/90/slides/slides-90-uta-2.pdf
Copyright(c) 2014 NTT Software Corporation. All rights reserved.
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UTAWG: TLS-BCP

DALIFETTLS-BCPMCipher suitezBkéh TH 5= - -

Recommendations for Secure Use of TLS and DTLS

http://tools.ietf.org/html/draft-ietf-uta-tls-bcp-01

Given the foregoing considerations, implementation of the following
cipher suites is RECOMMENDED (see [RFC5289] for details):

o TLS DHE RSA WITH AES 128 GCM SHA256
o TLS _ECDHE RSA WITH AES 128 GCM SHA256
fallback T=- =z

o TLS DHE RSA WITH AES 256 GCM SHA384

o TLS ECDHE RSA WITH AES 256 GCM SHA384

Al L TTLS1.2M CCiphersuiteZ 1T (XY 54

. N
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UTAWG: TLS-BCP
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UTAWG: £&H

* TLS-BCPMRFCALZWG Chair[£@L TS
[TELIDLLKYRELIZANRLAES
> REMEFITSEALTNSEREERMEICR

[EMTED
» TLS-Attacks(E7ZL =L iEERIFINERLZS

HFEIT:Summarizing Current Attacks on TLS and DTLS
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https://datatracker.ietf.org/doc/draft-ietf-uta-tls-attacks/
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TCPINC WG

« TCPINC WGE&IE?

> TCPLAYIZEITHAT—3DBEERIUTEM
IRt 9 BTCP extensionZi(RET 5
> I AR—FI T DODWG

e TCP extensionDEH
HFEBEREEE Z 0y
ERILAVICHEIZEZRLL
a9 avEIZForward secrecy =9

NAT/FirewallZEiBTE5
INESWA— Ay R
FEICLIBRERTEEZDELLGL
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TCPINC WG: XD HREFRx

Internet Engineering Task Force A. Bittau
Internet-Draft
Intended status: Standards Track M. Hamburg
Expires: January 22, 2015 Stanford University
M. Handley

University College London
D. Mazieres

Q. Slack

Stanford University

July 21, 2014

Cryptographic protection of TCP Streams (tcpcrypt)
draft-bittau-tcpinc-01.txt

Abstract

This document presents tcpcrypt, a TCP extension for
cryptographically protecting TCP segments. Tcpcrypt maintains the
confidentiality of data transmitted in TCP segments against a passive
eavesdropper. It protects connections against denial-of-service
attacks involving desynchronizing of sequence numbers, and when
enabled, against forged RST segments. Finally, applications that
perform authentication can obtain end-to-end confidentiality and
integrity guarantees by tying authentication to tcpcrypt Session ID
values.

The extension defines two new TCP options, CRYPT and MAC, which are

R A7RIBE (ID Based Encryption) ==L 1=

Prof. Dan BonehA BEZR L TLNAD TToiad

connections per second.

- PPN
ISOC-JP IETFOOf# &R Copyright(c) 2014 NTT Software Corporation. All rights reserved.
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Reminder: project goal
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TCP traffic today

Not drawn to scale
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TCPINC WG: tcpcerypt

TCPEEZ 2B EIELBvAILRLN &I ? &LV

JO— . .
Pl | ra - Reminder: project goal
Reminder: projec Unencrypted jpsec

IPsec s

H

TLS

tcpcrypt
Unencrypted

Goal for TCP traffic

Not drawn to scale
TCP traffic today

Not drawn to scale

http://www.ietf.org/proceedings/90/slides/slides-90-tcpinc-2.pdf
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TCPINC WG: tcpcerypt

TCPREEZEMIEFIELLeZIXRINK ? £V
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http://www.ietf.org/proceedings/90/slides/slides-90-tcpinc-2.pdf
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