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AS1 (ISP of victim)

AS1 (ISP of victim) Victim's route to

1.1.1.2 before hijack

Victim's route to simate owner of

as ' EJ
1.1.1.2 after hijack AS3 (Hijacker's ISP)

Legitimate mining
Hijacker mining pool server
pool server 1.1.1.2

ASZ (Legitimate owner of
1.1.1,118)

AS3 (Hija

Legitimate mining
Hijacker mining pool server
pool server 1.1.1.2

BGP Hijacking for Cryptocurrency Profit, 7 August 2014

JPA Pat Litke and Joe Stewart, Dell SecureWorks Counter Threat Unit
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« BBN Report 8217, “An Architecture for BGP
Countermeasures,” November, 1997
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{48

« 2008F2AYouTubeZIE/I\1SvvIEHF

« 20115F4ADIPvAY KL ATEERS(C S Bitig1
=2V RUSARUD 7 RUADEIDIRDEE
Bl LUTEAZES

PA

NIC Copyright © 2014 Japan Network Information Center  Q



RPKIDEARLIRSRFC

« RFC 5280 : X.509 Public Key
Infrastructure

« RFC 3779 : Extensions for IP
addresses and ASNs
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Certificate: 1)) —XEEBAZE N A A—

Data:
Version: 3 (0x2) sbgp-autonomousSysNum: critical
Serial Number: 1 (0x1) Autonomous System Numbers:
Signature Algorithm: sha256WithRSAENcryption 0-4294967295
Issuer: CN=D5BBADA3
Validity shgp-ipAddrBlock: critical
Not Before: Apr 15 10:24:39 2014 GMT IPv4:
Not After : Apr 14 10:24:39 2019 GMT 0.0.0.0/0
Subject: CN=D5BBADA3 IPV6:
Subject Public Key Info: 10

Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Subject Key Identifier:
18:CE:ED:52:F0:99:02:8A:58:3C:F1:7B:53:71:0E:1F:5D:37:4F:8D
X509v3 Key Usage: critical

Certificate Sign, CRL Sign

Subject Information Access:
CA Repository - URI:rsync://rpkiO1l.nic.ad.jp/repository/
1.3.6.1.5.5.7.48.10 - URI:rsync://rpkiO1.nic.ad.jp/repository/jpnic-ta-03.mft

PA
NIC Copyright © 2014 Japan Network Information Center 1 1
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BGPSEC
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Origin Validation®D{t#l4+ & RFC

7—XT9F¥% RFC6480

SEBAE 0774 J)L RFC6487
EEBAER1)S— RFC6484

7 LT X L RFC6485 ) & RFC6481
RITAHE RFC6492
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Manifest RFC6486 ~
Ghostbusters RFC6493 <
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ROAHREE RFC6483 L s
prefix#REE RFC6811 ) \
Origin Validations&f RFC7115 T 28 #Prefix
RPKI-to-Rout RFC6810{ -
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Internet-Draft/RFC (1)

AS/\ X
10.0.1/24, AS001

e

BGP
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(AS001)
|

10.0.1/24

|

AS/\ X
10.0.1/24, AS002, AS001

BGP
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(AS002)

|

10.0.2/24

|
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Path Validation(PATHSEC)®D{1ild+ &
Internet-Draft/RFC (2)

bgpsec-overview-05
)

[

~ =

v

e ¥ ¥ R

pki-profiles-08
rtr-keying-07

w

BGP3t it BGP%} it BGPWS
JL—32—A JL—3—B JIL—3—C
(AS001) (AS002) (AS003)
[ | ] [ | ]
10.0.1/24 10.0.2/24

Secure Path:
AS001, pCount, Flags, AS002

Sig Block 1:
sig(001){AS002, AS001, pCount, Flags,
SKI001, NLRI length, NLRI Prefix}

bgpsec-protocol-09

Jie

Secure Path:
ASO001, pCount, Flags,
AS002, pCount, Flags, AS003

Sig Block 1:
sig(001){AS002, AS001, pCount, Flags,
SKI001, NLRI length, NLRI prerix}
sig(002){AS003, AS002, pCount, Flags,
SKI002, NLRI Length, NLRI Prefix}

Copyright © 2014 Japan Network Information Center -| 6
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e  [EPMICEBAETNSBGPEFIVUFr : EATS
el 2 |
e O)\=h- -UFxT (Z3—27VIRKFE/MRARKE)
e 0O - J=ILRIN—=T KRR KE)
e YA SvES NTSAKE)

« BGP Security in Partial Deployment: Is the
Juice Worth the Squeeze?
 Robert Lychev(Georgia Tech / Boston University)
« Sharon Goldberg(Boston University)
e Michael Schapira(Hebrew University)

« 32H : First 2014 Applied Networking
Research Prize
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RPKI Prevents Prefix Hijacks

4323, 2828, Orgn
prefix @ ) )
r — Sprint RPKI invalid!
4323
p
Sprint checks that
2828 A is not authorized
for this prefix
Origin =
RPKI it
| L 2
I
| Binds prefixes to ASes authorized to originate them. 1
“BGP Security in Partial Deployment: Is the Juice Worth the Squeeze?”,
PA Robert Lychev, Sharon Goldberg, Michael Schapira,

NIC http://www.ietf.org/proceedings/90/slides/slides-90-irtfopen-1.pptx



ack, Security 3!

Security 3¢

9 Route length trumps
n route security!

Protocol downgrade attack:
Before the attack, Sprint has a legitimate secure route.
During the attack, Sprint downgrades to an insecure bogus route . =

“BGP Security in Partial Deployment: Is the Juice Worth the Squeeze?”,
Robert Lychev, Sharon Goldberg, Michael Schapira,
http://www.ietf.org/proceedings/90/slides/slides-90-irtfopen-1.pptx
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Collateral Damages; Security 2nd

After X deploys

BGPSEC 4 0
Y experiences
collater % \ °
b\gg] S -
| (2 %

Securlg/ gnd:

B

f;%

5

Y

PA Robert Lychev, Sharon Goldberg, Michael Schapira,

prefix— &&ee~¢ . _ . _ . —-
“BGP Security in Partial Deployment: Is the Juice Worth the Squeeze?”,
NIC http://www.ietf.org/proceedings/90/slides/slides-90-irtfopen-1.pptx



Bounding BGPSEC Benefits: Security 3™

Sprint is doomed

The bogus route is shorter!
2828 and 4323

are immune
| The legitimate
route is shorter!

e

A, Orgn

prefix

&

Regardless of who is secure, only doomed nor immune!
Siemans can benefit from BGPSEC! -

“BGP Security in Partial Deployment: Is the Juice Worth the Squeeze?”,
Robert Lychev, Sharon Goldberg, Michael Schapira, 30

B T T T Only Siemans is neither
NIC http://www.ietf.org/proceedings/90/slides/slides-90-irtfopen-1.pptx



Securing 213 High Degree ASes & their Stubs

(13 Tier1's + 100 Tier 2’s + 100 Tier 3's + all their stubs)

§ Securing 56% of ASes on the Internet
| < B
| o |
g o
| T
§ g | 53%
T B | lower bound
- 2. ith RPKI
= Wi
o
Z Sec 1st Sec 2nd Sec 3rd

Improvements in the security 3" and 2" models
are only 5% and 10% respectively.

39

“BGP Security in Partial Deployment: Is the Juice Worth the Squeeze?”,
PA Robert Lychev, Sharon Goldberg, Michael Schapira, 31
NIC http://www.ietf.org/proceedings/90/slides/slides-90-irtfopen-1.pptx




>=Za1b—>320 KR

« (AS#) Tier 1: 13, Tier 2: 100, Tier 300 AS
- (%f%) BGPIL—HDESFKDLS

« Sec 1st : local prefefence B3t
(NANOGT®M100AS)’ >4 — b TIlE10%)

« Sec 2nd: shorter path% (7 20%)
« Sec 3rd: fERIDIL—IL (1 41%)

- (#3R) BGPSECEATIEZENI(CEINSDAS

- Sec 2nd: +100% BAGENEEHS
« Sec 3rd: +5% ASIEXEE+T60%55

BGP Security in Partial Deployment: Is the Juice Worth the
Squeeze? (full version)

http://arxiv.org/abs/1307.2690
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« BGPSEC Protocol Specification, Matt
Lepinski, IETF-88

e http://tools.ietf.org/agenda/80/slides/sidr-
18.pdf

« An Overview of BGPSEC

e http://tools.ietf.org/html/draft-ietf-sidr-
bgpsec-overview-05

« BGPSEC Protocol Specification

e http://tools.ietf.org/html/draft-ietf-sidr-
bgpsec-protocol-09
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