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veops WG

IPv6 Operations WG
5937 : 20024
F 1 7 : Fred Baker, Ron Bonica, Lee Howard
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vbops Agenda
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IPv6 Operations - IETF 98

Wednesday 2017-03-29, 13:00 US Central

1. Fv—45—DREEE

Administrivia
Note Well, minute takers, jabber scribe, agenda bashing, revi WG docs and browbeating authors for promised revisions.

Charter discussion
Should v6ops explicitly ask for discussion of IPv6-only networking?

Requirements for IPv6 Routers
2017-02-18, <draft-ali-ipvbrtr-reqs>

Basic Requirements for IPv6 Customer Edge Routers
2017-02-27, <draft-palet-v6ops-rfc7084-bis>

On the Dynamic/Automatic Configuration of IPv6 Hosts
2017-02-27, <draft-gont-v6ops-host-config :

2. AppledHappyEyeball
IN—==3>2

Possible talks given time:

An Update to Happy Eyeballs —
2017-03-08 , <draft-pauly-v6ops-happy-eyeballs-update> 3. DHCPv6 v.s. RDNSSO)E%E’H%

Proposals to discover Provisioning Domains (j:qz'/fj_'%?? ( 77_ 77_ L/ :\& }Eai D )

2017-03-13, <draft-bruneau-intarea-provisioning-domains>
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.. obal ICT Partner
\"rrcommun’cat’ons Innovative. Reliable. Seamless.



1. Fv—45F—0OEEEm

1RB: FI 7S UTOXEDHEAZIRRE

Solicit discussion and documentation of the issues and
opportunities in IPv6-only operation, and of the resulting
innovations.
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2. Apple®HappyEyeball /{\—=3>2

B E3RMDHappyEyeball(RFC6555)DEEFHZNE U C. ERRICETAI
UIchERzZFER

B /R A MNEZDOER
AAAA IPv6 SYN
ek
getaddrinfo()
A IPv4 SYN
IPv6 SYN
X

IPv4 SYN

ar
ss.
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2. Apple®HappyEyeball /{\—=3>2
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AAAA IPv6 SYN

Wasted Time
EK:
~ o - - - - -
-A- IPv4 SYN
IPv6 SYN
RZ:

el



2. Apple®HappyEyeball /{\—=3>2

B IPv4(CXT I DNRFILT+

B AAAA received first — start IPv6 SYN
A records added to list when received

B A received first — start 50ms timer
« AAAA received before then — start IPv6 SYN
« timer fires — start IPv4 SYN

B LIFID25ms KDEX TS
« IETF92¥k5=
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2. Apple®HappyEyeball /{\—=3>2

B 5E5507 RLUOEIR(RFC 6724)(ICRET IR
« JL—JL 8.5
- BEDOEBOBINEA
v BEORTT(URTT + 40RTTEIC ST 3)
v BEDOFRAER
B DNS update(C3i 9 Bigx
« DNSODIGENSEZE(CENDERIBEBN\DALE
- FrL<EsnrEinEFz@Et)(cU R MR

RFC 6724 Updated Happy Eyeballs
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2. Apple®HappyEyeball /{\—=3>2

B YA OICRED
- https://blog.apnic.net/2017/03/31/ietf-98-chicago-

new-energy-ipv6-operations-wg/
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2. Apple®HappyEyeball /{\—=3>2
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« Windows/Android/& EMMDOSH5 T B &, appledDEREC
DFXRFXClIhappy TIIIRLY
v BN > T, getaddrinfo()&{ED>TL\D
v appleOEEZBX I —#IEHERL WL\ 9 D)
o« AL MEE FFERODEBICHIETEDLDICKRFIX
> PDEERUICEZSNDRIDICUIZANLW
- HappyEyeballsi&. FIFHE(IC&E D TIEEKWLWHISPICED T,
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. RFC6555(happyeyeballs)-bis & UTWGT7 A FLME(EFH) - I
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3. DHCPv6 v.s. RDNSSO&z:m (FFATHR(ITIZ ULIERSD D)

B On the Dynamic/Automatic Configuration of IPv6
« draft-gont-v6ops-host-configuration
 F Gont
« DNSD2DDiEERAZE (DHCPVv6/SLAAC RDNSS)

B A —7/R0SfE TEREDII I

_— Windows10 MacOS X iPhone Android

RA RA NG OK OK OK
RA DHCPv6 OK OK OK NG
DHCPv6 DHCPv6 OK OK OK NG

o ZINLFEINH. Windows 10 EJL K 15063 (Creators Update)h 5.
RA ~R— 2 DNS #&% (RFC 6106) ([T L TWET
http://giita.com/ip6/items/a6bd67938f15662ee862
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3. DHCPv6 v.s. RDNSSO&z:m (FFATHR(ITIZ ULIERSD D)

e MAICHIETDZEEMUSTICTD
« FBULYRS T MTBCPJHLY

Requirements for IPv6 Hosts
IPv6 hosts MUST support the SLAAC DNS options specified in [RFC6106],
and the stateless DHCPv6 mechanism specified in [RFC3315].

B RI5DRIG
«  6434bis(#Zih) TMUSTI(CIRANIE, COXE(FWHERL)
o JL—INHWHED TRAMIERD KD (CIRDDH KL
« RAZHUTWD7RS. RDNSSOFG(E, 722 727170D 01—
ROENTTED(DTREPLSRVDMN)
B FEED 2Rl LTz, WA T AMblEENnd
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4. WGT7A T LMEUTZIRE

B Requirements for IPv6 Routers
« draft-ali-ipvértr-reqgs-02
« LinkedIn, Comcast
« IPVOIL—HICRETDIEKRFEIEZIDOMNDT FHIZE

vV 5. EDQXDICNR—D RENDIHDHER
v XL, Zero Touch Provisioning\NDE MR E

B DI5OG
. BIRFER

- RFC6434(node requirements) Dl ZE ENEZEHTE TAR
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- IPVEYFEDIEHEHNUL. IPV4A/VOR G ICHTIFFEDDED
DDT, BELTEULL
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4. WGT7A T LMEUTZIRE

B Basic Requirements for IPv6 Customer Edge Routers
« draft-palet-v6ops-rfc7084-bis

« RFC7084(C(E. BATHliE L Cord&DS-lite UNENNT
LV

- TDABDAover6¥LiiiE R A (CRKOTERIEHTEL ME
v 464xlat, MAP-T/E, Iw406, -
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6man WG

B IPv6 Maintenance WG
5%1Z : 20074
B F1 77 : Robert Hinden, Ole Troan
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6man Agenda

m/)\17>1hk

Agenda 1.IPV6{LERDA1 > 5 —FRK W
¢ Introduction, Agenda Bashing, Document Status, Chairs, 15 min. h*f%ﬁ{t N *E%‘ﬁ%u’ I:I:I

Working Group Drafts —\/

« |IPv6 Specifications to Internet Standard - IETF Last Call Summary, draft-ietf-6man-rfc2460bis , draft-ietf-6man-rfc1981bis , draft-ietf-6man-rfc4291bis , Suresh Krishnan / AD, 40 min.

Active Individual Drafts

« |IPv6 Node Requirements, draft-clw-rfc6434-bis , Tim Chown, 15 min.

« |IPv6 Router Advertisement Prefix Information Option, draft-pioxfolks-6man-pio-exclusive-bit , Erik Kline,

2.DHCPv6 v.s. RDNSS
J\— K2

« Route Information Options in Redirect Messages, draft-templin-6man-rio-redirect , Fred Templin, 10 min.

New Individual Drafts

« DoS signaling with Hop-By-Hop options, draft-francois-dots-ipv6-signal-option , Jerome Francois, 10 min.

« |IPv6 Address Usage Recommendations, draft-gont-6man-address-usage-recommendations , Christian Huitema, 10 min.

« Recommendation on Temporary IPv6 Interface Identifiers, draft-gont-6man-non-stable-iids , Christian Huitema, 10 min.

.. Global ICT Partner
\Nrrcommun’cat’ons Innovative. Reliable. Seamless.
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1. IPVOMLERD A > 5 —3w MEE(E. RITkHIH
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1. IPVOMLERD A > 5 —3w MEE(E. RITkHIH

B 2460bis: #L5ERA\W A (CDULNTOfpHU
« IETF last call RICEKREDER

« FI7lE. [7TDRFC2460(dsource ChheaderfFAZTEF LT
WBGERHFTE>FSRVN)EZENTVBRENSDEFEEL TS
DT, CORZHEILUIEFETRITI D] EEHEIDE UM,
Y=
BEERODE FE NV
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1. IPVOMLERD A > 5 —3w MEE(E. RITkHIH

B 4291bis: /64IBFR(C DL TR
« ARL—HIMWhoDOEREHIEHIE
« Job Snijders(NTTCom)

RFC 3513 "only /64 is valid"

RFC 3627 "don't use /127, use /126 if you must"
RFC 4291 "reaffirming: only /64 is valid"

RFC 6164 "a /127 is OK to use too"

RFC 6583 "there are problems with /64"

RFC 7421 "/64 is the best!"

RFC 7608 "every prefix length must be forward-able"
RFC 4291bis-07 "fine, /64 and /127 are valid, but nothing else!"

B EmDITH
o 2DDRENHD D LTS H
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1. IPVOMLERD A > 5 —3w MEE(E. RITkHIH

B 1981bis: ICMPv6(4F(CPMTUd)D#p#L
« SETOERZEBEIZAC. FTULLWNENHENDIFE
o HOTLWBIEEMEXELANILEZRET
v Internet Standard »" proposed Standard mH

u?ﬂauﬂﬂ@’f__rjj_
o 3/31 [CRELLHE N EN R

o FREED

v PMTURBREZIEULKEIRUL. EDOKXD (I ITNILIE LU < @< Hh7=BH
509 D700

v PTBICHXF UIRULWPLPMTUDICEE N
- 5/11 IRTE, EOhEm=(EHDITSNTWLAN, #HaNo
Objection T IESGTOTX Z@BLED

v' https://datatracker.ietf.org/doc/draft-ietf-6man-rfc1981bis/
ballot/




2. DHCPvV6 v.s. RDNSS /{— K2

B [Pv6 Node Requirements
B RFC6434DNBZIRNCENE D EZIRE
B IERAS
1. RFC8106(RDNSS)ZSHOULDM™SMUSTI(C
MLDv2ZMUSTI(C

RFC4821(PLPMTUD:Packetization Layer Path MTU
Discovery)(CEM& U TCSHOULDI(C

Host(C KX BDHCP-PDO B 7R— hZESHOULDIC
MIBI(CH1X. TNetconf/Yang DY 7/R— b%&ESHOULDI(C
RFC4941(E& 77 RL X)DHY7R— ~k%ZESHOULDIC
BE > T D Di&EREE: DHCP / RA
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2. DHCPvV6 v.s. RDNSS /{— K2

B SEOKRIG
1. RFC8106(RDNSS)ZSHOULDMSMUSTI(C
v Hum : RXFEFEAERL
v SN2 WD ?
2. MLDv27ZMUSTIC
v ESMUSTICRSTLED & TIILFFv X MR URWNRRD
AEBUMNMEBK (IR D CUERDDTEITIZEAN KU (IoTimK/R E)
3. RFC4821(PLPMTUD:Packetization Layer Path MTU
Discovery)(CcEM& U CSHOULDIC
v PLPMTUDDZEE (L Z/IRNTULVRLDTIF IR0
v RFC1981(PMTUD)DH7R— MMISHOULD THE L TH AR



2. DHCPvV6 v.s. RDNSS /{— K2

B S5O
4. HostlC KXBDHCP-PDOYR— & SHOULDI(C

v HostCODHCP-PDOYR— I, 64bitiERZ58{ELTUED
v BEROZEMNBIDAETTEBRDT, SHOULD EEWLWIDDI(FEFER

EE:
v IR—A0HTIE. ZE#DTZsD(CDHCP-PDZEES> TSI XTI
AN BT

5. MIBI(ZHNX TNetconf/Yang OB 7R— ~%&ESHOULDI(C
vV EDRDRUITTAT A SHHD EFEZIRN
6. RFC4941(E&7 RL 2)DHYHR— ~ESHOULDIC
vV RBEXEICNEHINKRD
v RFC7844MEZILA N =X (. Stateful’2DHCPZEEZ/2< LTUL
xD
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2. DHCPvV6 v.s. RDNSS /{— K2

B DI5OG
7. B3> T4 00O:&EREE: DHCP / RA

» draft-ietf-6man-rfc6434-bis& U TWGT 1 ME(CEF)



2. DHCPvV6 v.s. RDNSS /{— K2

B S CERIL—nNzirE: -
. ZD%. MLT [Making RDNSS a MUST?] &EWDETHER
nEMND
B F1T7H L TFD4DDEIRR CTMLE TR EEN®

1. RDNSS and DHCP Relay (or a DHCP server) are both required
(SHOULD or MUST) in the router

2. A router MUST implement RDNSS, and MAY implement DHCP
Relay or a DHCP server.

3. A router MUST implement DHCP Relay, and MAY implement

RDNSS
4. The market decides. RDNSS and DHCP (Relay or server) *MAY*

be implemented in a router. This is the present state.
B ORETE 1 MA—FBZMN O Fold [fEmahdZEdET
=] EWIE(4/22)



2. DHCPV6 v.s. RDNSS /\— 2

B F 170 DIER
« Windows Creator Update #* RDNSS ZH/R— kL TWBCZ

& DistE(by Google)

Q i i tG F—TJ—R&EAS [CI) Markdownlc & 21ERIEF Y —E X, Qiita:Team (@&

Windows 10 Creators Update WRDNSS (RFC6106) 7 =

17> MEEE

BN 68 EWindows10 /) | |CreatorsUpdate ] _/RFC6106 | | /RDNSS |

@) iv6 2017%04R078ESH D 0O

$U

Windows 10 E'JL K 15063 (Creators Update) c. RFC6106 RDNSS, DNSSL M7 1 7 > MEBEDE > TV zo
Microsofth*APNIC bloglc /R X k U 72582 T Windows10DDHCPV6, RAT®DIPVE 7 KL & L U'DNSEKREE L D DE)
FEMNDORTEBHL TW A RENMHTE LD ERBDONS, BH. RFC6106/3F Tlcobsoluted T, AL
RFC8106, [2]lcENDEHENTWNS,
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3. JEHDIEER: PIO-X

B [Pv6 Router Advertisement Prefix Information Option
« draft-pioxfolks-6man-pio-exclusive-bit
« /64 per hostz= 1R
- BEULIUSAT7> /642 EBLTVWDZ EZEBHFLTLWNIE
v DAD(E#¥E 7 RL ABE)HARE
v JILFFv X SDNSEAMNE
v 2764D 77 RLAZBHICER S
v E)I\AJUBATOT« J0OA ([CaE
B EEFE
- PHbEY(eXclusive)(CprefixzfE> TR\ EWLD PIO-X TS50
ZILCD
v TUEHEN S D
B SIEOKRIG
e DHCPV6-PDEDREIT. £ RSIMNEENTLUESDTI(E
« WD E TR (C
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4DDWGDREYIRE nicy

X o) TaA—rA=2a (ZBHL. IETFTIX4 D DWGIZTHRET

MILE : IETF 82 ~ 499'7".7"1%_*&0)
Managed Incident Lightweight Exchange SRR EARE
c
3 SACM T35 EndpointD 32l
e : : - W T REEDEER 5T
S Security Automation and Continuous Monitoring i % 1 5
>
<
z DOTS : IETF 93 ~ IDDESIE 0N -]/
g DDoS Open Threat Signaling ﬁ?g;ggs:}gnalmg
I2NSF : IETF 94 ~ Ri: i 0Re ) bab

RIE - HEDI-HD
Signaling$ fiT & #R &1

Interface to Network Security Functions

2015/10/6 5
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dots WG

DDoS Open Threat Signaling (dots)

5237 : 2015-06
Chairs: Roman Danyliw(CERT) E

Tobias Gondrom (OWASP, Huawei) &

#TUULWG(BOF:IETF92 / Meeting:IETF93~)
DDoSXIFRZ3hZRM (CEIR I D728 (C. DDoSICESE U2 IBERD
U AILTDIITFI T2 T D

- Bant

o KDKIERBEIS X5 L

« N2AMBERVYI1—23>N50RN

\NTTCommunicétions

> Global ICT Partner I
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dots Agenda
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1. Note well, logistics and introduction (chairs, 5 min)

2. Use Case Discussion (15 min)
- draft-ietf-dots-use-cases-04 (Roland Dobbins, 5 min)
- Additional use cases discussion (10 min)

3. Requirements Discussion (10 min)
- draft-ietf-dots-requirements-04 (Andrew Mortensen, 5 min)
- Additional requirements discussion (5 min)

4. Architecture Discussion (10 min)
- draft-ietf-dots-architecture-01 (Andrew Mortensen, 5 min)
- Additional architecture discussion (5 min)

5. Protocol Drafts (60 min)
- draft-reddy-dots-data-channel-05 (Nik Teague, 15 min)
- Poll for adoption on draft-reddy-dots-data-channel-05 (10 min)

~ D =~ ~
- draft-reddy-dots-signal-channel-09 (Nik Teague, 10 min) ’I’ /j IJ >( ST —d
- NTT Implementation Report (Kaname Nishizuka, 10 min) ————— I//—I—t_ I\
- Cisco implementation report (Flemming Andreasen, 10 min) \I

- Additional protocol discussion (5 min)

6. Other Work (10 min)
- draft-fu-dots-ipfix-tcp-tracking-00 (Hui Zheng, 10 min)

*7.0pen Mic (5 min
p ( ) - - Global ICT Partner I

Jrrcmmunicatbns Innovative. Reliable. Seamless.
8. Closing (chairs, 5 min) )



Interim Meeting/Design Team MeetinghEZE %

B Virtual Interim Meeting 2/22
« Usecase Discussion

* Protocol drafts Discussion
vV EFREN—DDORT I MNI¥—>NDAMEME

B Design Team Meetings 3/27
« Use Cases, Requirement, Protocols Disucussion

/%“ﬂ‘/r SF—NLAZ=E—FTA>2OTlF I—RT—X - UDTAVTA |~ - 7"\
ORIJILDIRDZABICHWNT, FERRST MOBBEBNEFE O T, DAK
(10ZEE) CHEMZREIT D
\}

Ri& Cl&. LECOZERDIERIITIRE SIS LV DIRRDTZ8H,
_ SHA > F—AZ=—FT+ IONDOSHINBEE Y
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NAIWA =2

B ETORAIBIUIEHDIN. 201 7FLUARISIRIRDOWGECT 1 LA(ER
IHR)DS A hO—-)L=B1ET

Milestones
Date ¢ Milestone
Dec 2017 Data channel document as proposed standard to WGLC
Dec 2017 Signal channel document as proposed standard to WGLC
Sep 2017 Architecture document to WGLC
draft-ietf-dots-architecture
Jul 2017 Use case document to WGLC
draft-ietf-dots-use-cases
Jul 2017 Requirements document to WGLC

draft-ietf-dots-requirements

BWGI’ 15 Al github (CCE: https://github.com/dotswg

40




F=57E)[0)

m (FLRTY)

Arbor 20164E9 B IZERAIESN =1 TbpsiRE D DDoSHEF B & (. fth (D DDoSXI K E
=& (AKAMAI/Prolexic) EDEIEZFEZE L TLVDH, WGIZCTHE IMIZTEE

AKAMAI B HiD dots A RI)LIEHFEE IZHASS
/ProlexicI DOTSXt i ZDDoSX SR —E XD EVAIZIASNE]

Radware B#t YA/ FZT. dots FAFIILADXEEBHE

Verisign [DDoS*t sk H—E A Z# 1Rt ArborE D EEFIETEIZ, WGIZTHENMIZEE)

Cisco  Cisco D NWHEZSIZ dots DITA T MMEERER AN SIELY, CPERRIOTT /N A
ADFEHMNA D DA—RT—A D, WGIZ TR DRI EED

Orange ¥+ 7 DR R T, BDDoSKFEH—E RZFFIAHLI=LVEZ , Ciscob (2, ¥
RF—URCPEZH I HLD
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A—RT—ARZT

dots 7’00 b JLHMENDND 1 —RAT — X Z 5k

« draft-ietf-dots-use-cases

o -04LABF. EERZRIFTL. BIEEABIRY(CH L

v 1—RT—ADFERZIFIT3ESD

e 1— AT —X

1. Enterprise with an upstream transit provider DDoS
mitigation Service
Enterprise with on Cloud DDoS mitigation provider
Homenet DDoS protection by ISP
DDoS Orchestration

SEBIBRXDEEZISNDIN, RBRAXRLK S T)VITIRD K DELE
LCLD
&

« -05BUFFDpull request =4

- 7THOWGLCZHIEd

S Wi
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JDOTAVAZNRZ I

dots 00 b JLNADEREIEZ Lk
« draft-ietf-dots-requirements
« githublCTWLW DHDA > 1 —ZEFiEHp

sRam DTN >
o« PBAEMKFEDEER (D7 RLADA—)\—=Svw T1xE)DIUN
« dots US4 7> bETS—)\DEBESDIEHRZEFET DHDE
)L
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