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Supply Chain Integrity, Transparency, and Trust (scitt)

e Supply Chain Inte

e charter-ietf-scitt
° 77—A"717 7y Search

About Documents Meetings History Photos Email expansions List archive »

o — —
Y75 Fr— A : , porsne
:F _7.__ 7 7/_ ’\7 Document v Date ~ Status v IPR ¥ herd ~
- d
draft-ietf-scitt-scrapi-05 27 pages 2025- I-D Exists
. SCITT Reference APls 07-02 In WG Last Call
° An ArCh IteCtu re Rewew httpdlrEarIy

d ra ft_ | etf- g Ci tt_ Al Active with the IESG Internet-Draft (1 hit)
—U_ — /r — draft-ietf-scitt-architecture-22 41pages 2025- RFC Zu ueue : EDIT Deb
7 J 7_ L An Architecture for Trustworthy and Transparent Digital 10-10  submitted to IESG for Publication : Propos.~d

Supply Chains Ne () Standard
Reviews: (iotdir ' ( secdir IETF Last Call Chamayou

° SClTT Reference qenart IETF Last Call) ({000 =

Dec 7?3

d ra ft -l1e tf -SCl t —SC| Related Internet-Drafts and RFCs (1 hit)
o AtV -|j- K draft-nobuo-scitt-use-cases-extension-00 6 pages 2025- |-D Exists

= — _ Supply Chain Use Cases to Design Secure Computing 07-07
J: ﬁa ) — ’)\’ T 7 Systems for SCITT Extension

© N. AOKI 2025



SCITT Arch.

Dependencies Malicious 3rd-party package or version [2]
‘ Soft / Fi P ith SCITT
Code Compromise source control
R
‘ AL Binding /
Malicious plug-ins A E Identity certificate harvested at manufacturing @
Commit Malicious commit 2 . q ‘“en,%
Elo™ » o N
‘ SBOM s O Manufacturer ?
Online Datab; =
SBOM s produced by component / platform Chip e Dasbese —
. . . . Manufacturer
Modify build tasks or the build environment vendors
Build Poison the build agent/compiler S 5
Tam ith build cache ) Signing =) 7ol
per wi = ‘ & Sardca Service
o - ¢ ~ &g
| Audit reports recorded on immutable ledger / S :
&
Compromise test tools O . 8 [N ¥
Test Falsification of test results i w5 -
‘ Metadata verified and certificate signed by
. . . oar
‘ SCITT signing & transparency services Manufacturer Attestation
i service
Use bad packages — Qe*’:
Package Compromise package repository O = g g"‘ &
G L o
- Signed certificate sealed to chip at board i ;‘“q
‘ " assembly 2 t® g
°o
Modify release tasks O Integrator \ A=
Release Modify build drop prior to release ﬁ;
Attests hardware, verifies identity, verifies
‘ receipts. Data center
Final SBOM
Deploy Tamper with versicning and update process
OCP
oo | 2024 FROM IDEAS TO IMPACT
Figure 1: Example S5C Life-Cycle Threats

[1]SCITT Arch.
[2] https://drive.google.com/file/d/11IBcnlOxv4dr5TZ)a agqefoDUGVdtc30Q/view?pli=1
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[3] https://datatracker.ietf.org/meeting/122/materials/slides-122-scitt-ietf-122-scitt-final-00.pdf
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Quick Recup: Use Case Extension I-D

@® Extension Request for maximize the appeal of SCITT WG
O SCITT WG is no Software supply Chain Integrity, Transparency,
and Trust, but Supply Chain Integrity, Transparency, and Trust
O Add
@® Main reason author wanted WG support in the draft
O Revision of chapter#2 for Post SCITT Spec.
O Consensus is most important



Problem Statement: Level 1/3

@® How to comprehensively provide Supply Chain Security information
for a Computing Host resource (Software & Hardware)?



SCITT Chapter#1 Specs. Advantages
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Related Specs. to Supply Chain Security

® |IETF RFC 9472
O A YANG Data Model for Reporting Software Bills of ...
O Successful mapping of SBOM and vulnerabilities
® Xx-BOM (i.e., Statement for SCITT)
O SBOM, HBOM, E-BOM, M-BOM, etc.
@® Others
O OpenSSF some project, OCP S.A.F.E. Program, etc.



What are the Challenges

In the SCITT Chapter#1 and Other Specs.
I
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Problem Statement: 2/3

@® How to comprehensively provide Supply Chain Security information
for a computing resource (Software & Hardware)?

@® To express the entire computing resource, isn't it necessary to
combine types of statements?
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Problem Statement: 3/3

® How to comprehensively provide Supply Chain Security information
for a computing resource (Software & Hardware)?

@® To express the entire computing resource, isn't it necessary to
combine types of statements?

@® Is it possible to map multi-statement supply chain security

information?
O E.g., Extended YANG/MUD-Based Schema

to serve as adhesive for interface



Next Steps:

@® Review and harden in relevant expert groups: SCITT, RATS, where else?
Any non-lETF places like Linux Foundation?
@® Then several possible routes forward:
O Make a SCITT profile, or use SCITT building blocks in a different WG?
O Make new individual scheme I-D to cover use-case I-D &R
O YANG/MUD-Based format exploration &




Feedback & Next Action
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A YANG Data Model for Multi-Statements of SCITT

» Champions
» Nobuo AOKI n_aoki@ieee.org
» Member

» Project Info
We propose an extension for SCITT as an A YANG Data Model for Multi-Statements to provide integrated
Supply Chain information for the computer system protection.
During the hachathon, we will solicit additional adaptable use cases and explore flexible YANG models that
complement area not coverd by exisitang Supply Chain Security specifications.
However, we will take care not to impact the ongoing RFC making work for the pioneering SCITT Architecture
and SCITT SCRAPI.
Upon discovering the SCITT and RATS tables, attempt to join them to facilitate consensus-building discussions.

» Hackathon Work Item
» Looking for SCITT tables in Hackathon room
» uploading revised draft version 00 w/o ToDO
» soliciting use-case

» developing a prototyping YANG schemer

[4] https://wiki.ietf.org/en/meeting/124/hackathon
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