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IRTF CFRG at IETF125

CFRG (Crypto Forum Research Group) &&?

CFRG (&, IETF OFEE{ZRZMNICKZ2ESEHEFIDHRI/IL—T T, 'COBSTZILTIVALRBEED - A1 VF—X Y NTEZZD ZFF
KHEm I D% C. DT IL—THESEIRTEH & E2D "EHREOI WEREHESTVWEY,

IETF125 TlE220ty ¥y avhrEESInNE L,

_ Session 1 (3/17 k) Session 2 (3/19 K)

RefE (UTC+8) 11:30~12:30 09:00~11:00 (2FFMERE)
FabhEY Y Chairs' update. PQ KEMs & Two-lane model (=)
Sigma Protocols & Fiat-Shamir Longfellow ZK

End-to-End Encryption and Al FHE ®#&im. ARKG fit

« &R | Alexey Melnikov, Stanislav Smyshlyaev. Nick Sullivan
« S ZHDAY A0S GRS H)



| Chairs' update — Active %4 draft (£13%)

Chairs' update Tl&. IR7E CFRG TEITHDORZ 7~ (tHRER) ODRANBREINE U, 213RMNERICEFTINTE D, W<DOMIZKIE
Rt HFEE (RFC) £THE—FDETBETETVWET,

draft-irtf-cfrg-pairing-friendly-curves REKIED S B, 2025%F 118 &K DIERICER

draft-irtf-cfrg-bbs-signatures SEEF

draft-irtf-cfrg-sigma-protocols SEEIR (20255 108 4IAR)

draft-irtf-cfrg-cpace IRSG review 1 (JXRT— RO b )L DEEERES)
draft-irtf-cfrg-limits (AEAD limits) Research Group Last Call {7

draft-irtf-cfrg-dnhp Research Group Last Call #{TH

Hybrid KEM (combiner $8) EER (BEMF—LATEFXF2Y TR EEHEH)

ESLEa—/XRIL  FFRIAICLD L E 2 —iHl, 20265F48 ICRDERARZKFE,
* R7 Yy JEEER (FADBIE) : IETF126 (20265%7H) <0 RGLC Ftaz BERITEST.
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Longfellow ZK by Matteo Frigo, abhi shelat f2 (Google)
ZK SEFR (EONEESERR) & ?
MI>TWBZ EZFEAT 2DIC. REZDHDZHFICRELR S TED) RIFTY, & A IXFmERT "EFARZHZIIC. 18mULT
HBERTZIARATES) EVWSTEVWANTEXT,
Longfellow ZK D45
« ZKEEFHIZ I ZFET THHENEIEZTERICHE SRV, DHRETUL
« Longfellow [gZFNZANY— K7 A2 THL LRNILXTREL
o SHA-256 O#HICKFT B&ETT. EFIAE21—YICHTHEHD
« Google A=Y —XTRKEUL. BRINDFIHER I AT LNDHRERESD D
IETF125 TO#FEE

ML-DSA (THEFZE%) D ZK FERRIC#IHTHEELN (K 850ms). EEEPIPHRR T, MIMBMICLEEE - tF1UTrLE2—B3/TTLT
WE9,

libZK: a zero knowledge
proof library

(The Longfellow ZK scheme)

Matteo Frigo CFRG - IETF 125 - Shenzhen
abhi shelat March 19 2026
Tim Geoghegan

David Cook
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How To Think About End-To-End Encryption and Al by Mallory Knodel (NYU + Cornell)

FREADE =

WhatsApp (Meta Al) - Samsung/Google Messages - Apple Intelligence 72 &, E2EE (T KW —I Y REES{L) ZES 7 FUH Al #
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« FHE (&) ZfE oA > 7/\+1 NGS5 FRO RS D

How To Think About
End-To-End Encryption and Al

Training, Processing, Disclosure , and Consen t
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Recent Advances in Fully Homomorphic Encryption by Xianhui Lu (FFE#Zkz)
FHE (Z£¥REBES) & ?

MESEUIEET—FZHETES) HifiTtd, BERBSbSNcT—7Z0IEBIT SHIC—EES (EH) NRETIH. FHE TIEZFh
DNARETY, fcexld RET—%%Z Al ISEVU TS ESZR. Al BIICIZET—9D—UVRZ LBV, RRZEERTEET,
RUVWESE & 2URGEL
FAFT7IE 1978 FIRBESNFE L, R5< BHREFELVWAERICEETE 3, RET U, 2009 Fick 5P < BIOEENES
n. ZZH 5 15 ETHMITELLTWETD,

HEAXHEE (Bootstrapping) 2009 &FLbT 40 AfgEEE L

EFEF v~ (Intel "Dapper" ASIC) LB PC bt 5,000 =%

AES O#REALMNIE MDOT 18BE —» WHIE 14ms
BEZ1—JI)LxR v MR ERRO - FEE ALY 0.2~0.6 B

ISO/IEC TOFEELLEATED . 1~2 ELADKENRRAEXNE T,

Recent Advances in Fully

Homomorphic Encryption

Xianhui Lu
Institute of Information Engineering, CAS
University of Chinese Academy of Sciences




Pairing-Friendly Curves OE R — G5, EE(LHHED

R7V 0 JBEEdhR & ?
ZK FEFA - BBS &% - RFP U Y IR—RBESD 1A, ERZIF/HRLBBEABIRTI, HIRO/NIX—FZFELTE LT BREZEREFDHEE
ERENEENEXT,

Kim OXZE (2016%F~) H5|Eke U-fRE
RE 128-bit TN TE7 BN254 (Xt L. Kim-Barbulescu 5 DENEMN TH D Z EHHH, ZL2ENEEL # 100-bit ICET UL
35 lJrCo

BN254 ESHRETEDLNTWET

« Ethereum XA¥—kJY~Z 7~ (EIP-196/197 77U 2V I/XA)L)

e <MD ZKEEAZ 1 7> (snarkjs &) H' BN254 %=RiiZICEE

— TCREEBNFA—FEFENZFEZIFVWW?) ZHEICTZIONCDRT T MOEREITT,

HIRDRE LML
BN254 = 100-bit I KImKETET
BLS12-381 ~ 128-bit KBKE1&ICE%E
BN462 ~ 134-bit 128-bit B Xz R

BLS48-581 = 256-bit mE¥aVTsmF



Pairing-Friendly Curves O &#EiR (B2 D:EE)

draft-irtf-cfrg-pairing-friendly-curves

IETF125 BFRDIRR

o REAKIE (~20255F10R) hoBEULTZDRRTH44 H

« CFRG Chair @ Nick Sullivan D& U. F—L&KE % HiF

. Chairs' update ©6 TREMRLEDSEZFELCEERS 7 EULTER
REETROEER

. AT 3Ry hOER 7 = —X (5/1~5/22) HHET, EHTME (v16) ZX[FEH
« EARDOII)T7SAE— 3 VRED Issue Wi, Crypto Panel Review =¥

- BIE:IETF126 (2026%F7H) T®D RGLC (AR I —7 & UTORIEHER) A
INERFERR ()

BLS12-381 ~ 128-bit BBSE% + Ethereum
BN462 = 134-bit EXERE
BLS48-581 ~ 256-bit sSt*xaVra
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IETF Hackathon D&+ (BZX%E&D)

<% |ETF Community Wiki Q search...
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Group Index

IETF 125 Hackathon

B iEsc /' Edit ) Edit on GitHub
- The Internet Engineering Task Force (IETF) is holding a hackathon to encourage developers and subject matter experts to
~ discuss, collaborate, and develop utilities, ideas, sample code, and solutions that show practical implementations of IETF
standards.

MEETINGS

“2 When: 14 - 15 March 2026 (Saturday - Sunday)

[S) IETF 126 Meeting Wiki



IETF125 Hackathon

[ETF TIXEAZEZEDERIIC "Hackathony P FESNE I, SM7OT Y N 57. =iN& 583% (R/i#th 474% / UE—bk 109%) &K#H

BRARY NTY,

So|EFEYIFE (HAREDRETERE) Ofeh, VE—FSINZER, EFSAEEARBILVITZVIT—DA T4 AITEXD., [ETFREHED/\—F
v L= "GatherTowns ZfE->T&mMULZE U,

GatherTown & & ?

2D O7INY —hFHELZ/I\N—F v ILEET, 7/I\Y—RLTHIEDLK LT TEENICESBSE - BEEENBEDEFT, A1 VENS TEKT
TEEZENMTIS) REIOGEVWERLBRRRN TEET,
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Hackathon T®O&&I(D — Pairing-Friendly Curves

draft-irtf-cfrg-pairing-friendly-curves

[ETF124 (£~ hUA—JL) T RFC {kicmlFfodgBRAzHFER LU TH S5, Hackathon TIREFNLGIEEZED T U,

Hackathon TOFEARE

o I-D ((H%ZERZ7N) DBIE Issue ZRREL. MibA#HZEE

« Markdown XX c&h iz Internet-Draft O FEFH1EZE

o GitHub Y/R¥ kU & datatracker DEEHA

RE (BRER) ORI

SEOMREY FE#H7 1 —XDHET, EEFM (v16) ZEMEH. BHRADIIUFZSA4E—3 VR ED Issue HH#&. Crypto Panel
Review Z#Z T IETF126 (2026%F7H) T® RGLC Mz BiE LU THREAEHR T,



Hackathon T®D;&&12 — PCS / Secure Hybrid Network

ERME (AIST) KaSADF—LEHRATRDHEARLTOY I F T,

PCS (Path Characteristics Service) &3 7?

BEDEENI—Y—DER (1VFTYh) ZRHRELTWBEHESIHZRIETSEIT—ERTY, c&XE "COBER>EAHICERLFZE>TL
20 MERETERVWEZRALTWERWD EWofc &ZRY Y—E ULTEERL., pass / fail THIEL T,

Hackathon TOmRE
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