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Promotion and protection of all human rights, civil,
political, economic, social and cultural rights,
including the right to development

Report of the Special Rapporteur on the
promotion and protection of the right to freedom
of opinion and expression, Frank La Rue-

Summary

‘This report explores key trends and challenges to the right of all individuals to seek,
receive and impart information and ideas of all kinds through the Intemet. The Special
the unique and nature of the Internet not only to
enable individuals to exercise their right to freedom of opinion and expression, but also a
range of other human rights, and to promote the progress of society as a whole. Chapter 11T
of the report underlines the applicability of international human rights norms and standards
on the ight to freedom of opinion and expression to the Inferet as a communication
medium, and sets out the under which the di: ination of
certain types of information may be restricted. Chapters IV and V address two dimensions
of Internet access respectively: (a) access to content; and (b) access to the physical and
technical infrastructure required to access the Internet in the first place. More specifically,
chapter IV outlines some of the ways in which States are increasingly censoring
information _ online, namely ~through: arbitrary blocking or filiering of content;
of legitimate ; imposition of i liability;
users from Internet access, including on the basis of intellectual property rights law; cyber-
attacks; and inadequate protection of the right to privacy and data protection. Chapter V.
addresses the issue of universal access to the Internet. The Special Rapporteur intends to
explore this topic further in his future report to the General Assembly. Chapter V1 contains
the Special °s and the main subjects
of the report.

* Late submission.
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Internet Access Is Not a Human Right

By VINTON G. CERF
Reston, Va.

FROM the streets of Tunis to Tahrir Square and beyond, protests around the world last year were
built on the Internet and the many devices that interact with it. Though the demonstrations thrived
because thousands of people turned out to participate, they could never have happened as they did
without the ability that the Internet offers to communicate, organize and publicize everywhere,
instantaneously.

It is no surprise, then, that the protests have raised questions about whether Internet access is or
should be a civil or human right. The issue is particularly acute in countries whose governments
clamped down on Internet access in an attempt to quell the protesters. In June, citing the uprisings
in the Middle East and North Africa, a report by the United Nations’ special rapporteur went so far
as to declare that the Internet had “become an indispensable tool for realizing a range of human
rights.” Over the past few years, courts and parliaments in countries like France and Estonia have
pronounced Internet access a human right.

But that argument, however well meaning, misses a larger point: technology is an enabler of rights,
not a right itself. There is a high bar for something to be considered a human right. Loosely put, it
must be among the things we as humans need in order to lead healthy, meaningful lives, like
freedom from torture or freedom of conscience. It is a mistake to place any particular technology in
this exalted category, since over time we will end up valuing the wrong things. For example, at one
time if you didn’t have a horse it was hard to make a living. But the important right in that case was
the right to make a living, not the right to a horse. Today, if I were granted a right to have a horse,
T'm not sure where I would put it.
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Access to the Internet

Is a Human Right

N A NEW york TimEs editorial,?
Google Chief Internet Evange-
list and ACM President Vinton
G. Cerf asserted Internet ac-
cess is not a human right. He

argued that a given technology can en-

ableahuman right, but cannot tself be

ahuman right. He went on to say it is a

mistake to assert rights status for any

technology, as technologyisa means to
anend, not the end or desired outcome
itself. He used horses as an example;

horses were once necessary to make a

living. This does not, however, make

access to horses a human right; rather,
it is the ability to make a living that
is the right. If we assert rights status
for the horse specifically, or other en-
abling technologies more generally, we
will end up valuing the wrong things.
We disagree. Human rights are a
bundle that includes both an abstract
expression of the right and some
means for enabling that right. Free-
dom of the press, for example, is en-
shrined in the First

ht

‘The huma ike h
190

‘was chosen via

the U.S. Constitution. It would make
little sense to say that press freedom is
a human right, but that governments
remain free to limit access to print-
ing technology. Furthermore, some-
thing may be a human right, and yet
still change over time. The technol-
ogyavailable to Benjamin Franklin was
dramatically different from that avail-
able to today’s blogger, but that in no
way mitigates Franklin’s and the blog-
ger's rights to their individual tech-
nologies under the general umbrella
of freedom of the press. But the ques-

RIGHTS LIN K

‘competiti

tion remains: Is access to the Internet
a human right? With which conceptual
rights is it bundled?

iting over 15,000 sntres.

life.* These aspects can be expressed
in terms of a certain set of capabilities
granted to the individual by society as
a matter of justice. Amyarta Sen' and

Rights, Freedom
and the Internet

The first step, of course, is to define
the term “human right.” The former
Oxford Professor of Moral Philosophy
James Griffin defines human rights
as those aspects of our lives that are
critical to our capacity to choose and to
pursue our conception of a worthwhile

June 2013

Martha have pursued this
idea in terms of what they call “the ca-
pabilities approach” to social justice.
Nussbaum, for example, asserts that
rights emerge from a_consideration
of the humanity of the individual. She
starts with a “conception of the dignity
of the human being and of a life that
is worthy of that dignity, a life that has
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<:> Internet Rights & Principles Coalition

~ human
rights

principles
internet

Internet
Governance
Forum

Global Multistakeholder
Weeting on the Future
of Internet Governance

NETmundial

1. INTERNET GOVERNANCE PRINCIPLES

NETmundial identified a set of common principles and important values that
contribute for an inclusive, multistakeholder, effective, legitimate, and evolving
Internet governance framework and recognized that the Internet is a global resource
which should be managed in the public interest.

HUMAN RIGHTS AND SHARED VALUES

Human rights are universal as reflected in the Universal Declaration of Human Rights
and that should underpin Internet governance principles. Rights that people have
offline must also be protected online, in accordance with international human rights
legal obligations, including the International Covenants on Civil and Political Rights
and Economic, Social and Cultural Rights, and the Convention on the Rights of
Persons with Disabilities. Those rights include, but are not limited to:

« Freedom of expression: Everyone has the right to freedom of opinion and
expression; this right includes freedom to hold opinions without interference
and to seek, receive and impart information and ideas through any media and
regardless of frontiers.

« Freedom of association: Everyone has the right to peaceful assembly and
association online, including through social networks and platforms.

« Privacy: The right to privacy must be protected. This includes not being
subject to arbitrary or unlawful surveillance, collection, treatment and use of
personal data. The right to the protection of the law against such interference
should be ensured.

« Procedures, i and islation i the survei of

icati their ir ption and i of personal data,

including mass surveillance, interception and collection, should be

reviewed, with a view to upholding the right to privacy by ensuring the full

and effective implementation of all obligations under international human
rights law.

. ibility: persons with should enjoy full access to online
resources Promote the design, development, production and distribution of
ible ir { ies and systems on the internet.

« Freedom of information and access to information: Everyone should have
the right to access, share, create and distribute information on the Internet,
consistent with the rights of authors and creators as established in law.

« Development: all people have a right to development and the Internet has a
vital role to play in helping to achieve the full realization of internationally
agreed sustainable development goals. It is a vital tool for giving people living
in poverty the means to participate in development processes.

United Nations Avmrenanao

72X\, General Assembly Distr: Limited
‘\lA y 27 June 2016
% Original: English

ORAL REVISIONS of 30 June

Human Rights Council

Thirty-second session

Agenda item 3

Promotion and protection of all human rights, civil,
political, economic, social and cultural rights,
including the right to development

Australia,* Austria,* Belgium, Bosnia and Herzegovina,* Brazil,* Bulgaria,*
Canada,* Croatia,* Cyprus,* Czech Republic,* Denmark,* Estonia,* Fiji,* Finland,*
France, Georgia, Germany, Greece,* Haiti,* Honduras,* Hungary,* Iceland,*
Ireland,* Italy,* Japan,* Latvia, Li in,* Lithuania,* L * Malta,*
Mexico, Monaco,* Montenegro,* Netherlands, Nigeria, Norway,* Paraguay, Poland,*
Portugal, Republic of Moldova,* Romania,* Senegal,* Serbia,* Slovakia,* Slovenia,
Spain,* Sweden,* the former Yugoslav Republic of Macedonia, Tunisia,* Turkey,*
Ukraine,* United Kingdom of Great Britain and Northern Ireland, United States of
America:* draft resolution

32/... The promotion, protection and enjoyment of human rights on
the Internet

The Human Rights Council,
Guided by the Charter of the United Nations,

Reaffirming the human rights and fundamental freedoms enshrined in the Universal
Declaration of Human Rights and relevant international human rights treaties, including the
International Covenant on Civil and Political Rights and the International Covenant on
Economic, Social and Cultural Rights,

Recalling all relevant resolutions of the Commission on Human Rights and the
Human Rights Council on the right to freedom of opinion and expression, in particular
Council resolution 20/8 of 5 July 2012 and 26/13 of 26 June 2014, on the promotion,
protection, and enjoyment of human rights on the Internct, as well as resolutions 12/16 of 2
October 2009, on freedom of opinion and expression, 28/16 of 24 March 2015, on the right
to privacy in the digital age, and 23/2 of 13 June 2013, on the role of freedom of opinion
and expression in women’s empowerment, and 31/7 of 23 March 2016, on the rights of the
child: information and i and child sexual ion, and also
recalling General Assembly resolutions 68/167 of 18 December 2013 and 69/166 of 18
December 2014, on the right to privacy in the digital age, 70/184 of 22 December 2015, on

* State not a member of the Human Rights Council.
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https://contractfortheweb.org/

Contract for the Web

A global plan of action to make our online world safe and empowering for everyone

O

Governments

Principle 1 Principle 2 Principle 3

Ensure everyone can Keep all of the internet Respect and protect

connect to the internet available, all of the time people’s fundamental
online privacy and data
rights

READ MORE  —> READ MORE > READ MORE >

Companies

Principle 4 Principle 5 Principle 6

Make the internet Respect and protect Develop technologies

affordable and people’s privacy and that support the best in

accessible to everyone personal data to build humanity and challenge
online trust the worst

READ MORE > READ MORE > READ MORE >

Citizens

Principle 7 Principle 8 Principle 9

Be creators and Build strong Fight for the Web
collaborators on the communities that
Web respect civil discourse

and human dignity

READ MORE > READ MORE > READ MORE >
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