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» MUA (Mail User Agent)
» MTA (Mail Transfer Agent)
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MUA(Mail User Agent)

MTA(Mail Transfer Agent) MTA
DNS(Domain Name System)
MB(mailbox)
SMTP(Simple Mail Transfer Protocol) SMTP UUCP
SMTP
mailbox ~ MUA POP

MUA (Mail User Agent)

MUA Applications
UNIX — ucbmail, RMAIL, mush, MH (mh-ge), mew,....
Windows — OutLook, Netscape Mail, Eudora,....
Macintosh — Eudora,....

MTA (Mail Transfer Agent)
MTA MUA MTA



Store and Forward

MTA MTA
Sendmail http://www.sendmail.org/
gmail http://www.gmail.org/
SMAIL (GNU)
MMDF (Multi-channel Memo Distribution, CSNET)
exim http://www.exim.org/
VMail http://wzv.win.tue.nl/vmail/
LSMTP http://www.Isoft.com/LSMTP.html
PP (X.400)

DNS (Domain Name System)

JUNET UUCP

DNS
DNS UUCP
DNS DNS
DNS
DNS
DNS IP
(etc/hosts) ( IP



gbobgoboooobobgooboog MTA

( )
MTA
MTA
motonori@wide.ad.jp
@
@
%-Hack Route Address UUCP addressing
%-Hack
RFC  RFC1123(S) (S Standard
)

user % host @ relay

sender relay host (sender — relay -
host)
user % host % relay2 @ relayl

sender  relay relay2 host (sender — relayl - relay2
- host)

Route Address
%-Hack RFC RFC822(S)
@relay: user @ host
sender - relay — host



@relayl, @relay2: user @ host
sender — relayl - relay2 — host

UUCP addressing

host ! user
relay ! host ! user

host ! user @ domain UUCP
—host ! user @ domain (Internet )
»sender - domain — host
—host ! user @ domain (UUCP )
»sender - host — domain

Full Name <user@domain>

user@domain (Full Name)

user(User Name)@domain(Company Name)
() MTA

Fully Qualified Domain Name (FQDN)

Fully Qualified Mail Address

FQDN @ FQDN)
user@mailhost.wide.ad.jp

Not Qualified Mail Address

user
Generic Address
user

user@wide.ad.jp



(header) (body)
RFC822(S)(Standard for the

format of arpa internet text messages)

From: announce@nic.ad.jp
To: motonori@wide.ad.jp
Subject: Internet Week 97

- ( )
Internet Week 97




rom (Sender)

(Recipient) 1

(envelope)

SMTP(Simple mail transfer protocol) RFCB821(S)
UUCP

MUA



SMTP

MAIL FROM:<sender@s.domain>we—__
250 sender ok

RCPT TO:<recipient@r.domain>
250 recipient ok
DATA
354 Enter mail, end with *." on a line by:itself
From: announce@ic.adjp
To: motonor@wide.adp -
Subject: Internet Week 97
- ( )
Internet Week 97 ] -
[ ]

250Message accepted for delivery

SMTP
SMTP
sender ok
recipient ok
DATA
)
SMTP 1

Internet Week 97

MUA SMTP MUA
unix MUA sendmail

MTA



From:, Reply-To:

MTA

vacation

SMTP (Simple Mail Transfer Protocol)
—-TCP 25
UUCP (Unix to Unix CoPy)

MUA
— UNIX

POP
IMAP

Return-Path:



MTA

DNS 2
DNS

MTA

MTA

sendmail

MTA



(UUCP  JUNET

mailconf
DNS
DNS 1 DNS

name [ttl] IN type value...
< > < >
name
type A MX CNAME

type value( )

type
type
3

A (Address) RR (Resource Record)
IP
MX (Mail eXchanger) RR

)
CNAME (Canonical NAME) RR

DNS



P (A RR)

mail.x.co.jp. IN

mail.x.co.jp.

DNS

12.34.56.78 IP

DNS

bind
nslookup

nslookup

dig

host

dnsquery

nslookup A
% nslookup sh.wide.ad.jp. (

)

Server: localhost
Address: 127.0.0.1

Name: sh.wide.ad.jp
Address: 203.178.137.73

IP
A

mail.x.co.jp

IP
12.34.56.78

12.34.56.78 IP

user@mail.x.co.jp

DNS

1 sh.wide.ad.jp. A

mail.x.co.jp

IN A 12.34.56.78

IN A 12.34.54.32



DNS

12.34.56.78 12.34.54.32
12.34.54.32 12.34.56.78

(?)

nslookup A 2 IP
% nslookup jp-gate.wide.ad.jp.
Server: localhost
Address: 127.0.0.1

Name: jp-gate.wide.ad.jp.
Addresses: 203.178.137.17, 203.178.136.81, 203.178.137.75, 203.178.136.89

A MX
Generic
MX Generic
Generic
MX (Mail eXchanger) RR MX Mail eXchanger
MX RR
IN MX
X.CO.jp. IN MX 10 mail.x.co.jp.
user@x.co.jp mail.x.co.jp.
IP

A IP



nslookup MX
nslookup A
MX

% nslookup -g=mx wide.ad.jp.
Server: localhost
Address: 127.0.0.1

additional information
IP 203.178.137.73
wide.ad.jp

sh.wide.ad.jp  internet address = 203.178.137.73

MX

30

MX

A
-g=mx
A IP
wide.ad.jp MX sh.wide.ad.jp

preference = 10, mail exchanger = sh.wide.ad.jp

(additional information)

IP
MX



MX
maill mail2

X.CO.jp. IN MX 10 maill.x.co.jp.
IN MX 50 mail2.x.co.jp.
IN MX 100 mail.provider.ad.jp.
10 50 100 ( )

10 maill 50 mail2
100 mail.provider

MX (MX RR )
Primary First

Primary MX / Primary Mail Server
First MX / First Mail Server

2
Secondary MX / Secondary Mail Server
2
Lower MX ( )
Lower MX

LowerMX



MX (maill mail2 mail.provider) 2

mail2 mail2 MX maill
maill 2
MTA  MX
Sendmail (local configuration error)
third third MX second
second third too many hops
first

secondary MX

secondary first
third second
MX RR sendmail
MX
=W
MX
MX RR

RR(Resource Record)

first

X.CO.jp. IN MX 10 maill.x.co.jp.
IN MX 10 mail2.x.co.jp.



A RR
A RR
spool full

MX

MX

MX

Firewall

MX

*x.co.jp. IN MX 10 mail.x.co.jp.
X.CO.jp
) nohost.x.co.jp(
host.nosubdom.x.co.jp (

specific
1 2 A
exact
MX  ns.x.co.jp

MX

ns.X.co.jp. INA 12.34.56.78

*.X.CO.jp. IN MX 10 mail.x.co.jp.

ns.X.co.jp. IN MX 10 mail.x.co.jp

IP
MX RR
Secondary MX
generic
A
MX
MX « )
( )
MX mail.x.co.jp.
(x.co.jp.
)
)
MX
MX MX
ns
MX
ns
exact
)

MX



ns.x Co.jp



CNAME (Canonical NAME) RR
CNAME RR
archie.wide.ad.jp
archie

hostl.x.co.jp. pop

pop.x.co.jp. IN CNAME hostl.x.co.jp.

CNAME CNAME
pop.X.Co.jp. CNAME

CNAME

nslookup CNAME
% nslookup -g=cname archie.wide.ad.jp.
Server: localhost
Address: 127.0.0.1

sun3.tokyo.wide.ad.jp

archie sun3 CNAME

pop

archie.wide.ad.jp canonical name = sun3.tokyo.wide.ad.jp

DNS
DNS
1. CNAME
CNAME
CNAME
RFC CNAME
CNAME CNAME CNAME
2. MX
CNAME MX
MX
MX
MX A
3. A

MX

RR
MX A
MX
DNS
CNAME
8 10
MX

A MX

A



MX

MX RR

CNAME

RFC1123(S)

syslog

DNS 3 RR
A
2 MX
A 2
MX
IP MX
1 A
MX
2 1
CNAME
CNAME
(A-Z, a-z) (0-9) )
()
RFC1035(S)
(4.9.4 )bind  resolver
IP resolver
syslog
CNAME
CNAME
RFC1123(S) CNEME



CNAME

( )sendmail
1
CNAME
CNAME
MTA CNAME
CNAME CNAME MX
A
CNAME IETF
CNAME
CNAME RR
CNAME RR
aliasl IN CNAME alias2
alias2 IN CNAME real-name
DNS - DNS -
BIND 4.x
/etc/named.boot
BIND 8.x /etc/named.conf BIND 4.x directory
primary

/etc/named.boot (bind 4.x)
directory /etc/namedb
primary  my.domain.jp my.domain.zone

- /Jetc/namedb/my.domain.zone



; SORIGIN my.domain.jp.

@ IN SOA ...
IN NS

; my.domain.jp.

a IN A
IN MX

; a.my.domain.jp.

MX/CNAME RR

$ORIGIN

$ORIGIN
named.{boot,conf}

ndc reload

named



MTA
* DNS MXRR
MTA
DNS
DNS
DNS /etc/host
DNS MX A
3
UUCP
DNS
DNS
DNS /etc/resolv.conf
DNS
/etc/resolv.conf Solaris  Ultrix
1P ( IP
) DNS NIS /etc/host
/etc/resolv.conf
. ( )
nameserver 0.0.0.0 (localhost - 127.0.0.1 )

nameserver 12.34.56.78



nameserver 12.34.56.79
-3 (MAXNS in resolv.h)

domain sub.x.co.jp
search subl.x.co.jp sub2.x.co.jp X.co.jp

A.sub.x.co.jp

subl sub2
domain search

Solaris /etc/nsswitch.conf
/etc/hosts

sendmail ServiceSwitchFile sendmail

(75 )

sendmail

hosts files dns

DNS

(DEC  /etc/svc.conf)

service.switch

sendmail

DNS MX
DNS MX
MTA sendmail sendmail.mx
SunOS
sendmail MX sendmail
libresolv.a Bind
unix
sendmail MTA sendmail.cf MX
CF sendmail.cf MX_SENDMAIL=yes

MX sendmail.cf

MX



DNS sendmail
UUCP ) sendmail.cf
mailconf
STATIC ROUTE FILE

sendmail
sendemail
DNS 2
sendmail.cf DNS
—sendmail -bv sendmail -bt /parse
e MX
DNS
— sendmail -bt /mx
MX
MX
% sendmail -bt
ADDRESS TEST MODE (ruleset 3 NOT automatically invoked)
Enter <ruleset> <address>
> /mx wide.adjp
getmxrr(wide.ad.jp.) returns 1 value(s):
sh.wide.ad.jp.
9
mslookup sendmail
sendmail
sendmail( 8.6 ) /mx wide.ad.jp
ip MX

CF

MX

MX



/

(cont.)

% sendmailv motonori@wide.adjp < /devnull

220 sh.wide.ad.jp ESMTP Sendmail ready

>>> HELO endo.wide.ad.jp

250 sh.wide.ad.jp Hello endo.wide.ad.jp, pleased to meet you
>>> MAIL From:<motonori@endo.wide.ad.jp>

250 <motonori@endo.wide.ad.jp>... Sender ok

>>> RCPT TO:<motonori@wide.ad.jp>

250 <motonori@wide.ad.jp>... Recipient ok

* DNS -d8.8

motonori@wide.ad.jp... Connecting to sh.wide.ad.jp. via esmtp...

/
(cont’'d)

>>> DATA

354 Enter mail, end with "." on a line by itself
>>>

250 RAA01234 Message accepted for delivery
>>> QUIT

221 sh.wide.ad.jp closing connection

11

sendmail
SMTP

DNS

DNS
DNS



4. sendmail

DNS MTA
MTA
Sendmail
sendmail MTA
Sendmail
MTA sendmail sendmail.cf
sendmail.cf
1 gmail
/
Known How
)
()
Sendmail
sendmail.cf
$
sendmail
gmail
sendmail root

1



Sendmail

« Delivermail (4.0, 4.1BSD)

 Sendmail 4.12 (4.2BSD)

« Sendmail 5.52 (4.3BSD)

* Sendmail 5.67 (R5 final)

« Sendmail R6 project (92/12)

» Sendmail R8 (4.4BSD, 93/6)

« Sendmail 8.6.x ( 1st, 93/10)

» Sendmail 8.8.8 ( , 97/10)
* IDA(UIUC, KJS)  WIDE

*OS

Sendmail R8

8Bit
MX RR

Ident ( ) (133/TCP)
ESMTP (Extended SMTP)
— DSN (Delivery Status Notification)

Berkeley NewDB

Sendmail R8.7
8Bit - 7Bit (MIME )
SIGHUP
8.7
Apparently-To:
Return-Receipt-To: (DSN )
LongName /

- NIS+
Sendmail R8.8

SPAM
) check



PersistentHostStatus
SingleThreadDelivery

7Bit - 8Bit
check *
ETRN ( sendmail -q)
(8.8.6 )
— group writable, symlink
— NFS, chown check
Sendmail
MTA
sendmail
MX NOMX
sendmail MX NOMX sendmail MX
MX Bind
NOMX makefile -DNAMED BIND=0
sendmail MX firewall
firewall DNS NOMX sendmail

MX  (sendmail.mx)

— -DNAMED BIND=1

—DNS MXRR

— -lIresolv -144bsd (bind 4.9.6)
— -Ibind (bind 8.1.1)

NOMX  (sendmail.nomx)

— -DNAMED BIND=0

—DNS MXRR

— Firewall



sendmail configure

feature

2 (DNDBM DNEWDB)

unix

1 1024
Berkeley NewDB

dbl.8

db2
NIS

-DNDBM - (aliases.{dir,pag})
- ndbm
-DNEWDB - (aliaes.db)
— Berkeley NewDB (dbl.xx, db2.xx)
* http://www.sleepycat.com/ (db2)
--enable-compat185
—-ldb
-DNIS, -DNISPLUS
—Sun's Network Information System

makefile

configure makesendmail

sh makesendmail
- (obj.*/)
- Makefile

makefile
obj.*/Makefile

1
sendmail
makefile

NDBM

BSD 4.4 NewDB

sendmail db2

sendmail

ailiases.c

db2

NIS

makefile



—BIND
» sendmail.nomx

-DNAMED _BIND=0

* bind 4: -Iresolv, -144bsd ( )
* bind 8: -Ibind
* BIND lib / include
— NDBM / NEWDB 7/ NIS
« NEWDB
—-ldb
—lib / include
« NDBM  NEWDB
— NEWDB NDBM
— aliases.{dir,pag} NEWDB
NIS NEWDB NDBM
NEWDB
NEWDB NDBM
NIS dir pag
obj.* make
groff
groff
groff
sendmail sendmail
sendmail make
install sendmail
sendmail 2 (sendmail sendmail.cf)
sendmail sendmail.cf
sendmail
( ver.5  ver.8 )
sendmail.cf
% ./sendmail -bt  sendmail.cf
( ) ( )
-V SMTP

~odi(



sendmail.cf
— /etc/sendmail.cf ( )
% ./sendmail -bt

# ./sendmail -v -odi myname < file

# ./sendmail -v -odi name@remote < file

root

root mailg root
aliases root

25 root

mailqg mailstatus

SetUID root
# chown root sendmail ; chmod 4755 sendmail
* mqueue
« aliases
* kmem ( )
. (25)
mailg, mailstatus
#In -s /.../sendmail mailqg
# In -s /.../sendmail mailstatus

daemon

sendmail
SIGHUP( )

sendmail.pid

sendmail root

load average

sendmail

-bd



/usr/lib/sendmail -bd -glh

* SIGHUP
L]
* /etc/rc*
- sendmail.pid
* SIGHUP
SMTP
% telnetlocalhost25
220 scherzo.mydomain ESMTP Sendmail 8.8.8/8.8.8; ....
HELO localhost
250 scherzo.mydomain Hello motonori@localhost, pleased to meet you
MAIL FROM:<motonork
250 motonori. Send_er ok 354 Enter mail, end with "." on a line by itself
RCPT TO:dmotonork .
p i this is a test.
250 motonori.. Recipient ok
DATA * :
250 WAA00359 Messagaccepted for delivery
QuUIT
221 scherzo.mydomain closing connection
%
telnet 25 25
HELO MAIL FROM RCPT TO
DATA ( )
QUIT

SMTP



Sendmail

sendmail
WIDE 2.7W(beta)
A MX
SMTP
smtpfeed + WIDE 3.0W
smtpfeed f3 WIDE

smtpfeed

SMTP

3.0W

smtpfeed



sendmail.cf

sendmail
sendmail.cf
sendmail sendmail.cf 2
sendmail.cf sendmail.cf

sendmail SMTP

senmail.cf
sendmail
- ( )
- ( )
— SMTP
—UuCP
sendmail.cf
sendmail OS sendmail.cf
sendmail.cf
MX
sendmail
generic
firewall
(O]

— sendmail sendmail.cf

MX



— MX

— Lower MX MX RR

sendmail.cf

sendmail

sendmail.cf
sendmail.cf sendmail.cf
sendmail
V1 sendmail.cf
sendmail
sendmail.cf

V1 : sendmail 5 ( V1)
V2,V3 : sendmail 6.x

V4 : sendmail 8.5

V5 : sendmail 8.6.x

V6 : sendmail 8.7.x

V7 : sendmail 8.8.x

mqueue (gf)
mqueue

) sendmail gf
sendmail sendmail
sendmail mqueue
sendmail gf

sendmail.cf ?
sendmail.cf sendmail

sendmail R8
Sun0OS ($oy )
1 sun  OS
sendmail.cf sendmail
sendmail.cf
Null address (<> ) ?



sendmail.cf

list:;

sendmail.cf

%-hack

sendmail.cf

CF

sendmail.cf

0sS

m4 cf

— sendmail
mailconf
—JUNET

CF
—sendmail R8

sendmail.cf

sendmail

@@host

Null address(<>) Null address
@@host
?
list:;@host
IETF
@
sendmeil.cf
?
sendmail
m4 JUNET
CF CF
sendmail.cf

— make cleantools; make tools

sed
sendmail.def
— Standards/*

make sendmail.cf

— sendmail.def

perl

sendmail.cf



sendmail.cf

.def
sendmail.cf
hostname DNS

cf unix
BITNET BITNET

MX

CF_TYPE=R8V7
—sendmail.8.8 V7
OS _TYPE=bsdos3.0

- oS

- mailer
BITNET=mx

— user@node.BITNET

generic generic

ACCEPT_ADDRS

generic

FROM ADDRESS generic
generic

ACCEPT ADDRS="x.co.jp"
- ( )
FROM ADDRESS="x.co.jp"

root, daemon, postmaster,...

— ACCEPT_ADDRS="sub1.co.jp sub2.x.co.jp"



NULL Client

sendmail
NULL Client
CF_TYPE
SPOOL_HOST
CF_TYPE=R8V7-null
SPOOL_HOST=mail.x.co.jp
-1 (lower MX ARR )
-1P
PPP
free BSD
sendmail
FROM_ADDRESS
2
3
2
maqueue SMTP
(EXP EXPENSIVE ) 1
mqueue gueue expensive
CONNECTION EXPENSIVE True(
mgueue sendmail —q

FROM_ ADDRESS=po.provider.ne.jp
DIRECT _DELIVER_DOMAINS=none
DEFAULT RELAY=mail.provider.ne.jp
CON EXP=True
SMTP_MAILER _FLAG ADD=e
mqueue
sendmail -q



PPP

— userdb, usertable

userdb usertable

— check_compat

check_compat
O DialDelay=15s
mqueue

Delay

POP



Firewall

Firewall
Firewall
1
NS
3
1
1
NS NS
NS
b
a zone
split-brain DNS
b
[a]
N
Internet
[b]
N
Internet
2
1
2
2

NS(NameServer) NS

NS

1
NSO
Q

split-brain DNS
§ zone )

DNS

Firewall

DNS



2
N
P D \ @ s
Qer;%.g
~_
[b] N
Qliternet __—
NS 1 Firewall
NS
2
CF DIRECT DELIVER DOMAINS

DEFAULT RELAY

DIRECT DELIVER DOMAINS=x.co.jp
DEFAULT RELAY=external.x.co.jp

DNS
DNS
STATIC_ ROUTE_FILE
X.CO.jp [12.34.56.78] IP

NS

DNS

NS



STATIC ROUTE_FILE=x.static

x.static:
GW [12.34.56.78]
# (internal.x.co.jp)
DOM x.co.jp
2
Firewall
external.x.co.jp internal.x.co.jp
1
1 NS
NS Firewall
allow-query
MX
first MX
)
1 NS
Firewall
1 firstMX
sendmail.cf
1 STATIC_ ROUTE_FILE
sendmail.cf 1 NS A
NS 1 A
A firstMX
( )

firstMX

NS

first

NS

A

(firewall

allow-query

first



MX
MX local configuration error
CF ( ) A
MX firstMX A
sendmail.cf  CF sendmail.cf

Firewall

a. first MX
inner-host IN MX 10 inner-host
IN MX 20 gw
1st-MX
b. A RR
inner-host IN A 12.34.56.78
IN MX 10 gw

C.
inner.domain.jp - inner.domain.jp.local
— sendmail.cf
— STATIC_ ROUTE_FILE MAP (CR)
d. 1
IP
- named named
- sendmail sendmail
* O DaemonPortOptions=Address=12.34.56.78
NS 1
a,b
bind8 allow-query
a

1st MX
2nd MX

A

MX



ARR

— 1st-MX
TRY_NULL_MX_LIST=True (CF)

O TryNullIMXList=True (sendmail.cf)

local configuration error

GW
DIRECT DELIVER DOMAINS=none
DEFAULT RELAY=internal.x.co.jp
Null Client

DIRECT DELIVER_DOMAINS=x.co.jp
DEFAULT RELAY=internal.x.co.jp

DIRECT_DELIVER_DOMAINS none

— NULL Client
1st-MX 2nd-MX
A
2
1
A
SMTP
unreach
1st-MX 2nd-MX 1st-MX
2nd-MX 1st-MX

1st-MX

MX



2nd-MX 1st-MX
2nd-MX

1st

ACCEPT ADDRS
forward aliases
1st-MX 2nd-MX

aliases
aliases
sendmail aliases
aliases
2

1st-MX
—2nd-MX
2nd-MX
— aliases

ACCEPT ADDRS=

SECONDARY *=

- 1st-MX
aliases
—NIS
- aliases aliases

— OA/etc/aliases, nis: mail.aliases
ML

NIS

A A at domainl A at domain2

2nd

aliases



etc/mapl forward
A login
USERTABLE_MAPS="domainl=hash:/etc/mapl ¥
domain2=hash:/etc/map2*
1)
1
IP sendmail
chroot
-1 IP
- sendmail
O DaemonPortOptions=Address=1.2.3.4
— chroot
)
sendmail.cf
local mailer pop pop
pop
— sendmail.cf
local mailer
— /etc/passwd
— POP
sendmail.cf
-bv -bt
sendmail sendmail.cf
—sendmail -bv

— sendmail -bt

domainl



/etc/sendmail.cf

bv bt 2 bv bv
DNS

sendmail sendmail.cf C
queue directory mqueue
temp directory

sendmail -bv
- magueue (permission)

% sendmail -C new.cf -0Q/tmp -bv user@domain
motonori@wide.ad.jp... deliverable: mailer smtp, host wide.ad.jp., user motonori@wide.ad.jp




3,0 /parse

SMTP
-3,0 /parse 5
—smtp mailer
-3,0 /parse
— local mailer ( )
—/try ( )

sendmail
sendmail.cf sendmail

S1 SO
sendmail

SMTP
sendmail 5 SMTP



sendmail
( ) 3 2 mailer
R R 21 4
1)
senmail —bt
3 0 30
$# $@ $# SMTP
sendmail 5(R5) 8R )
0 (3
) R8 3
3,0 /parse

(1)

o sendmail -bt
% sendmailC newcf -bt
> 3,0motonori@wide.a
rewrite: ruleset 3 input: motonori @ wide . ad . Jp

rewrite: ruleset O returns: $# smtp $@ wide . ad . jp. $:
motonori < @ wide . ad . jp >

« R5 sendmail 0 address
« R8 sendmail 3,0address ( /parse)

34




3

0

3,0

(2)

% sendmailC newcf -bt
> 3,0motonori@wide.adp
rewrite: ruleset 3 input: motonori @ wide . ad . Jp

rewrite: ruleset 0 returns: $# local $: motonori

>
©) 5
5
SMTP
5
3)
5
. 5
— sendmail R8
—3,0 local mailer
— aliases
> 5 motonori

rewrite: ruleset 5 input: motonori

rewrite: ruleset 5 returns: $# smtp $@ spool $:
motonori < @ spool >

36

$#



try (

HS sender ER recipient

smtp motonori)

(4)

> [tryflagsHS

> /try smtp motonori

Trying header sender address motonori for mailer
smtp

rewrite: ruleset 3 input: motonori

rewrite: ruleset 4 returns: motonori @ wide . ad . Jp
Rcode = 0, addr = motonori@wide.ad.jp

37

sendmail



SMTP

sendmail.cf

bd
mqueue

% sendmailC newcf -oQtmp -v user@host
From: user@host

To: user@host

This is a test
%
o -0Q/tmp

38

25

-bs
SMTP

SMTP

SMTP

# sendmailC newcf -bs

220 mail.wide.ad.jp ESMTP Sendmail 8.8.8
MAIL FROM:<motonor>

250 <motonori>... Sender ok

RCPT TO:smotonork>

250 <motonori>... Recipient ok

DATA

354 Enter mail, end with "." on a line by itself
test

250 TAA13313 Message accepted for delivery

QUIT
221 mail.wide.ad.jp closing connection

39

sendmail sendmail.cf

Null Client

sendmail

MX

SIGHUP



/etc/sendmail.cf
( )
daemon sendmail
# ps aux | grep sendmail
72 ?? ... accepting connections on port 25 (sendmail)
195 ?? ... sendmail: OAA12345 mail.y.co.jp.: user open

# kill -HUP 72

SIGHUP R8 sendmail

R5 sendmail

# /usr/lib/sendmail -bd -g1h

-bd

- ( )
-gqlh (1 ) -g30m (30 )
— mgueue

# /usr/lib/sendmail -g1h

Sendmail.cf
sendmail.cf

- (MX)

sendmail sendmail



6. sendmail

sendmail MTA
sendmail SMTP
SMTP
UUCP UUX
(O]
binmail mail.local
UUX UUCP
0sS sendmail.cf (local
mailer ) Mlocal
sendmail.cf
mailer flag
mail.local
TEMPFAIL (
75) sendmail
tmp directory SunOS 4.?
tmp
tmp
75
(O]
guota
guota
1 sendmail
1

75



mailer flag

F=
mailer( )

LMTP local mailer

— binmail, mail.local
- 0S sendmail.cf
* local mailer (Mlocal )

- mail.local

— TEMPFAIL(75)
— /tmp/ (
quota

— LMTP (RFC2033(l))
—mailer flag F=...m... m
* local mailer (Mlocal )
. mailer

Spam

O RefuseLA=12
12
sendmail

connection refuse

sendmail

mqueue

Milocal
m 1 local

LMTP

sendmail.cf

MX

mqueue
mqueue

sendmail mqueue

connection refused
sendmail

connection



sendmail

O RefuseLA=12
mqueue
O MinFreeBlocks=100

— accept ( )
— socket close
» connection refused MX

sendmail.cf O MaxMessageSize=1000000

ESMTP
mailer

sendmail

O MaxMessageSize=1000000

1
SMTP ESMTP
SMTP
EMTP
MTA
SMTP
mailer
8.8.5



— ESMTP
» RFC1870(S)
* MAIL FROM:<addr> SIZE=1234
mailer M=
— Msmtp,... M=1000000
—sendmail 8.8.5 ( N

queue
queue
(run-queue) SMTP
SMTP 1 SMTP
11
8.8
PersistentHostStatus directry directry
var/spool/mqueue
5
20
20 30
Timeout.hoststatus 30m

O PersistentHostStatus=.hoststat

— mqueue

# mkdir /var/spool/mqueue/.hoststat
« .hoststat/jp./ac./kyoto-u./

O Timeout.hoststatus=30m

- 30



40 80

SingleThreadDelivery

mqueue run-queue
queue

mqueue
HostStatus

queue
MinQueueAge MinQueueAge=30m  mqueue 30 1
30
run-queue
run-queue
queue
11 id

id(queue-id)
receiver substring

—sendmail -qlqid

— sendmail -qSsender-substr

— sendmail -gRrceiver-substr

ETRN ( sendmail -q)

run-queue sendmail
pop
SMTP
SMPT

— RFC1985(PS): Remote Message Queue Starting

sendmail
queue gueue



sendmail priority

priority
priority
time
QueueSortOrder priority queue
mqueue
firewall
FallbackMXhost 1 DNS
MX MX
FallbackMXhost
1
fall.back.host queue
Ident firewall
Ident RFC1413(PS) Identify Protocol MTA 2 sender
SMTP
unix
Ident
SMTP
id
SMTP
Ident
Ident
Firewall MTA firewall SMTP
Ident
firewall Ident
host unreach ICMP
reachability
SMTP
SMTP Ident

SMTP SMTP



Ident firewall

host unreach port unreach

Ident firewall (cont.)

o« ldent( ) (133/TCP)
— RFC1413(PS)

ID (login name)

SMTP y
Sender |—  » |Receiver
MTA |@— | MTA
Ident

Ident host unreach

— SMTP

—

- port unreach

4 queue

sendmail.cf

queue 1
timeout

Preference bulk list
gueue
null

sendmail queuewarn

Preference P

warning

5d



mqueue

O Timeout.queuereturn=5d
* Lower-MX
— Preference:
- ( <)
( )
O Timeout.queuewarn=4h
— Preference:
- ( <)
Preference:
— list, bulk, junk
—sendmail.cf P
* Plist = -30

sendmail 2

PostMasterCopy postmaster
postmaster

postmaster subject
postmaster

DoubleBounceAddress

postmaster
O PostMasterCopy=postmaster

* Subject:

O DoubleBounceAddress=postmaster



Return-Receipt-To:
sendmail Return-Receipt-To

Delivery Status Notification RFC

sendmail8.7 Return-
Receipt-To
NOTIFY =success
failure
never
Return-Receipt-To
DSN
sendmail
sendmail -N success DSN
sendmail8.7
Return-Receipt-To 8.7 Return-Receipt-To
DSN
sendmail Return-Receipt-To 8.7
8.7 sendmail DNS
sendmail
sendmail DSN

Return-Receipt-To

RFC1891(PS): DSN (Delivery Status Notification)
—sendmail 8.7

- sendmail

Return-Receipt-To:

— RCPT TO:<addr> NOTIFY=success

sendmail -N success

firewall



PrivacyOptions

authwarnings X-Authentication-Warnings
-bs
HELO
noexpn novrfy  SMTP SMTP EXPN
1
mailg
Return-Receipt ( )
O PrivacyOptions= (, )
— authwarnings
. X-Authentication-Warnings:
— noexpn, novrfy
* EXPN ( )
— restrictmailq
. mailq
— noreceipts

* Return-Receipt

MIME
MIME MIME
MIME
O SendMimeErrors=True (MIME )
7Bit ( 8
)

O SevenBitlnput=False

O EightBitMode=pass8
* 8Bit — 7Bit (base64/quoted-printable encode)
 Content-Type: unknown-8bit

7Bit - 8Bit

— mailer flag F=9

syslog
mailstats mailstatus null



syslog
mailstats

O StatusFile=/var/log/sendmail.st

M msgsfr bytes from msgsto bytes to Mailer
3 1308 6475K 4072  14975K  local
4 3450 15797K 1819 5681K  smtp

T 4758 22272K 5891  20656K

—cp /dev/null sendmail.st

2 greeting

sendmail 8.6 SMTP 2 greeting
1
SMTP sendmail
8.6 1
— sendmail 8.6
220-mail.x.co.jp Sendmail 8.6.13
220 ESMPT spoken here
SMTP
SMTP 1
0
mailer flag
MSMTP F C

— mailer flag F=C

SMTP
SMTP F=m



— mailer flag F=m

(?) TIS FWTK smapd
TIS FWTK
SMTP



NFS

oldaddr: newaddr.redirect (/etc/aliases)
User has moved; please try <newaddr>

oldaddr: newaddr.forward, newaddr
User has moved; your mail has been forwarded; next time please
try to <newaddr>

NFS
NFS
lock NFS
forward automount mount
forward NFS mount
NFS
NFS
— lock
— mount (automount)
— forward ( )

« forward



O ForwardPath=$z/.forward:/var/forward/$u/ .forward

« vacation, slocal,...

* :include:

NFS

- named
* Secondary
- FQDN

[ ]
 sendmail

(0S

oS
oS

sendmail

- sendmail.cf

- (mqueue)

* run-queue

— sendmail

. /etc/rc

DNS

sendmail
sendmail.cf

sendmail



CERT report (www.cert.org)
sendmail
PGP

SafeFileEnvironment option
smrsh

— POP
— XTND XMIT (POP)
—identd

internal address



. DNS
DNS (Domain Name System) DNS IP

wide.ad.jp  nic.ad.jp  janog.or.jp

root
root

ad ad.jp

jp domain




Delegation

13
ad wide
root
root
ad
Delegation( )
— TOP domain, 2nd(3rd)-level domain
NIC
( )
- root
- root

net jp com org

p

delegation ip
ad
ad  delegation

root
ip
wide
kyoto-u
ip
root
ip
ip
jp ad

wide

interNIC
JPNIC

wide.ad.jp

wide.ad.jp
ip

root root

root

wide



NS

delegation

NS



delegation

unauthorized

— Authorized / Unauthorized

delegation

( )

ad.jp
zone

nic.ad.j
Zone

v6.wide.ad.jp zone

authorized

NIS



authorized

wide

server
Unauthorized Server
root

Unauthorized

kyoto-u

Authorized Unauthorized
Authorized

Authorized

Authorized



Authorized Server

( )
Unauthorized Server
( )
wide.ad.jp
(ns1,ns2,ns3) 3 nsl ns2 ns3
nsl ns2
ns3 ( )

ad

ad wide

nsl ns2 ns3 ad

nsl ns2 Authorized Server
Unauthorized Server



Unauthoritative Answer

root zone
(root server)

©

jp zone
(ns.nic.ad.jp)
(:) ad.jp zone

(ns.nic.ad.jp)

\CGLA wide.ad.jp zone

WV(VW.WIde.ad.jp ) @ (ns.wide.ad.jp)

0 root server
- root server
—jp zone Unauthorized Secondary

(www.wide.ad.jp )
root cache roor server
root
root server ip ad.jp
wide. ad.jp
wide. ad.jp Www CNAME
1 2 www.nic.ad.jp
ad.jp 1 nic.ad.jp
root 1
root server root
WIDE

root server



root server m(root server

DNS Servers

Berkeley Internet Name Domain(BIND) bind 4.9.6 bind 8.1.1
resolver

Windows NT

Windows NT

BIND
bind8 named.boot named.conf
drastic bind8 named-bootconf.pl
bind4 bind8
bind ;

sample of named.boot (bind 4)

sample of named.boot (bind 4)

directory /etc/namedb
: ( )
cache . root.cache

; localhost

primary  localhost localhost.zone
primary 0.0.127.in-addr.arpa localhost.rev

primary wide.ad.jp wide.zone
primary 136.178.203.in-addr.arpa wide.rev

secondary v6.wide.ad.jp 203.178.136.188 sec/v6.zone

bind4 named.boot directry root.cache






sample of named.conf (bind 8)

sample of named.conf (bind 8)

options { zone "0.0.127.in-addr.arpa" {  zone "v6.wide.a§p" {

directory "/etc/namedb”; type master;
I file "localhost.rev";
h
zone "." {
type hint; zone "wide.ad.jp" {
file "root.cache"; type master;
% file "wide.zone";
h
zone "localhost" {
type master, zone "136.178.203.in-addr.arpa" {
file "localhost.zone"; type master;
file "wide.rev";

bind8 named.conf gated

root cache
root server
URL (ftp://ftp.rs.internic.net/domain/named.root)
root server 1997 8
root server

root cache delegation

type slave;
file "sec/v6.zone",
masters {

203.178.136.18 53

%

firewall

root server

13



sample of root.cache

sample of root.cache

; formerly NS.INTERNIC.NET
. 3600000 IN NS A.ROOT-SERVERS.NET.
A.ROOT-SERVERS.NET. 3600000 A 198.41.0.4

; formerly NS1.1SI.EDU

3600000 NS B.ROOT-SERVERS.NET.

B.ROOT-SERVERS.NET. 3600000 A 128.9.0.107

; housed in Japan, operated by WIDE

3600000 NS M.ROOT-SERVERS.NET.

M.ROOT-SERVERS.NET. 3600000 A 202.12.27.33

root.cashe M WIDE
cache root server 1
forwarders
firewall forwarders
socks firewall
slave forwarders forwarders
forwarders
forwarders
reachable forwarders
slave
forwarders
forwarders 1
web
socks firewall
—slave
forwarders 12.34.56.79 ( )

slave (options forward-only - 4.9.3 or later)



sample of localhost.zone

sample of localhost.zone

; SORIGIN
@ IN

sample of localhost.rev

localhost.

SOA ns.wide.ad.jp.
1 ; Serial number
172800 ; Refresh every 2 days
3600 ; Retry every hour
1728000; Expire every 20 days
172800 ); Minimum 2 days

postmaster.wide.ad.jp. (

NS localhost .

127.0.0.1

localhost localhost 127.0.0.1

wide

SOA NS A

sample of localhost.rev

; SORIGIN
@ I\

IP localhost

0.0.127.in-addr.arpa.
SOA ns.wide.ad.jp.
1 ; Serial number
172800 ; Refresh every 2 days
3600 ; Retry every hour
1728000; Expire every 20 days
172800 ); Minimum 2 days

postmaster.wide.ad.jp. (

NS localhost.

PTR  loopback-net.
PTR  localhost.

localhost 127.0.0.1

1.0.0.127.in-addr.arpa. 127.0.0.1



sample of wide.zone

sample of wide.zone (cont.) sample of wide.zone (cont'd)

IN SOA ns.wide.ad.jp. two.wide.ad.jp. (
100627 ; Serial
3600 ; Refresh
900 ; Retry
3600000 ; Expire
3600 3 Minimum

sh IN A 203.178.137.73

www IN CNAME endo
endo IN A 203.178.137.71

localhost IN CNAME localhost.
)
IN A 203.178.136.63
IN NS ns
IN NS  ns.tokyo
IN MX10 sh
ns IN A 203.178.136.63
ns.tokyo IN A 203.178.136.61

v6 IN NS nsl.vé

IN NS ns2.v6
nsl.vé IN A 163.221.11.21
ns2.vé IN A 203.178.136.188

wide.zone MX
ttl
1
IN Internet Domain r-id(resource-ID) SOA NS A MX
value value

key [tt]] IN r-id wvaluel wvalue2...
< > < >

ttl -

IN (class-1D) - Internet Domain

r-id (resource-ID)

- (SOA, NS, A, MX, ....)
value

- (r-id )



key key $ORIGIN
FQDN

key
- key
$ORIGIN <domain>
- named.{boot,conf} zone
SINCLUDE <filename> [<domain>]

FQDN

SOA(Start Of Authority) RR

SOA (Start Of Authority) RR

@ IN SOA <Pri-NS > < > (
1 ; Serial
172800 ; Refresh (2d)
3600 ; Retry
1728000 ; Expire (20d)
172800 ; Minimum TTL (2d)

)

@

SOA(Start Of Authority)

key @ @
@
ns.wide.ad.jp.
two @wide.ad.jp @
FQADN
5 Serial



Serial

4294

Refresh Serial
refresh
Retry refresh
refresh refresh
unreach retry
Expir e
nslookup failed
Minimum TTL
TTL
SOA
Serial
— Sec-NS
Refresh ()
—Sec-NS  Serial
Retry ()
— Refresh
Expire ()
- nslookup
*** ns.provider.ad.jp can't find x.co.jp.: Server failed
Minimum TTL (time to live) ( )
(NS )
Serial
Serial 1 Serial 32
1.01
3
1.99  1.100
2000
11
32 1
serial

serial



2147483647 (Tfffffff) 2
serial

32
: ( )
—1.01 = 100001 ("."  "000" )
1997122501
- 100 4294
( ):RFC1912(])
~1
— 2147483647 (7fffffff) 2

NS (Name Server) RR
Server

wide.ad.jp
ns ns.tokyo sh
wide.ad.jp (MX

ad.jp wide

NS

IP glue record
wide ns.wide
wide

glue record

Pri-NS Sec-NS

Authorized Server

Unauthorized Server
NS ARR
— glue record ( zone )
$ORIGINad.jp.

wide IN NS ns.wide.ad.jp. ;ad.jp.zone delegation

ns.wide IN A  203.178.136.63

Authorized
NS

wide.ad.jp

sh )

ad.jp



lame ( ) NS

1 lame
deligate NS
lame
Authorized NS
Authorized
Authorized
Authorized
MX (Mail eXchanger) RR
$ORIGIN
@ wide.ad.jp

wide.ad.jp MX 10 sh. wide.ad.jp

MX RR

$ORIGINwide.ad.jp.

@ IN MX 10 sh

MX A ( )

A

— 1st-MX

CNAME(Canonical NAME) RR
CNAME archie A MX
MX CNAME

key

RFC

$ORIGINwide.ad.jp.

archie  IN CNAME sun3.tokyo
— CNAME



- key
- key CNAME
NS, MX CNAME

PTR (domain name PoinTeR) RR

IP ( )
sh.wide.ad.jp

203.178.137.73

203.178.137.73
73.137.178.203.in-addrarpdl D 000000000 DO
gbooboogo
gboobooboobooooooobbooboobooboobooboon
gboboooboobooooboobooboboobooboobobobobo
gbooboboboooobobobon

IP
$ORIGIN 137.178.203.in-addr.arpa.
73 IN PTR sh.wide.ad.jp.

- PTR



nslookup

.in-addr.arpa.
.in-addr.arpa.
4.8.

IP 1.2.3.4
% nslookup
> set q=ptr
> 4.3.2.1.in-addr.arpa.
(4.8.3 )nslookup
% nslookup 1.2.3.4

IP 1.2.3.4
query ptr

nslookup IP

130.54.0.0 B

kuins

RFC1101(?): DNS Encoding of Network Names and Other Types

netstat -i, -r
0.0.54.130.in-addr.arpa.
IN A

kuins.kyoto-u.ac.jp.

0.0.0.224.in-addr.arpa.

HINFO, TXT, WKS

NULL, MB, MG, MR, MINFO (experimental) (RFC standard

— HINFO 2
)

— RFC1035(S)

AFSDB, ISDN, RP, RT, X25

— RFC1183(E)

PX

— RFC1664(E)

IN PTR kuins.kyoto-u.ac.jp.
255.255.0.0
IN PTR 0.0.54.130.in-addr.arpa.

IN PTR BASE-ADDRESS.MCAST.NET.

(RFC experimental

(RFC experimental )

.in-addr.arpa.

experimental

)



localhost/127.in-addr.arpa zone

localhost
127.0.0.1
localhost root server
localhost IN A 127.0.0.1
CNAME localhost.
127.0.0.1 localhost
my.domain.jp.
localhost

— root server

$ORIGINmy.domain.jp.
localhost IN CNAME localhost.

—127.0.0.1 - localhost.my.domain.jp

CIDR

draft-ietf-dnsind-classless-inaddr-03.txt

class less

—192.0.2.0/25 - A
—192.0.2.128/26- B
- @ )

— CNAME

localhost

root server

who

/25 /26
CNAME

draft-ietf-dnsind-classless-inaddr-03.txt

—NS

IP
root
localhost

localhost

localhost
localhost



Classless IN-ADDR.ARPA delegation

1 CNAME

$ORIGIN 2.0.192.in-addr.arpa.

;. <<0-127>> /25

0/25 NS ns.A.domain.jp.

1 IN CNAME 1.0/25.2.0.192.in-addr.arpa.
2 IN CNAME 2.0/25.2.0.192.in-addr.arpa.

126 IN CNAME 126.0/25.2.0.192.in-addr.arpa.

$ORIGIN 0/25.2.0.192.in-addr.arpa.

@ IN SOA ...
IN NS ns.A.domain.jp.
IN PTR hostl.A.domain.jp.
IN PTR host2.A.domain.jp.

126 IN PTR host126.A.domain.jp.

DNS IPv6
IPv6 4 4

IPV6 128
CIDR

16
— IPv4
sh.v6.wide.ad.jp. IN AAAA 3ffe:501:1000::1
$ORIGIN 0.0.0.1.1.0.5.0.e.f.f.3.ip6.int.
1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0 IN PTR sh.v6.wide.ad.jp.
named

- bind 4.9.3
sendmail(?)



— AAAA RR v4
additional information

MX
sub.x.co.jp
.com 2
MXRR ARR
- MX

/etc/resolv.conf
domain sub.x.co.jp
— search sub.x.co.jp x.co.jp co.jp

3 (MAXDFLSRCH)
2 (LOCALDOMAINPARTS)
— JP domain
— RFC1535(1)

search subl.x.co.jp sub2.x.co.jp X.co.jp

LOCALDOMAIN
- 6 (MAXDNSRCH)

nic.ad.jp
nic.ad.jp.sub.x.co.jp
nic.ad.jp.x.co.jp
nic.ad.jp.co.jp

— RFC1535(1) nic.ad.jp

resolv.conf

.edu

RFC1535(1)

.org



Wildcard MX is harmful

exact RR
Wildcard 1 WildcardMX
sendmail
WildcardMX
WildcardMX sendmail.cf ResolverOptions HasWildcardMX
WildcardMX
exact RR
— ResolverOptions HasWildcardMX
sendmail.cf
MX RR
glue
4.8.3 ?
server A: primary of x.co.jp
server B: primary of sub.x.co.jp
X.CO.jp NS (server C)
server C glue
—server A
—server B zone transfer
lame CNAME MX
NS CNAME NS SOA

bad referral



—NS SOA

NS points to a CNAME

MX points to a CNAME

dangling CNAME pointer

— CNAME

Lame server on "x.co.jp"

— Authorized Unauthoritative answer
Response from unexpected source

- ?
zone "xxx" (class 1) SOA serial# (nn) is < ours (mm)
— SOA serial !

RFC1912(1): Common DNS Operational and Configuration Errors

RFC1713: Tools for DNS debugging
Host (bind 8 )
— ftp://ftp.nikhef.nl/pub/network/host YYMMDD.tar.Z
Dnswalk (bind 8 )
— ftp://ftp.pop.psu.edu/pub/src/dnswalk
Lamers
— ftp://terminator.cc.umich.edu/dns/lame-delegations/
Doc (Domain Obscenity Control)
— ftp://ftp.uu.net/networking/ip/dns/doc.2.0.tar.Z
DDT (Domain Debug Tools)
— ftp://ns.dns.pt/pub/dns/ddt-2.0.1.tar.gz

Checker
— ftp://catarina.usc.edu/pub/checker
Dig (bind 8 )



-RR

— sendmail.cf

DNS
DNS

Dynamic Update

Incremental Zone Transfer (IXFR)

Security Extention
—SIG RR, NXT RR



DNS



